TITUS METADATA SECURITY FOR SHAREPOINT DATASHEET

Metadata Security

Sharing sensitive content in SharePoint often means providing different
levels of access to different users within a single SharePoint document
library. For SharePoint administrators, managing this access using native
SharePoint security is a difficult and labour-intensive task, prone to errors
which can cause data breaches.

TITUS Metadata Security enhances SharePoint security by automatically
applying permissions to sensitive documents and lists based on their
metadata. Permissions can be based on any type of metadata, including
department, project code, document status, or security level. Security
policies are applied consistently and automatically across all your
sensitive content, strengthening governance of your Microsoft
SharePoint environment.

With TITUS Metadata Security, organizations can ensure that the right
users access the right information, even in large document libraries that
are accessed by many users. This creates a secure information sharing
environment within SharePoint to support compliance, data governance,
and information lifecycle management programs.
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Users see different views depending on the SharePoint item's metadata properties

Highlights

TITUS Metadata Security enhances
SharePoint security by automatically
applying permissions to sensitive
documents, lists and folders based on
their metadata. The solution helps
organizations:

* Automate permissions for sensitive
content in SharePoint

e Ensure the right users access the
right information

* Enforce access control policies based
on metadata

* Easily implement effective
information governance

Try It!

Request a free trial at
www.titus.com/MetadataSecurityFreeTrial

System Requirements

TITUS Metadata Security for SharePoint
works with Microsoft SharePoint 2013
and 2010 (Server and Foundation) and
Microsoft Office SharePoint Server 2007

Complementary TITUS Products

Metadata Security Claims Edition
Document Policy Manager™ for SharePoint®
Classification™ for Microsoft Office®
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Metadata Security Features and Benefits

Key Features

Automated Permissions Provides a rules-based engine to automatically control access to sensitive content in SharePoint
Management based on standard and custom SharePoint metadata columns. This allows organizations to safely
store sensitive content alongside non-sensitive content.

[tem-Level Security Manages permissions on SharePoint items, including documents, lists, folders, content types,
InfoPath forms, and document sets.

Security for All Enforces access control policies across all methods of accessing SharePoint content, including
SharePoint Views web browser, search, Explorer view, and mobile.

AD and SharePoint Leverages user and group information from SharePoint and Active Directory to ensure the right
Group Integration people access the right information.

Individual and Bulk File Secures files individually as they are added or modified in SharePoint, and secures all existing
Protection SharePoint content in bulk.

Centralized Provides powerful administration options integrated into SharePoint for applying policies across
Administration site collections, sites, libraries, or folders. Policy administration can also be delegated to content

owners or site owners.

About TITUS

TITUS is a leading provider of security and data governance software that helps organizations share information
securely while meeting policy and compliance requirements. With over 2 million users worldwide, our solutions
enable enterprises, military and government organizations to classify information and meet regulatory compliance
by securing unstructured information. Products include TITUS Classification, the leading message, document and
file classification and labeling solutions that enhance data loss prevention by involving end users in identifying
sensitive information; TITUS Mobile, a mobile email solution for securely sending email and viewing attachments
on mobile devices; and the TITUS family of classification and security solutions for Microsoft SharePoint. TITUS
solutions are deployed within over 500 organizations around the world, including Dow Corning, United States Air
Force, NATO, Pratt and Whitney, Canadian Department of National Defence, Australian Department of Defence,
and the U.S. Department of Veterans Affairs. For more information, visit www.titus.com.
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