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This session will help you to understand the 
SharePoint security model, the securable objects 
and the tools that are available to manage 
SharePoint access and security, to create new 
permission levels and much more



SharePoint Specialist since 2001 SharePoint Trainer since 2001
Always up to date on certifcations

2007-2010 et 2013

Microsoft Certified Trainer since

2000

Lead  Groupe d’Usagers 

SharePoint Québec 

Co-author on  a Microsoftt

SharePoint Server 2013 book

Who is Serge Tremblay?

http://www.lavoisier.fr/livre/notice.asp?ouvrage=2721040

@SergePoint

À propos de Serge Tremblay

Serge Tremblay

http://www.lavoisier.fr/livre/notice.asp?ouvrage=2721040
http://twitter.com/
http://twitter.com/


Is this session for me?



Agenda



Introduction



Introduction



Components of SharePoint permission management

Source: http://office.microsoft.com/en-nz/sharepoint-foundation-help/introduction-control-user-access-

with-permissions-HA101794487.aspx

http://office.microsoft.com/en-nz/sharepoint-foundation-help/introduction-control-user-access-with-permissions-HA101794487.aspx


Who’s the boss?



SharePoint Administrators



Farm Administrator

could grant himself access

local administrator group 



Manage the Farm Administrator group



Site collection Administrator



Site Owner (Administrator)



Authentication



Authentication



Authentication



Configuring Authentication



Authentication process



When user does not have permission for the site



Manage access requests



Manage access requests



Manage access requests

http://office.microsoft.com/en-us/sharepoint-help/set-up-and-manage-access-

requests-HA103456596.aspx?CTT=5&origin=HA102894713

http://office.microsoft.com/en-us/sharepoint-help/set-up-and-manage-access-requests-HA103456596.aspx?CTT=5&origin=HA102894713


Manage access request



Requirements for access request

http://office.microsoft.com/en-us/sharepoint-help/set-up-and-manage-access-

requests-HA103456596.aspx?CTT=5&origin=HA102894713

http://office.microsoft.com/en-us/sharepoint-help/set-up-and-manage-access-requests-HA103456596.aspx?CTT=5&origin=HA102894713


Access Request Settings (OnPrem)



Access Request Settings (Office 365)



Authorizations



Authorization



Managing Authorization



Authorizations compoments

Full Control

Design 

Edit

Read 

Contribute

Limited access

Permission Levels

Owners

Members

Visitors

SharePoint

Groups

Rights

Manage lists

Override list behavior

Add items

Edit items

Delete items

View items

Approve items

Open items

View versions

Delete versions

Create alerts

View application pages

Manage permissions

View Web Analytics data

Create subsites

Manage web sites

Etc.

Site,

lists/libraries, 

Folders,Documents/items



Different objects where access can be granted

Web Application

Site Collection

Top level site

Site Collection

Top level site

Sub-site List Library

[Folder] [Folder]

Item Document

Sub-site

Site collection 
administrator

Manage site 
permisssion
and Sharing

Manage list
and item 
permissions



Site permissions



Lists and libraries permissions



Document permission



Sharing



Share is everywhere



Share VS Shared with



Share



Shared with



Beware of “Invite people” or “Share”



Did you know that?



Finding the Sharing Interfaces

Scope Share Shared With Advanced

Site
or

Site Settings             Site Permissions

List or Library

Folder

Document
or

SES-B308 at Teched 2013

http://channel9.msdn.com/Events/TechEd/NorthAmerica/2013/SES-B308#fbid=iWzsMm2CKEn

http://channel9.msdn.com/Events/TechEd/NorthAmerica/2013/SES-B308#fbid=iWzsMm2CKEn


Manage permissions



SharePoint Groups



SharePoint Groups

http://office.microsoft.com/en-ca/sharepoint-server-help/introduction-control-user-access-with-permissions-HA102771919.aspx

http://office.microsoft.com/en-ca/sharepoint-server-help/introduction-control-user-access-with-permissions-HA102771919.aspx


SharePoint Groups

http://office.microsoft.com/en-ca/sharepoint-server-help/introduction-control-user-access-with-permissions-HA102771919.aspx

http://office.microsoft.com/en-ca/sharepoint-server-help/introduction-control-user-access-with-permissions-HA102771919.aspx


SharePoint Groups



Permission Levels



Permission level



Lists permissions



Site permissions



Personnal permissions



Permission levels



Out of the box permission levels for team sites



Permission  inheritance



Permission inheritance

https://support.office.com/en-nz/article/Introduction-Control-user-access-with-permissions-ab2d1ab1-07cf-4c69-bdd9-

390bfd787b26?ui=en-US&rs=en-NZ&ad=NZ

https://support.office.com/en-nz/article/Introduction-Control-user-access-with-permissions-ab2d1ab1-07cf-4c69-bdd9-390bfd787b26?ui=en-US&rs=en-NZ&ad=NZ


Stop permission inheritance

https://support.office.com/en-nz/article/Introduction-Control-user-access-with-permissions-ab2d1ab1-07cf-4c69-bdd9-

390bfd787b26?ui=en-US&rs=en-NZ&ad=NZ

https://support.office.com/en-nz/article/Introduction-Control-user-access-with-permissions-ab2d1ab1-07cf-4c69-bdd9-390bfd787b26?ui=en-US&rs=en-NZ&ad=NZ


Special permissions



Permission on drafts



List item permission



Verify permissions



Check permission



Check permissions



Check Permission not Accurate???



Audit permission change



Audit



Site collection audit settings



Audit report



Key takeaways



Helpfull links

http://office.microsoft.com/en-ca/office365-sharepoint-online-enterprise-
help/understanding-permission-levels-HA102772294.aspx

http://office.microsoft.com/en-in/office365-sharepoint-online-enterprise-
help/create-and-manage-sharepoint-groups-HA102772372.aspx

https://support.office.com/en-US/Article/Check-effective-permissions-for-a-
user-or-group-13d15c92-1dea-4aad-a665-4c3d1d377850

http://office.microsoft.com/en-ca/sharepoint-help/set-up-and-manage-
access-requests-HA104024732.aspx

http://office.microsoft.com/en-ca/office365-sharepoint-online-enterprise-help/understanding-permission-levels-HA102772294.aspx
http://office.microsoft.com/en-in/office365-sharepoint-online-enterprise-help/create-and-manage-sharepoint-groups-HA102772372.aspx
https://support.office.com/en-US/Article/Check-effective-permissions-for-a-user-or-group-13d15c92-1dea-4aad-a665-4c3d1d377850
http://office.microsoft.com/en-ca/sharepoint-help/set-up-and-manage-access-requests-HA104024732.aspx


More links

http://office.microsoft.com/en-001/office365-sharepoint-online-enterprise-
help/configure-audit-settings-for-a-site-collection-
HA102031737.aspx?CTT=5&origin=HA102039795

http://office.microsoft.com/en-001/office365-sharepoint-online-enterprise-
help/view-audit-log-reports-HA102039795.aspx

http://technet.microsoft.com/en-us/library/jj219571(v=office.15).aspx

http://office.microsoft.com/en-001/office365-sharepoint-online-enterprise-help/view-audit-log-reports-HA102039795.aspx
http://office.microsoft.com/en-001/office365-sharepoint-online-enterprise-help/view-audit-log-reports-HA102039795.aspx
http://technet.microsoft.com/en-us/library/jj219571(v=office.15).aspx


Thank You!



Thank you to all of our Sponsors!!



Join us for SharePint today!

Date & Time: 

Location: Observatory Student Pub

Parking: No need to move your car!

http://www.algonquinsa.com/ob.aspx

Remember to fill out your evaluation forms to win some great prizes!

&

http://www.algonquinsa.com/ob.aspx


Montrealers’ Sessions

Planned for February 7th 2015
Meetings 1st Tuesday of the month

http://www.meetup.com/guspquebec/


