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The Goal of Recordkeeping
In Order for Disposition to Work

Business Activities

2. We assign official 

retention policies

to business activities.

3. We must somehow match

documents to business 

activities correctly.

Admin Operations

Delete 

after

8 years

Delete 

after

15 years

Delete 

after

5 years

1. We organize our 

company into 

business activities.

HR MfgAccounting

Corporate Repository
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SharePoint has Recordkeeping
So – What’s the Problem?



We Need to Answer

1. What are the Requirements?

2. What are the Deficiencies?

3. How to Overcome the 

Deficiencies?

4. What about Government of 

Canada?



WHAT ARE THE 

REQUIREMENTS?

Recordkeeping for SharePoint 2010



US DoD 5015.2
http://jitc.fhu.disa.mil/recmgt/

 Structured, hierarchical file plan

 Time, Event, Event-Time retention rules

 Specified metadata for each declared record

 Access Control

 Basic Declaration and Classification capabilities

 Declaration of email message

 Message only, attachment only, both

 Records Scheduling (screening)

 Delete or Transfer for final disposition

 Non-recoverable destruction

 Vital Records capabilities

 Selectable Audit capabilities

 Chapter 4 (Optional) Classified Records

 Metadata field-level access

 Specified allowable user access

 Classification Up/Down-grade



5015 Certification Program

 Based out of Fort Huachuca, AZ

 Cost $30,000+ per certification

 Mandatory for US/State Govt sales

DeFacto for Corporate America

 Dedicated, staffed office of 6 people

 Rigorous, repeatable, proven



5015.2 Certifications

 There are 15 unique vendors

 (6) are Monster ECM Vendors

 ECM

 HP

 TRIM, Autonomy (Being Purchased by HP)

 IBM

 Content Manager

 FileNET

 OpenText

 Oracle

 Microsoft (With GimmalSoft Compliance Suite Plug-in)

 (4) are plug-in one-time “Special Projects”

 Northrup Grumman (Documentum)

 SAP (NetWeaver)

 IIUI (Lotus)

 Iron Mountain  (Accutrac)

 (5) Remainder are boutique (small) ECM/RM products

 Feith

 Wareitis

 Infolinx

 Alfresco

 SystemWare
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Recordkeeping Requirements
33 Deficiencies

DoD 5015.2

(168)

Fortune 1000

(105)

SharePoint Out Of Box

(72)

Target Recordkeeping

Capability

For Details;

www.rimtech.ca
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Summary of (33) Needed Capabilities



WHAT ARE THE 

DEFICIENCIES?

Recordkeeping for SharePoint 2010



(3) Major Structural Deficiencies

1. File Plan

 Organize/manage records by business activity

2. Case File Handling

 (2) types of records!

3. Disposition

 Delete the right records at the right time



Reaching the Goal
Disposition

Declare the Records

Classify Them (correctly)

Disposition – The End Game

Second

Third

Goal

How are we going to get 1,000 users 

to do this, reliably and consistently?

How do we make sure classification 

accuracy rate > 95%?

Cannot proceed unless the bottom 

(3) layers happen correctly!

Qualify First Which Documents are Records?



Primary Secondary Tertiary

Travel 10 Trav el application forms, approv als, Policies 02-10 2 years Destroy

Insurance 20 Insurance cov erage, policies, renew als 02-20 7 years Destroy

Smith, J 707
Employ ee files including offer letters, contracts, 

disciplinary  records, promotions, etc.
03-10-707

2 years after 

termination of 

employment

Destroy

Rubble, B 909
Employ ee files including offer letters, contracts, 

disciplinary  records, promotions, etc.
03-10-909

2 years after 

termination of 

employment

Destroy

Policies 20

General policies on employ ment and 

w orkplace safety , business conduct, etc. Drafts 

and approv ed copies

03-20
2 years or until 

superceded
Destroy

Accounts Receivable 

10
Accounts Receiv able 04-10 7 years Destroy

Account Payable 20 Accounts Pay able 04-20 7 years Destroy

Budgeting 30
Budget preparation, proposed and approv ed 

budgets for current y ear
04-30 5 years Destroy

Reporting 40
Reporting obligations such as SOX, 

Env ironment Ministry , etc.
04-40

3 years after f iscal 

year ends
Destroy

Safe-Tee 

Security

Drafts and Master contracts, Negotiations, 

Cancellations and terminations to all contracts
04-50-1

2 years after 

contract end
Destroy

Tasty Catering
Drafts and Master contracts, Negotiations, 

Cancellations and terminations to all contracts
04-50-2

2 years after 

contract end
Destroy

Lovely 

Landscaping

Drafts and Master contracts, Negotiations, 

Cancellations and terminations to all contracts
04-50-3

2 years after 

contract end
Destroy

Return 2008

Tax  Return 2008, inc. challenges, 

supplementary  supporting documents, notices 

of assessments, etc.

04-60-2008
7 years after receipt 

of Assessment
Destroy

Return 2009

Tax  Return 2008, inc. challenges, 

supplementary  supporting documents, notices 

of assessments, etc.

04-60-2009
7 years after receipt 

of Assessment
Destroy

Subject Files

Case Files

File Plan Fragment

Finance 04

Employees 10

Administration 02

Human Resources 

03

Tax 60

Contracts 50

Title
Description

File 

Number
Retention Disp.



Safety

Inspections

Incidents

Finance

Budgets

Audits

Travel

Requests

Reports

File Plan

Retention Rule 2

Retention Rule 4

Retention Rule 5

Retention Rule 6

Retention Rule 7

Retention Rule 1

Retention Rule 3

Retention Rule 8

Retention Rule 9

Retention Rule 10

Retention Rule 11

Retention Rule 12

Retention Schedule

Rule 

1

Rule 

3

Rule 

1

Rule 

5

Rule 

8

Rule 

8

Classification

Doc 1

Doc 2

Doc 3

Doc 4

Doc 5

Doc 6

Safety

Inspections

Safety

Policy

Safety

Inspections

Budgets

Travel

Reports

Travel

Policy



Effect of Classification Accuracy
On Legally Defensible Disposition

0

20

40

60

80

100

120

0 20 40 60 80 100 120

Disposition
Confidence

Disposition
Confidence

%
 C

o
n

fi
d

e
n

c
e
 i

n
 D

is
p

o
s
it

io
n

Classification Accuracy (%)

Confidence 

Range



Classification Errors

 Errors Rapidly Accumulate!

 No way to correct

 MUST maintain accuracy above acceptable threshold

Right Wrong

Mon 5,000 70% 3,500 1,500

Tue 5,000 80% 4,000 1,000

Wed 5,000 60% 3,000 2,000

Thu 5,000 70% 3,500 1,500

Fri 5,000 75% 3,750 1,250

17,750 7,250

Cumulative Effect of Classification Errors
ClassificationsDeclared

Records

Accuracy

%
Day

Cumulative Total



Case File/Category

 Person, place, event, project or thing

 All records to be kept together (case)

 Disposition triggered by an event date

 e.g. Date of contract end

 e.g. Employment end, etc.

 Applied to an entire file/category

 Disposition destroys ALL at once 

 Examples

 Employment Files

 Insurance Claims

 Contracts



Admin (Non-Case) Files/Categories

 Ongoing business activity

 Frequently administrative activities

 Disposition triggered by document AGE

 Delete the older, leave newer behind

 Applied to individual records

 Examples

 Travel Requests

 Training



Case Vs Admin

Travel Requests
Delete After 4 years

02/1102/1002/0902/0802/0702/06

Delete

Contract / Safe -Tee
Delete 2 years after contract end

02/0802/0702/0602/0502/0402/03

Delete

Case Category

Admin Category



Implications of Case Categories

 Case Categories must be created as they occur

 New claims, new employees, new contracts

 No way to classify against them otherwise

 Classification must present all case categories to users 

at declaration time

 Affects Repository structure/governance

 Do not mix up case vs subject records

 Could create downstream disposition problems



The Deficiency
Policy vs. Retention Rule

SharePoint IMP

(Information Management Policy) = Retention Rule

SharePoint

Out of Box

Central File Plan

File Plan



Deletion vs Disposition

Deletion

 Machine-Driven

 Everything assumed to 

be perfect

 Document-Level 

Disposition (Subject 

Files) only

 Initiation by machine

Disposition

 Process-Driven

 Human Oversight Assumed

 Case + Admin Categories

 Initiation by People



Disposition is a Process

 Stage 1 – Qualify (1M records+)

 Which records are about to be 

deleted?

 Stage 2 – Review (30-90 days)

 Are they all OK?

 Stage 3 – Destroy (non-

recoverable)

 Delete and Record Audit



HOW TO OVERCOME THE 

DEFICIENCIES??

Recordkeeping for SharePoint 2010



Recordkeeping for SharePoint 2010
3 Options

Informal Formal US DoD 5015.2

No Structured File Plan Hierarchical, Structured File Plan Hierarchical, Structured File Plan

Informal Machine-Driven Records 

Deletion

Formal human-driven Disposition Formal human-driven Disposition

No comprehensive mechanism for Case 

Files

Case File Handling Case File Handling

Simple Lifecycle Basic LifeCycle Cut-Off Advanced LifeCycle Cut-Off

No Email Integration Email Integration Email Integration

Basic Bulk Updater Advanced Bulk Updater

Classification Review Tool Open/Close Records Folders

Vital Records

Physical Records Management

Record Linking

System to System Transfer

Out-of-Box Customize 3rd-Party Plug-in



Option – Customize
(Do It Yourself)

 Effort 90-120 Person-Days

 Achieve F1000 level

 From 72 – 105 capabilities

 Not to Government of 

Canada Level!

Buy at ARMA Online Bookstore

www.arma.org

The Recipe

https://www.arma.org/eweb/DynamicPage.aspx?Action=Add&site=ARMAI&ObjectKeyFrom=1A83491A-9853-4C87-86A4-F7D95601C2E2&WebCode=ARMAIProdDetailAdd&DoNotSave=yes&ParentObject=CentralizedOrderEntry&ParentDataObject=Invoice Detail&ivd_formkey=69202792-63d7-4ba2-bf4e-a0da41270555&ivd_cst_key=00000000-0000-0000-0000-000000000000&ivd_prc_prd_key=5dbbf30d-7291-4d3d-83ce-0620e9c3cd76
https://www.arma.org/eweb/DynamicPage.aspx?Action=Add&site=ARMAI&ObjectKeyFrom=1A83491A-9853-4C87-86A4-F7D95601C2E2&WebCode=ARMAIProdDetailAdd&DoNotSave=yes&ParentObject=CentralizedOrderEntry&ParentDataObject=Invoice Detail&ivd_formkey=69202792-63d7-4ba2-bf4e-a0da41270555&ivd_cst_key=00000000-0000-0000-0000-000000000000&ivd_prc_prd_key=5dbbf30d-7291-4d3d-83ce-0620e9c3cd76


Declaration = Q + C + M
Qualify/Classify/Metadata

Qualify

Classify

WIP

Record

Reference

Metadata

A

A1

A11 A11

A2

Field 1

Field 2

Field 3

Field 4

Field5



Option – Buy a Plug-In

 Cost roughly = $60-$130 per user (CAL)

 (3) Viable Choices (USA/Canada)

 All very different

 Usual Build vs Buy Scenario

 Maintenance

 More features

 Upgrades

 Ongoing Support



(3) RM Plug-in Vendors
For Canada/USA

 SharePoint 2010 Plug-in

 Uses existing SharePoint 

Structures

 Meets F1000 RM Req’mts

 API-Compliant

 Uses existing SharePoint 

Policy Structures

 Built From Scratch

 File Plan Structure

 Case File Handling

 Disposition * Q1 2014
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Vendor Comparison

Capability

File Plan   

Case Files   

Disposition   

Content Rules 

Engine
  

Email Integration   

Physical Records $  

US DoD 5015.2   

ICA Mod 2   

Provisioning   

In-Place 

Declaration
  

Non-Recoverable 

Disposition
$  



 USA

 DoD 5015.2 Certified

 Microsoft-Deployed

 In-House Physical Records

 Email Partner = Colligo

 $$$ Metalogix (for non-

recoverable Disposition)

 $$$ Physical Records = 

AccuTrac (Iron Mountain)

 Integration for SAP

Email Integration

Database Externalization (extra $$$)

Physical Records (extra $$$)

http://www.metalogix.com/Default.aspx
http://www.metalogix.com/Default.aspx


 Canadian (Vancouver)

 No Email Integration

 (Future) DoD 5015.2 certification

 In-Place or Records Centre

 Advanced Classification Rules Engine

 Automated Declaration

 Physical Records

 Strength  End User Experience



 USA (St. Louis)

 New – Q1 2014

 Not 5015.2 compliant

 Content Rules Engine

 Automated Declaration

 In-Place or Records Centre

 In-House Email Integration

 Full Physical Records

* Q1 2014



SharePoint RM Plug-In Vendors
What they’re Doing in SharePoint

 Leveraging Content Type + Metadata to facilitate 

Classification and Declaration

 Collabware

 Content Rules Engine

 Proprietary – Replaces SharePoint’s Content Organizer

 GimmalSoft

 Extending SharePoint’s Content Organizer

 Trying to automate the classification and declaration

 From partial to “full” automation

 Minimizing user interaction



How They’re Doing It

 Leveraging Content Type

 If Content Type = “Type x”

 Collect Metadata Field (Column) value <value>

 Use <Value> later

 Leveraging Metadata fields (Columns)

 If <Metadata field> = “Value”

 Then Take an appropriate action

 Example;

 If Content Type = Contracting

 Mandatory field Contractor

 Category = Finance (04) – Contracts (50)

 If Column Contractor = “Safe-Tee Security”

 Add -1 to Category

 Category = 04-50-1



Content Rules
Used to classify and/or declare

 Expressed in 

 Content Organizer Extensions (GimmalSoft)

 Content Rules Engine (Collabware)

 Elements of content Rules

 If Content Type = <value”

 If Metadata Field = <value>

 If Event has occurred

 Not modified for 6 months

 Document is approved

 Etc.

 Combine elements to form a rule(s)

 Complete the category code

 Decide when to declare 

 (now, later, on <event>), etc.

All Rules are 

Dependent on 

user-entered 

choices



System-Facilitated Declaration (SFD)
Via 3rd-Party Plugins

 SharePoint facilitates any (or all) of the 

following (3) things

 All, or some, with no user intervention

 Dependent on metadata values

1. Classification

 Category is completed via a “content rule”

 Depends on metadata values

2. Declaration Timing

 Declared as a record

 Immediately or delayed

3. Routing (to specified location)

 To a specified location within Records 

Center

Still dependent on User 

Data entry!!!!



Declaration Timing

User SharePoint

Create Classify Declare Move

User SharePoint

Create Classify Declare Move

OR



In-Place Vs. Records Centre
Pros and Cons

 In-Place

 Declared record within working site/library/folder

 Access control remains the same

 User convenience – document still here!

 Records Centre

 Special area for declared records only

 Rid working spaces of inactive documents

 Access control is now different

 More difficult to find

 Can leave a link behind to the record in the RC



Link Limitations

 The integration with the Microsoft Office

suite is different. There is no property 

information panel. There is no task pane in 

Microsoft Office with information about the 

SharePoint site or library where the link is 

stored.

 SharePoint Workflows cannot be used 

with links. This means a custom workflow 

cannot include the linked document. 

 Microsoft SharePoint Workspace and 

Outlook do not work with links if you 

should go offline with the document. You 

cannot take the linked document offline 

and work on it remotely, and return it to 

SharePoint. 



In-Place Vs. Records Centre
Which is right?

 No right vs wrong

 Highly Situation-dependent

 Inactive – move it

 Active – keep it

 Certainties

 Sooner or later, should move out of 

working areas

 95% of records will eventually be 

destroyed anyway

 Technology is driving the pressure to 

move to records centre

 Performance, list lengths

GimmalSoft

Move to RC Only

Collabware

In-Place or RC

KnowledgeLake

In-Place or RC



System Facilitated Declaration (SFD)
Five Steps to Configure SharePoint

1. Create Content Type

2. Add Metadata Field for 

Classification

3. Populate Metadata Field

4. Create Content Rule

1. Classify Record

2. Time the Declaration

3. Set Location

5. Run the Content Rules

Using Third-Party Plug-

ins (Collabware or 

GimmalSoft or 

KnowledgeLake)



Contracting

Date

Subject

Contractor

Status

Category

Employment

Date

Subject

Employee 

#

Status

Category

Safe-tee Security

Lovely 

Landscaping

Tasty Catering

707 Smith, J

808 Rubble, B

909 Jones, L

Content Type Fields (Columns) Field Values

Content Type Fields (Columns) Field Values

Rule IF AND
THEN

Category

1 Content Type = Contracting Contractor = Safe-Tee Security 04-50-1

2 Content Type = Contracting Contractor = Tasty Catering 04-50-2

3 Content Type = Contracting Contractor = Lovely Landscaping` 04-50-3

4 Content Type = Employment Employee # = 707 03-10-707

5 Content Type = Employment Employee # = 808 03-10-808

6 Content Type = Employment Employee # = 707 03-10-909

Content Rules

04-50-1

03-10-808

Using Content 
Rules to Classify

45



GimmalSoft Compliance Suite

What Microsoft Missed!



Declare in SharePoint

GimmalSoft Declaration of Email



GimmalSoft Declaration of Email



GimmalSoft Records Centre Console



Collabware RM Admin Console



Configuring Declaration on Upload
Via a Content Rule



Create Case Retention Rule
Will trigger retention when case is closed



Disposition Result List
Scope workload  via “Facets”. Note Approvals



WHAT ABOUT THE 

GOVERNMENT OF CANADA?

Recordkeeping for SharePoint 2010



GoC Requirements = ICA Module 2



GoC Mandated Product for Electronic 

Recordkeeping
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US DoD 5015.2

(168)

Fortune 1000

(105)

SharePoint Out Of Box

(72)

(108)

ICA Mod 2

(206) OpenText

SharePoint
+ Plug-In



(3) GoC Special Requirements

1. Security

 In ICA Mod 2

 NOT in 5015.2

 Commonwealth-wide

2. Bilingualism

 NOT in ICA Mod 2

 NOT in 5015.2

 Uniquely Canadian

3. PRM (Physical Records Management)

 In ICA Mod 2

 NOT in 5015.2

 Global
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F1000 CoreF1000 Core

Bilingual

Security

PRM

ICA Mod 2 ICA Mod 2

5015.2 5015.2

RM Plug-in

PRM



(2) GoC SharePoint Options

Option 1

SharePoint + Plug-In

 Against Treasury Board

 Non-Compliant. Missing 

(2) Critical Needs

 Bilingual

 Security Model

Option 2

SharePoint + OpenText

 Treasury Board Support

 OpenText 100% RM 

Compliant

 (2) Competing Products

 Complex Integration

 OpenText AGA



OpenText AGA
For SharePoint



AGA
Stay in SP, Work on CS & SP Docs

Workflow

Collaboration

Search

Security

Version Mgmt

Workflow

Collaboration

Search

Security

Version Mgmt



AGA Archive “Operation”
Needs Parameters to Complete

Archiving Operation

Parameter 1 Parameter 2 Parameter 3

Parameter 4 Parameter 5 Parameter 6

Parameter 7 Parameter 8 Parameter 9

Source Documents Destination Location

AOPs (AGA Profile or DFAS)



Entering AOPs

into a

DFAS



AOPs Assigned via Profile
For Process-Driven Archiving

Site1

Library1

Library2

Site 2

Subsite 2.1

Library3

Library4

Library5

Subsite 2.2

Library6

Site 3

Library7

Library8

Site 4

Library9

Site Profiles

Vs.

Library Profiles



Conclusions
Go for It!

 Viable SharePoint RM Solutions

 Missing GoC Bilingual and Security

 Workarounds Available

 OpenText + SharePoint is an Option

 Complex Recordkeeping Issues

 (2) GoC Ottawa-Area Projects to Watch



Bruce Miller
bruce.miller@rimtech.ca

www.rimtech.ca

613-226-8468



Join us for SharePint today!

Date & Time: Nov 23rd, 2013 @6:00 pm

Location: The Observatory Pub, 

Algonquin Student’s Association

Address: A-170 on Algonquin Campus

Parking: No need to move your car!*

Site: http://www.algonquinsa.com/ob.aspx

*Please drive responsibly! We are happy to call you a cab 

Remember to fill out your evaluation forms to win some great prizes!

&

http://www.algonquinsa.com/ob.aspx

