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AiEm (HRENBEEFE A-ZHF)

€ a-squared Anti-Malware 4.0
Emsi Software GmbH ( B2ithF| )

4 Avira Premium Security Suite 8
Avira GmbH ( Z£H )

¢ Dr.Web® Security Space
Doctor Web, Ltd. (Z&Hf)

€ F-Secure Internet Security 2009
F-Secure Corporation ( 3354 )

€ G DATA InternetSecurity 2009
G DATA Software AG. ( ZE] )

€ IKARUS virus utilities T3
IKARUS Security Software GmbH ( BEaiiF )

¢ LRI RBIE KV2009
IRMEESHEIRAR (PE )

¢ FEHE@RZLER 2009
Kaspersky Lab ( #£Z&Hf )

¢ £11E55F 2009 RS EL
EEERARAE (PEH )

¢ AREEETTEIEETE 2009
Panda Security ( /IS )

€ Quick Heal Total Security 2009
Quick Heal Technologies (P) Ltd. ( EEE)

¢ BEIRERTELER 2009
BRI (PEl ) BIRAE

€ TrustPort PC Security 2009
TrustPort, a.s.(}E5R)

¢ ElitHisRe
ERRLERE (PEH )
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¢ REEEI GDATA S0 PCSL £ L REg R ENR 2 IRl

¢ FiE PC ZeBR=HHLTSURSETAMARAMEESR 15 %, I8 3 REELETET
)il

¢ PCLEER=ENIIEEIIAFFERBERER=EABIN 2 ( PChome ) MITREIFTER L
(ZOL) ZEMB=REIFHREIFEE

AT AR {8

& AHFAIEERS 2008 & 12 BhrAY PC e BEe=FM , FHkiFE%—4& 2009 F£3 B 12
H 21 : 00 GMT+8 , FiEiEfI A A R ERIER TET.
& AHBRIE(ER 2009 £ 01 BfY Malware-List FFEAE , —HE S 2059 [EiEA

B TrojanA%

B Backdoorfa[']
Virusims=

B \WormiEd

¥ Rootkit

¢ Fooa= (A+B) /C*100-Ig(D+1)
A=FFRERIGVRRIER
B= EJJ% AIELERIE

¢ EH&1851E 95.00-100.00 #1573 5 EEFHERE
& RAEEHTE 90.00-94.99 #5155 4 EIEER ERE
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HEmar A AER

% a-squared Anti-Malware 4.0 A58 a2 X

ARED

B A-sau
‘sl ANTI-MALWARE

& 5/ : Emsi Software GmbH ( Bt )

¢ EmASHE

B HMumber of Malware
signatures:
Trojans 1070608
Viruses 1358581
Worms 100672
Spyware 63187
Draler R3249
Traces 309521
Total 2955818

Copyright © PC Security Labs 2008-2009

& FEAE | EERRREERZIIREY  KIREER a2 HEARRAE=2059-3=2056

Nalware B

B #H= | gEw

o

R
WE:
Foa
A ATE:
BE:

|Halware

A

Coh

420 KB (430,050 F)
236 KB (241, B64 F)
3 -TECtE. 0 T30

& EREHIE [ EITRIERMRE | a2 HEARAER 0
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& ZRAIE - a2 £5 10 ERRHR

09344655 Virus.Win32.Trojan

0f708ae7 Backdoor.Win32.GrayBird.EJ
337965a9 Trojan-Downloader.Win32.Dadobra
4f893c42 Virus.Win32.Trojan

5480ba8c Trojan.Win32.Agent

6d0717d5 Virus.Win32.Trojan

a3c31a97 Virus.Win32.Crypt.COK

b049ff9e Trojan-Downloader.Win32.VB.abu
f3441c43 Virus.Win32.Agent.RZV

f97a9997 Trojan-Spy.Win32.Qeds.A

& ERGE

a-squared Anti-Malware 4.0 fE4)%BlzHhR

R (SEIERFE. A=2056

ERERPEEIRFE B=0

= N E C=2059

ixsalstERERIRA S D=10

Hgig4%9= (A+B) /C*100-Ig(D+1)= ( 2056+0 ) /2059*100-Ig(10+1)=98.81
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X Avira Premium Security Suite 8 [ATf§#8 Avira X

AVIRA

& R - Avira GmbH ( EE )

& EmFAE
@ - Last update 2009-3-12 Start update
------ Search engine: V8.02.00.109, 2009-3-9

- Yirus definition File: V701,02, 162, 2009-3-12

& FREAE  RERRRFRAERZIERE , KIREER Avira ERIRAE(=2059-3=2056

(4, Luke Filewalker =l

Avira Premnium Security Suite

| Status: The scan has finished!
Last objeck:
CMalware\frafadar exe

Lask detection: BDS/Hupigon.Gen Wirus inFarmakian

Scanned files: 2079 Detections: 2085

Scanned direckories; 1 Suspicious files: 0
Scanned archives: g W'arnings: 0
Time elapsed: 11:29 Ohbjects searched; 0

]

| Scanned: 100 % | | Hidden objects:

] ’ Beport
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Nalware B

A
]
a
[ L 1]
n

A | 4
RAIIL

Al (#= | BEEx

’__J |Malware

JER it

= Coh

e B43 KB (BES, 073 F35)
HFETEE: 493 KB (505, 100 =)
HE: 3 -PIRE s 0 PO

& EREAIE : BITRIEREA | Avira FHMERIRAER 0

& RIS : Avira 1£5 3 (E:RER
09344655  ADSPY/Agent.50688 adware or spyware
79ad6d4b  TR/Starter.263 Trojan
b049ff9e TR/Agent.33792.H Trojan

& ERE&ET
Avira Premium Security Suite 8 fEAXilifch
FREAPEEESTE A=2056
ERERPEEIRFE B=0
= XVEZ LS C=2059
ix el PERERIRA S D=3
HIFig4%9= (A+B) /C*100-Ig(D+1)= ( 2056+0 ) /2059*100-Ig(3+1)=99.25



40N\ JEEER EERER
" =R AL LN |
a__ua L}
HEE” \EERERER” BN

P Securty Labs PCSL &7z S RaeHIs 2009 &5 3 1A Copyright © PC Security Labs 2008-2009
¥ Dr.Web® Security Space LATf§#8 Dr.Web X

& & : Doctor Web, Ltd. (kZEER)
& EmFFEES
% Dr.%eb 5.0 X

SpIller Guard: enabled
SpIller Mail: enabled
Splller Gate: enabled
Self-protection: enabled
Farental Contrael:
Local accesz=z: dizabled
UEL filter: di=sabled

Last update: Z009.03. 12 20:08
¥irusz records: S03366

& FFREHIE | EIERMIRFAEIRRIZINEA | ZEREWER Dr.Web FFRIRAE
=2059-152=1907

Bl #= | gEwl

;;#J |Halware

Ei i
g C:h
e 2B.0 ME (27, 285, 884 F5)

HEZSE: 2486 MB (25,820,981 FH)
B 152 a0 I
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& EREAE | ETRIEMEA , Dr.Web HMERIEAES 49

SplIher Guard ¥Virus Alerxt !E.

CWIRDOWS g, exe - infected with Trojan, PWS, \Wsgame, 4983 J
| Block, |
cwe | Rename | Move | [ BEREE T

& RERRIE : DrWeb 3 2 [EiRHR
5480ba8c Win32.HLLW.Gavir.75
79ad6d4b Archive contains infected objects

& ERE&ET
Dr.Web® Security Space fEA4RBI5tch
FREAEPEAESE A=1907
ERERPERERFE B=49
= NVEZ L C=2059
ix el PERERIRA S D=2
HIFiE4%9= (A+B) /C*100-Ig(D+1)= (1907+49 ) /2059*100-Ig(2+1)=94.52
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X F-Secure Internet Security 2009 LATf§i8 F-Secure X

F-SECURE"

& J#RS : F-Secure Corporation ( 5558 )

¢ EmASHE

F-SECURE CORPORATION

F-gecure Inkernet Secority 2009 9,00 build 149

F-Secure Anki-Yirus 8,10 build 14240
F-Secure Automatic Updake Agent .23 build 2876
F-Secure User Interface 7,26 build 1070
F-Secure Management Agent 7,50 build 12726
F-gecure Parental Control .10 build 14230
F-Secure Spam Control 1,02 build 7040

F-g3ecure Inkernet Shield 6,20 build 134

(0]

(54

\'4

& SRR | BRERIIRTEERIZIAERS | KIREEIER F-Secure FHRRIRAE
=2059-35=2024

B (#= | BEx
‘_J |Malware
ZER IridE
= (Y
N 4.71 ME (4, 423, 798 F1)
G FEFE: 383 MB (4,016,999 )
BE: 35 PO s 0 T
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& EREAR | ETRIEMER | F-Secure HASAREAEE 25

7 ¥irus & 5py Protection

F-SECLURE

INTERNETSECURITY

@ Virus Blocked

e ™

What happened?

Real-time scanning has blocked access to W3ziPacked F3a.D wirus that was
detected as a potential security threat,

¥What should I do?

(%) Quarantine {recommended}:
{7 Delete the infected file
i Do nothing

ol -

[ Help ] [ Details == J

¢ REAIE : F-Secure 5 1 {E:R#R
0f708ae7  Trojan.Win32.Genome.ceb

& ER&Et
F-Secure Internet Security 2009 fE4 %8I
FREARPEEERFE A=2024
R REERFE B=25
R BEF B C=2059
iximalsl PERIBIRAE D=1
B4 9= (A+B) /C*100-Ig(D+1)= ( 2024+25) /2059*100-Ig(1+1)=99.21
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X G DATA InternetSecurity 2009 LA Tf§#8 G DATA X

A | 4

A
]
a
[ L 1]
n

X

GDATA

& 57 : G DATA Software AG. ( &[] )
& EmMFFEES

O lantivirus
-q-;'v'wus ronitor EEnabIed (Both engines)
(@ Systern protection Enabled
(& Email virus blocker Enabled
@ sutomatic updates Digabled
'-C-.l Date of virus signatures 3/12/2009
(& Process Internet content (HTTF) Enabled
E-] Firewall & mormal security

FREHIE R ERIPRATE(RRIZIREEA, KIREERIR G DATA HERIRAE(=2059-2=2057

BN #z= | AgEw

’J |H=alware

ZER: Itk
e c:h
Fo 464 KB (475, 464 F55)

HAETEE: 441 BB (451, 98T FH
BE: e P e 2
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& FREHE | ETRIEMERA , G DATA HERRAEE 2

G DATA AntiVirus - virus alert

Aktermpted ko access an infecked File,

VWirus: Backdoor, Generic, 154212 (Engine &)

File: syskem3z . exe

Directory: CHDocuments and Settings AdministratoriLocal Set
Process: 33017c7a.exe

¢ >

action:

E:Ii::inFEu:t (if mot possible: quarantine)

[ Juse on al

& RiRHlE - G DATA H#5 5 ERRR

Trojan, Generic, 536485 (Engine &) 09344555

Trojan.Generic, 179994 (Engine &) OfF0Bae7

Win32: Trojan-gen {Othert (Engine B) 4fg93c42

WIn22, Worm, Yiking.LQ (Engine &) S420basc

Backdoor. Hupigon, 1305381 (Engine &) G1f0ds10
& ERE&ET

G DATA InternetSecurity 2009 {E&;XAIE A

AFREH P RREFE A=2057

BREREPRRIGESSH B=2

2 2N E Tk C=2059

axsAlERERIR SR D=5

HIfR{#&485 = (A+B) /C*100-lg(D+1)= (2057+2) /2059*100-Ig(5+1)=99.22
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¥ IKARUS virus utilities T3 FATf#8 IKARUS X

SIKARUS

' security software

EEEEN
A | 4
RAIIL

& R : IKARUS Security Software GmbH ( B3R )
& EMFAESEH

Virus Database Update

Mo update performed.
Yourvirus database wversion is 72416 (12-03-2008 20:01:.33).

virus.utilities Update
Mo update performed.
You have product version 1.0.97 installed.

The automatic update is deactivated.

& SRR EERFRFEERZIRIERER, KIREER IKARUS HERIRAE=2059-3=2056

Nalware B

Bl #= | gEw

’—_J |Malware

ZER: pra e

[TR= C:h

i 420 KB (430,080 F5)
HFZNE: 280 KB (266, 240 FT)
g 3 -TICfE s 0 T InMEE

& FREHE | ETRIEMEA , IKARUS HEHIERAES O
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& AR  IKARUS H5 10 E:RER

09344655 Virus.Win32.Trojan

0f708ae7 Backdoor.Win32.GrayBird.EJ
337965a9 Trojan-Downloader.Win32.Dadobra
4f893c42 Virus.Win32.Trojan

5480ba8c Trojan.Win32.Agent

6d0717d5 Virus.Win32.Trojan

a3c31a97 Virus.Win32.Crypt.COK

b049ff9e Trojan-Downloader.Win32.VB.abu
f3441c43 Virus.Win32.Agent.RZV

f97a9997 Trojan-Spy.Win32.Qeds.A

& ER&Et
IKARUS virus utilities T3 {EA/XBIztH
BRI EERRFE A=2056
ERERIEREERFE B=0
HA SIS EE C=2059
ixsBlalrhERERRS Sl D=10
BIS{4E5 = (A+B) /C*100-lg(D+1)= ( 2056+0 ) /2059*100-lg(10+1)=98.81
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X IRIESIEE KV2009 PATREE Jiangmin X

dip

TERAERH

¢ EE I IRIREREIRAT

& EMFHEH
1S | E 1 11,00, 800 FEEEEE AER @ 2009-03-12 I

& SRR | BERIRATEERZIANERS | AFREEE Jiangmin HERRAE
=2059-152=1907

B (#= | gEw

‘_J |H=alware

e/ T
. Y
Fu: 187 ME (19,51Z, 586 F35)

HHZEE:  16.8 ME (17,869,031 )
B 152 -3, 0 a0k
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& BRI | ETRIBMER |, Jiangmin FYSARRAECS 133
L e |
,-f\

C:%Malwareh0bI50a54d. exe
AR
C:WWINDOWS v system3Z i taskdir. 411
FEBEE
BN LA R AT . TR

b (A3
Bl EREEE T ARER

=ik
Bl FAmE iz FFRIRER B Y

MibiET
BElAT S iz

[T i iz P I BT
[CEL BT GFnA R/ BB 8)

& RERAIE : Jiangmin 15 2 (E:RER

E:'Clean\DfT08aeT Backdoor/Hupi zon. be
E:'"Clean' £9729997 Trojan/PS¥. GameFass. . .
& EREE

ITRIRSENEEMIZRR KV2009 fEA KA

R EERRFE A=1907

EhRERIEP(EREEFS B=133

HA SIS EE C=2059

iRERBErERIRIREE D=2

BIF{&485 = (A+B) /C*100-Ig(D+1)= ( 1907+133 ) /2059*100-Ig(2+1)=98.60
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% EEFEEERLERS 2000 LTHE REHE X
= !
IKAYPZRYKY =

& %7 : Kaspersky Lab

o= 2= .

& EMFHEH
Daktabase status: Up to date Wirus ackivity review
Threat types: Total: Databases release date:
Malware 15580559 2009-3-12 2:135:00
Banners 2229 2009-3-11 15:03:00
Phishing sites 14097 2009-3-12 &:57:00
Spam Q7077 2009-3-11 22:31:00
Malicious scripks 11524 2009-2-12 19:1e:00
Suspicious sites 116525 2009-3-12 2:01:00
Metwork, attacks 54 2009-3-11 0:01:00
Settings: Skandard .y
Fun mode; Marally |9‘D
Lask start: & nebwork, Failure occurred during

downloading updates Start update

Rollback bo the previous dakabases

¢ FREHE  EERIRRTEERZIERE , KREEER FEHELERRTE
=2059-28=2031

B (#=x | gEx

’_.J |Malware

vy i
= (Y
N 3.55 ME (3, 732, 825 F1)

HAZEE: 322 ME (3,386,097 £
"B 28 CTariE s 0 T
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& REAE | EITRIGEA | REEREREARAES 24

Kaspersky

Internet Security 2009

Alarm

mn|  FFFS614C.EXE belonging to group 'Low Restricted' is
krving o get access ko malicious software,
& special disinfection procedure is required which

demands system reboot. You are advised to
close all other applications, Perform disinfection?

Object:
CWINDOWS system 32 msxml 71, dll

Trojan program:
Trojan.Win32.BHOLamp.nk

< OK (recommended)
Action will be perfarmed

=% Block
Cbjeck will not be modified or deleted

B Apply to all objects

¢ FHRAE - FEHERS 1 ERR
0f708ae7 Trojan.Win32.Genome.ceb

& SRS

FEHESIIEZLWEE 2009 EFXBER

AREHRAPREIERSR A=2031

BREAAPEERSH B=24

BREEERFEH C=2059

axdRHlA AR SR D=1

BIfi&485= (A+B) /C*100-Ig(D+1)= (2031+24) /2059*100-Ig(1+1)=99.50
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X #IUSTFE 2009 HEMEEE LITHE €L X

¢ iR S EEERIRAT

E1EEF 2009 BT HEEl s
EFFME 2009, 03, 11, 08
fmEEEREE 2009, 03, 12, 20

& FREHE  EERIRTEERNZRERES , KREEERSELHERRAE=2059-337=1722

B (#= | gEux

’-’J |Halware

uiv B ik
wE: C:h
ol 39.2 ME (41,179, T43 £

GHEEE: 3.8 MB (35,892, 358 )
wHE 33T CPE . 0 T IR
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o FRSHE ESRISER , SURLESIEARS 165

o 2lETERTHES

Ol EF I 1 iEEE R Th
ATERE A8 999£5a93. exe
FREEEF : C:'Malware!

' £hFET T PR ENE ®
EHfAE , mE e

G255 | Win32. Trojlewnloader. Unk. . .
F- BT HEa)

I D efechSnl. 411

H 0 \WINDOWS \system3?

=t

¢ FHAE - WHEE 0 [#:RER

& SRS

IS 2009 FESHEERE ERXEEP
FREAPEERFE A=1722
ENRERIEP{EHERESE B=165

= Z 3 EF XL C=2059
ixsralalrhERERRSE D=0

Copyright © PC Security Labs 2008-2009

HIRiE449= (A+B) /C*100-Ig(D+1)= (1722+165 ) /2059*100-1g(0+1)=91.65
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X PESMETAIRAERS 2009 PATRE AefE X

FANDA

S ECURITY

& %7 - Panda Security ( F5HIS )
& EREN:

A
]
a
[ L 1]
n

umr
RAIIL

Last updated:
2009-3-12
License expires:

2009-10-10

& FREAE  RERRRREERZEEREY | KIREERERLERRAE(=2059-7=2052

B (#x | gEx

;;J |Malware

ZER. Itk

[TR= C:h

o B94 EE (711,456 F¥5)
SF=E: 869 KB (585,555 FH)
BE 7 T3t 0 IO

& ERGHE | ETRIGRD |, RRIEH(ERIERAEGS 1

sorme of its functions blocked in order to
guarantee the security of your computer and
prevent it from spreading.

Unknown wirus blocked!
M & malicious program () has been detected and
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& FHRAlE - AR 1 {ERR
Wirus detected: Trj/Hmir . F Pop-up scan Path: EXAClean\0F708ae7
& ERGE

RESHETEIEERES 2009 TEAIREERS

BRI ERRFE A=2052

e ERESFE B=1

(= Z Tk EF Sk ) C=2059

iRpREERIRIRSE D=1

BIR#E4s= (A+B) /C*100-lg(D+1)= ( 2052+1 ) /2059*100-Ig(1+1)=99.41
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¥ Quick Heal Total Security 2009 PATf#8 Quick Heal X

Quick Heal

€ %7 - Quick Heal Technologies (P) Ltd.

& ERE

» Quick Heal Total Security 2009

Yersion: 10.00
Wirus Database: 11 March 2008
Licensed To:

& FREAR | EERRRREERZARE , KIREER Quick Heal HEAKRAEL
=2059-66=1993

Total Security Scan Progress 2
Help
Statistics l Reports ] Settings
Boot'Padition Viruses 1] Files Repaired 1]
Files Scanned 20549 Files Quarantined 0
ArchivelPacked 1] Files Deleted 1993
Threats Detected 15993 Y3 Errars 1]
DrAScan Warning 1]
Scanning status: Finished
Falder:
Extracting:
0% ESSSSSSSs—————EEEEEEEEEEEEEEEeeeeeeeeeeeeeeeeeee,. 100%
[ Stop ] [ Close
e
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A | 4
RAIIL

& FREAIE | ETRIERED , Quick Heal H{FRIRAES 36

DNAScan Warning

Possible new threat...

Following file is suspicious
File Mame: MDD OW S system32svehoit exe

Action: Access is denied and file is quarantined

[ |Restare fram Quarantine, Da nat prompt next time far this file |

240, © Quick Heal &5 4 {@:R4R

of708ae7  Win32.Virtool.Delflnject.Gen!X.5
5480ba8c  Trojan.Agent.IRC
a3c31a97  Trojan.Agent.IRC
f3441c43 Trojan.Agent. ATV
& SRR

Quick Heal Total Security 2009 fEZS/RBIEKH

el rREREREFE A=1993

EREAR(SRIRFE. B=36

=NV E S C=2059

il ERIRIR A S D=4

BIR#&&5S= (A+B) /C*100-Ig(D+1)= (1993+36 ) /2059*100-Ig(4+1)=97.84
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X BERREERLER 2009 LITHE B85 X
£P) TREND
MICRDO

& R BERER (FE ) BRAT
’ ] >

bj ERHEHSTEEEF
REARERT (C) zo01-z005 #E3EFdE (PpE) FERE-E]Trend Micro Incorporateds (25
FraFl.

BEEE  17.0.1451
Sl¥EREE: 5 911, 1001
HFiFRBEE S 5 892 80

BEHERER

oip2ER . (AR OEN M
FFAIS:  PICA-9994-T2T6-45T0-0543
H|EAHER: zo09/08/10

FEMEEENERRR2RRF.. FREFEINEEFREEET TSRS =, 4
HFHERRESIRELT » SEERAATEFIEE T LR,

& FREAE  RERRRFREERZIEREY | KREERESEREAE=2059-541=1518

B #x | gER

—_J |Malware

ZER- It
fig: (Y
o TO.0 ME (73,443,099 F35)

G FATEE:  Bl.4 MB (R4, 432,573 )
BE: S41 <TI0, 0PI
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& BREAE | EITRIGMER , BSIMERIERAEUR 345

@ B A E R

EFffIEH S Beh T EEhaasgiE (L) B9
Hindows ACERIZEHHEN.

EFaH: SZAS01LE. exe
EhE: Fang
#=h: EhRs e S EETE A
HE - =]
~ BEFNAER

fERE L FREYURE LE

& SREAE : BEHEE 2 (ER®

09344655 TROJ_GENERIC.APC
283a763c PACKER-GEN.101

& SRS

BERHEEEELEER 2008 ERREHFP

AREHRAPEAERSR A=1518

ENREAGAPEERSR B=345

BREEERFEH C=2059

axdRHlAAFERERI AR D=2

Blf&485= (A+B) /C*100-Ig(D+1)= ( 1518+345) /2059*100-Ig(2+1)=90.00
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¥ TrustPort PC Security 2009 LATf§#§ TrustPort X

TrustPort

& %@ : TrustPort, a.s.

A
]
a
[ L 1]
n

A | 4
RAIIL

& ERE

onk

&) TrustPort

TrustPort PC Security: 2009 2.0.0.1259

& FREHE  EERIRRTEERZIRIERE , KEREER TrustPort FFRIRAEL
=2059-5=2054

Halware B

B (#x | gEx

’—J |Halware

ZERI: Bk

e C:h

Fos 813 KB (332, TR2 £
HHETE: 779 KB (797,898 FH)
g 5 -TIrfd . 0 PIrfEIE

& EREAE | ETRIEMEA |, TrustPort HMEREAES 1

W TrustPort Antivirus On-AEcess Scanner "H;' r") FJ

ﬁ An infection has been found! Y'ou can see the details
L about the infection and perfarmed action:

Affected filer  C:A LMD OW S \epstem 32hspzpred. dil

Reazon: Infected!
M ame; WAz daent. LMOR [Morman)
Action: dccess is demied.

About b anual Close [00:22)
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& :RIREIE : TrustPort 75 9 {E:R%

09344655  Clicker.DQK(Avg)

0f708ae7 W32/Packed_NsPack.I(Norman)

3be77210 VB.FEK(Avg)

4f893c42 SHeur.BAAI(Avg)

5480ba8c  Worm/Delf.CKI(Avg)

9bd01461 W32/Malware.FBEF(Norman)

f2f988el  BScope.Trojan-PSW.OnlineGames(VirusBlokAda)
f3441c43 W32/GrayBird.VAL(Norman)

f97a9997  Worm.Win32.0twycal.g(VirusBlokAda)

& GERGE
TrustPort PC Security 2009 f£45)% 85k
FREARPERERFE A=2054
EREREPERERFE B=1
= N2V E RS C=2059
ixsmalsl PERIRIRAE D=9
HIRE489= (A+B) /C*100-Ig(D+1)= ( 2054+1) /2059*100-Ig(9+1)=98.81



PLLINT L L WL
" =R NEE\ B
a__um L}
=IIV UL LLL LIl ]

P Securty Labs PCSL 2752 #EE I 2009 5 3 #i Copyright © PC Security Labs 2008-2009

X EtHnsRe UTHE 8f X

2009/03/12 19:57 (9):_Hii0- o e e
EHRF| v9.120.47215

(2009.03.12.19:57), 1872 +2305K

FH- TAFELRER . AFHEIE000- HE
EES#n: 1258517 -

Boa B A FRIERIEA

& FREHE  EERIRTEERZRIERES , KREEREMHERREE=2059-398=1661

2 Rttt ze - dkaidim

fmEEERT S 9012051998 FEEEEERT(E: 2009-3-12 21:15:38
\// EERRE: O 'Malware \ fFEFE4aT. axe
j{fﬂtﬁ?ﬁ" & t ke A !
Trojan. ¥B. flor ngpl e
VFC:I'LMElWEIEI'LDDDEd'qES. exa Trojan. Clar. act. kruo Kr‘j E.ﬂﬂ]ﬂ%‘rﬁm
a0 \Malwar 00829413, exe Trojarfownloader. Cod. .. 5 E e S ER
a0 \Malwar eh00T14027. exe Trojar. Agent. blic. bipk 5 E e S
w0 \Malware\DOTaTELY, exe Trojanllownloader. Fra. .. H5 Mk
a0 \Malwareh\ 00986203, exe W3Z. VE. zha mE EfEE /e
w0 \Malware\00Ob1566 A, exe Backdoor. Agent. aclb. ... [f5[7] ke
a0 WWalwar e 00ded850. exe Trojan. Agent. blvwt. jqqt A3 EfEE
w0 WMalware 0029 e5eS. exe Facked Poly. m. =slaw EIR-i [ 11|
a0 WMalwar e \OOEZ ofod. exe Backdoor. Hupigon. £th. .. J5[7] [ 11 [ )
w O Malwareh0100fl ea. exa Trojarllownloader. Flu. .. 5 | =
w0 WMalwarei013c2bRY. exe Trojan. CapQ12322. shug 5 [ 1 [ ooy
w0 WMalware 01408672 axe Trojanllownloader. Aze. .. 5 [ [ ) = =
a0 Malwareh01T3cTel . exe TrojanFameThief Maga. . . 5 e S
w0 hMalwareh0194aT e, exe Trojan. Agent. blic. bipk 5 e/ BR
w0 hMalwareh 01956 £T. exe Trojarflownleader. hge. .. R3 e /bR bl
2 | ¥ |
[ |i3#sert 5 BEhax H]eE () CPUFFHEE: —_——=
Bt 2088 wIRE: 1682 BRI 0 ELFRTE : 00:01:49
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e T
’__J |Malware
ZER IritdE
= (Y
Ho 50.9 ME (53, 459, 80T F£39)
&1 A =iE 45 8 ME (48,050, 153 )
g 396 PO, 0 POk

& ERGHE | ETREGRD , ERHEERERAREGR 373

Werttitsxe - HEHP

Copyright © PC Security Labs 2008-2009

IR ER: O WIRDOYS system32h] i ThYrsr. d11
A Trojan. Monderb. agogz. mvmb. d11
Er e i
1A iR R SRS RN, AR EE S , EEEE
B bEiT. BERE, BEIEE oA T B A A VIRLIEE b
EBIET.
[ el EEBE L BEhiEe: (o)
T#RO ] [(FEw ) [ FED
RESE 1
& AR - EEHEE 0 ERE
& GERGE

SRS 2ERRAIRH
FREAEPEREIRFE A=1661
ErEBE R EEESFE B=373
= Z 3L EF XL C=2059
iRpBEERIRIRFE D=0

Hif&4@5= (A+B) /C*100-lg(D+1)= ( 1661+373) /2059*100-Ig(0+1)=98.79
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i ke
% FFREHE | ERERIET | (ERGER | (SRR | R¥R | B9
. Avira 2056 0 2056 |99.85% | 3 |99.25

AVIRA
; Dr.Web 1907 49 1956 |95.00%| 2 |94.52
| [ f PEEE U | Emsisoft | 2056 0 2056 |99.85% | 10 |98.81
"R Filseclab | 1661 373 2034 [98.79%| 0 |98.79
@ F-Secure 2024 25 2049 99.51% 1 99.21
ﬂ GDATA | 2057 2 2059 [100.0%| 5 |99.22
SHIKARUS IKARUS 2056 0 2056 |99.85% | 10 |98.81
- Jiangmin | 1907 | 133 2040 |99.08%| 2 |98.60
KAJPIRIKY 2 Kaspersky | 2031 24 2055 |99.81%| 1 |99.50
-4 Kingsoft | 1722 165 1887 |91.65%| O |91.65

FANDDA Panda 2052 1 2053 |99.71%| 1 |99.41

—— S ECuURITY

Quick Heal Quick Heal 1993 36 2029 98.54% 4 97.84

f’) TREND. Trend Micro | 1518 345 1863 90.48% 2 90.00

TrUStPO['t TrustPort 2054 1 2055 99.81% 9 98.81
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AVIRA

F-SECURE’

A-SQUARED
‘| ANTI-MALWARE

EMSI SOFTWARE

SHKARUS

security software
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= EESREES

rUStport Excellent % # % %

PC Security Labs

Excellent W v v o o
PC Security Labs

Securing Your PC!!

i Excellent W v v o o

LB RO PC Security Labs

Quick Heal T ———ETETET

PC Security Labs

Standard & & & &
PC Security Labs

Standard & & & &
PC Security Labs

Standard & & & &
PC Security Labs
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REEH

It is not allowed to take parts of our testing result into own tests or to use the data ulterior without a written
permission of PC Security Labs. We cannot be made liable for any damage or loss which might occur as a result of,
or in connection with the use of the information provided on our website or testing reports. We try our best to
ensure the correctness of the testing result, but we do not provide any guaranty for the correctness, completeness,
etc. of both the information on our website and our testing reports at any time. You are allowed to download, view,
print and copy the material from our site on the hard disk of your computer and to use it for your own personal,
non-commercial purposes as a personal information resource in good faith only. It is forbidden to transmit or
re-circulate any material obtained from PC Security Labs (including from the email delivered by PC Security Labs) to
any third party without the written agreement of PC Security Labs. We focus on computer security and we try our
best to protect the PC security. All the samples are from the Internet and we are not responsible for the malware
samples. The research is taken in an internal network environment and we all remove the samples' extension in
order to prevent incorrect manipulation by the user. We are not responsible for the damage caused by incorrect
manipulation. In addition, we are also not responsible for the behavior taken by the outlaws. The testing report
from PCSL is for reference only and the copyright of the testing report belongs to PC Security Labs. Any commercial
activity wants to cite our report result please contact Jeffrey through his email address (jeffrey@pcsecuritylabs.net).
For the monthly award logo, its use on the Internet, marketing materials and user documents by the antivirus
vendor is free of charge. The annual certification logo is free of charge to be used on the Internet, marketing
materials, user documents and the product packaging. For more detailed information about annual certification,
please contact Jeffrey Wu via email: jeffrey@pcsecuritylabs.net. We have the right to withdrawn the license of

monthly award and annual certification due to the improper use of the antivirus vendor.

All related issues about the testing, monthly award, logo, certification, legal notes, disclaimer, copyright, etc will be
based on the latest PC Security Labs Manual. The copyright of this report belongs to Jeffrey Wu, PC Security Labs.



