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Foreword

In the middle of 2006, I was preparing for an important executive review for Jeff
Raikes to seek approval to kick off the project to build "CCS" —a communication and
collaboration service from Microsoft. As was Jeff's approach to big decision meetings,
he would ask for the PowerPoint slides in advance so he could review the content.
He would often start the meeting with questions about the plan instead of following
the carefully crafted storyline we would build with our slides. This approval meeting
was no different, but how he started the meeting was certainly unique. As the group
of us working on the project and the other execs from the division settled into their
seats for the two-hour review, Jeff open the meeting with a question: "Is there anyone
in the room who doesn't think we should do this?" For the next few moments, the
room was silent. With a smile on his face, Jeff jumped back in again by saying "Let's
do it." What was scheduled to be a two-hour meeting, lasted for 45 minutes and

CCS was born.

CCS launched as the Business Productivity Online Suite (BPOS) in 2008, later became
Office 365 in 2011 and now is one of the fastest growing businesses in Microsoft's
history. The reasons why the business is growing so quickly now, are the same
reasons why Jeff was so quick to approve the project— Office 365 creates value for
customers, it created value for Microsoft and it creates value for partners. It is rare
that a new business can create so much value across the ecosystem, but when it
happens, things take off — Office 365 is a great example of that dynamic.

The virtuous fly wheel starts with the customer. If there isn't value for the customer,
then the business can't get off the ground. The value to customers is relatively
straight forward: with Office 365 they will save money, simplify their overall IT
environment, see higher reliability and tighter security, while providing their end
users with the best productivity experience that is always up-to-date.
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For Microsoft, Office 365 allows us to expand into new markets, serve new
customers and reduce churn by delivering a better overall experience using our
latest technology. Office 365 makes technologies such as SharePoint, previously only
available to the largest enterprises, now available to small and midsized businesses.
By staying up-to-date with the latest bits, Office 365 keeps customers on our latest
products and it improves overall loyalty to Microsoft through a better customer
experience. These factors have motivated Microsoft to continue to make deeper and
deeper investments in Office 365 moving forward.

Finally, Office 365 has created a great opportunity for partners to help customers
fully capture the value of Office 365 as they use the service. Office 365 helps partners
scale to reach new customers and deliver higher level value. Less time and effort is
spent setting up servers, and more time can be spent customizing the environment to
meet the needs of the customer. Partners can help customers in two key ways:

e Migrating from their current environment into Office 365 and once they have
Office 365 up and running

e Customizing the environment to meet the needs of the customer's business

While the value proposition of Office 365 may be clear, getting there isn't always
straightforward. This book represents an excellent resource for people with basic IT
skills who are looking to move to Office 365, but aren't sure of how to get started.
The authors, David Greve and Loryan Strant, are both Office 365 MVPs, and experts
in helping customers take full advantage of moving to, and using Office 365.

Enjoy the book, Office 365, and welcome to the cloud.

Eron Kelly
General Manager
Microsoft Corporation
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Preface

The introduction of Office 365 has heralded a new era of productivity for
organizations of all types and sizes, wherever they are in the world.

Office 365 provides small businesses with the same level of technology that was
previously only affordable to enterprises. For many organizations this can equate to
an increase in competitive advantage.

For enterprises Office 365 allows them to move operationally important systems such
as e-mail out to the cloud with Exchange Online — to be maintained and optimized
by Microsoft. This allows enterprises to focus on their line of business-enhancing
technologies that will empower the organization to achieve greater levels of
productivity and efficiency.

Exchange Online is by far the most popular component of Office 365 as it allows
organizations of any size to offload their mailbox functionality to Microsoft and focus
on their business —instead of having to worry about keeping servers operational and
mail flowing.

While Office 365 also includes SharePoint Online, Lync Online, Office Web Apps,
and Office Professional Plus, this book will focus specifically on Exchange Online.

What this book covers

In this book we will cover common scenarios for implementing Exchange Online
ranging from simple one-way migrations to hybrid environments for co-existence
with existing on-premise mail systems.

Chapter 1, Getting Started, covers the differences in Office 365 plans and the basics
around obtaining an Office 365 subscription.

Chapter 2, Getting Familiar with the Office 365 Admin Portal, walks you through the
administrative interfaces of Office 365 and how to add your first domain name.
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Chapter 3, Integration Options for Small Businesses and Professionals, explains what
options are available for customers of the "P1" plan to integrate with their
on-premise systems.

Chapter 4, Integration Options for Enterprises, explains what options are available for
customers of the Enterprise or Exchange only plans and integration with their
on-premise systems.

Chapter 5, Preparing for a Simple Migration, helps subscribers of the small business
plan to prepare their environment and existing mail systems to ensure that their
migration to Exchange Online happens smoothly.

Chapter 6, Performing a Simple Migration, builds on Chapter 5 by explaining the
process involved in performing a one-way migration to Exchange Online from
a variety of mail systems.

Chapter 7, Preparing for a Hybrid Deployment and Migration, focuses on preparation to
your Office 365 subscription and the integration components necessary for a
Hybrid deployment.

Chapter 8, Deploying a Hybrid Infrastructure: ADFS, covers technical tasks required to
install and configure ADFS for Office 365.

Chapter 9, Deploying a Hybrid Infrastructure: Directory Synchronization, covers technical
tasks required to install and configure Directory Synchronization for Office 365.

Chapter 10, Deploying a Hybrid Infrastructure: Exchange Hybrid, covers technical tasks
required to install and configure Exchange Hybrid for Office 365.

Chapter 11, Performing a Hybrid Migration, teaches you the necessary steps to perform
a migration to Office 365 from both the user interface and through PowerShell.

Chapter 12, Post Migration Considerations, teaches you how to address resources and
make a mail routing change by following the implementation and migration
to Office 365.

References, where you will find references to further reading or the supporting
documentations.

[2]
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What you need for this book

While the scenarios for small businesses and enterprise migrations may have
different requirements they do share some common needs.

As the person performing the migration you will need to ensure that you have
administrative access to your existing mail system, a high quality Internet
connection, access to make domain name record modifications and patience!

Who this book is for

While Office 365 can make administration of enterprise-grade mail platforms
simpler, readers of this book will still require an understanding of how e-mail
systems work and familiarity with DNS and various mail platforms.

It is expected that readers will have at least basic IT skills in order to perform a
migration to the small business plans. Readers who will be using the enterprise plans
and looking at hybrid environments with Exchange Online will need a far greater
level of familiarity with Active Directory and Exchange Server.

Ultimately this book can be categorized as being useful for small business owners
with some level of technical understanding, through to corporate messaging
administrators and IT consultants.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "Does your monthly Internet download
allowance cater for the mailboxes being downloaded back into the Outlook .osT file
for each user?"

A block of code is set as follows:

Smbxlist = Import-CSV c:\csv\migrationbulk.csv

foreach ($line in $mbxlist)

New-MoveRequest -Identity $line.alias -Remote -RemoteHostName mail.
pointbridgelab.com -TargetDeliveryDomain pointbridgelab.mail.
onmicrosoft.com -RemoteCredential SRemoteCredential

}

[31]
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When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

Smbxlist = Import-CSV c:\csv\migrationbulk.csv

foreach ($line in $mbxlist)

New-MoveRequest -Identity $line.alias -Remote -RemoteHostName mail.
pointbridgelab.com -TargetDeliveryDomain pointbridgelab.mail.
onmicrosoft.com -RemoteCredential S$RemoteCredential

}

Any command-line input or output is written as follows:
scred = Get-Credential

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "To add
your domain to Office 365, click on the Domains menu option on the left".

% Warnings or important notes appear in a box like this.

!

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for us
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title through the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

[4]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website, or added to any list
of existing errata, under the Errata section of that title.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]
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Getting Started

Welcome to the world of Office 365 —a new way of increasing productivity by
harnessing the power of the cloud.

By reading this chapter you will learn what plans are available for your
business, how to decide which option to take, and how to get your Office
365 subscription underway.

Throughout this chapter, we hope to provide you with guidance on how to
determine your requirements. We will provide you with information on the choices
and the decisions you will need to make. We will also provide you with examples
of real world customers on Office 365.

Let's begin by looking at the different options available under Office 365.
o Office 365 plans

e Office 365 for Small Businesses and Professionals - considerations
and limitations

e Office 365 for Enterprises
e When to use a plan and when to pick a la carte
e Options to start your subscription

e The sign-up process

Office 365 plans

At the heart of Office 365 are two essential subscription paths a customer
can go through:

e Office 365 for Small Businesses and Professionals

o Office 365 for Enterprises
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Getting Started

(There is also Office 365 for education which is similar in the feature listing and plans
to the enterprise offering, however it is licensed in a way not covered in this book.)

The main difference between the two subscription types is that under the small
business and professionals plan, the subscription provides high value but no
licensing flexibility. There are also several other limitations which are addressed
further in this chapter.

There are a number of different ways to purchase these:

e Directly on the Office 365 administration portal

e From a syndication partner (for example, a telecommunications provider that
resells Office 365)

e From a Microsoft licensing reseller (for example, an IT company that supplies
Microsoft Open Business or Open Value licenses)

e From a Microsoft Large Account Reseller for those with School/Campus/
Select/ Enterprise agreements

Navigating the Microsoft licensing maze can be challenging; most people can get
quite confused by all the various plans and licensing models.

The best approach is to write down what features and functionality you want for
your organization, including your people plans for the next three years. Having this
information, you can then look at the Office 365 subscription plans and make the
right decisions. If you're still lost, you may need to work with a Microsoft partner
who specializes in Office 365 to help you make the right licensing choice.

Office 365 for Small Businesses and
Professionals—considerations and
limitations

The Office 365 plan for Small Businesses and Professionals provides amazing value
and functionality for small and growing organizations. It includes Exchange Online
Plan 1, SharePoint Online Plan 1, Lync Online Plan 2, and Office Web Apps. To learn
more about the various individual plans, follow this link: http://www.microsoft.
com/en-us/office365/online-services.aspx#fbid=zJh 2510Gc5.

For many businesses it will provide far more functionality than they may ever utilize,
however there are some key limitations that must be considered prior to purchase.

[8]
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Chapter 1

Phone / ticketed support by Microsoft not
included

Support is only available via the Office 365 community site. Some syndication
partners however may offer level 1 support as part of the subscription
(for example, Telstra in Australia).

User count limited and no way to upgrade to
an E Plan

There is a hard limit of 50 users in the small business plan and there is no way
around it. If you ever need to go above 50 — the entire organization would have to be
completely migrated out of Office 365 and back in to a new tenant.

SharePoint limitations

While the SharePoint functionality of the small business plan is relatively on par
with the enterprise capabilities there are a few key limitations that may require you
to move up plans.

Only two site collections are possible —one for private or intranet use and one for the
public facing website. This is generally not a concern for most organizations under
50 in size, however it can potentially be an issue for organizations that may have
separation of business units and security groups.

Additional storage cannot be purchased. The default storage allocation for
SharePoint Online is 10 GB as a base platform plus 500 MB contributed for every
user. So if you have 50 users the maximum amount of storage you could possibly
have in your site collection is 35 GB (10 GB + (50 x 0.5 GB).

Another limitation is that SSL certificates are not provided or supported, meaning
that any traffic between your device and your SharePoint Online site is unencrypted.

Active Directory Synchronization is not
supported

If you run an Active Directory environment in your office —you cannot replicate the
user accounts to Office 365, and that user and password management will be done
separately. Replicating your user's accounts to Office 365 enables you to simplify the
overall management of your environment and provisioning of users. Often at times,
this is less of an issue for small businesses.

[o]
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Largely this also means that Active Directory Federation Services (leveraging
on-premise Active Directory credentials) is not supported; however this is usually
out of the realm of small businesses.

However, if your organization runs Microsoft Small Business Server 2011
Essentials — there is an add-on pack that integrates with Office 365 and
synchronizes users and passwords.

No access to Forefront Online Protection for
the Exchange (FOPE) console

For small businesses, no access to the Forefront Online Protection for Exchange
(FOPE) console may not be a great concern, however the FOPE console is the rich
management and reporting functionality that allows organizations to understand
and manage their e-mail security.

Limited license choice

For customers using the Office 365 for Small Businesses plan — there is no ability to
mix and match individual licenses.

Doesn't include e-mail archiving

Unlike the enterprise plans, Office 365 for small businesses does not allow for the
addition of a mailbox archive on top of the existing 25 GB mailbox. What is possible
however is to segment the existing mailbox into an archive area (for example, 5 GB
of your 25 GB) which is only available when online with Outlook or via Outlook
Web App.

Doesn't support the Blackberry Enterprise
Server

If customers using Office 365 for small businesses use BlackBerry smartphones
then the only option available is to use the BlackBerry Individual Service (BIS)
for synchronization of e-mails wirelessly. This does not support synchronization of
calendar and contact items as the BlackBerry Enterprise Service (BES) does under
the Office 365 for Enterprises plan.

[10]
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Office 365 for Enterprises

While the plan for small businesses is a fixed license choice, the enterprise
license —while also offering feature bundles, allows for much greater
licensing flexibility.

The key bundles available range from plans E1 —E4, as well as K1 and K2 for lighter
users, which are broken down as follows:

Bundle Features
E1 Exchange Online Plan 1
SharePoint Online Plan 1
Lync Online Plan 2
BlackBerry Enterprise Server
E2 Same as E1 plus
Office Web Apps
E3 Same as E2 plus
Office Professional Plus 2010
E4 Same as E3 plus

Lync Online Voice
K1 Exchange Online Kiosk
SharePoint Online Plan 1
Office Web Apps (read only)
K2 Same as K1 but Office Web Apps is fully functional

Individual components can also be purchased:

e Exchange Online Plan 1

e Exchange Online Plan 2

e Exchange Online Archiving

¢ Exchange Online Kiosk

e SharePoint Online Plan 1

e SharePoint Online Plan 2

e SharePoint Online Additional Storage

e SharePoint Online Partner Access License
e Lync Online Plan 1

e Lync Online Plan 2

[11]
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o Office Web Apps with SharePoint Online Plan 1
e Office Web Apps with SharePoint Online Plan 1
e Office Professional Plus 2010

When to use a plan and when to pick a la
carte

Now that you know a bit more about the small business and enterprise subscription
levels, let's delve deeper into helping you make a choice between them.

The enterprise plans contain a similar feature set to the small business plan, but are
able to go above and beyond the limitations of the small business plan.

Some key benefits are:

e None of the limitations to the small business plan apply
¢ No limit on the amount of users

e Ability to mix and match license types

Let's look at some scenarios where you might choose one subscription type over

the other:
Scenario Plan choice
Professional services firm of 6 people: small business

Planning to grow to 30 people within 3 years

Start-up recruitment firm of 10 people: Enterprise:
planning to grow to 70 within 2 years E2

Established audio engineering company of 27 users: ~ small business
Have been operating for 9 years

No growth plans

Architectural firm of 12 people: Enterprise:

Have been operating for 6 years E1

No growth plans SharePoint Additional Storage

Need storage space for drawings

[12]
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Scenario Plan Choice
Call center company with 40 staff: Enterprise:
10 in the office all day, 5 remote workers E1 (15)

25 shift-based call center staff who don't have their K1 (25)
own PCs and simply need access to e-mail and the

company intranet

Franchise coffee house with 40 staff: Enterprise:
30 staff at head office E1 (10)

10 franchise managers E3 (30)
Want to perform Business Intelligence with

SharePoint Server 2010 Enterprise on-premise, let

franchise managers access the reports

Medical services with 120 staff: Enterprise:

Exchange 2010 on-premise
Using other intranet system
15 staff require video conferencing

Hospitality services company with 700 staff:
Exchange 2003 on-premise

300 staff at head office

400 staff spread across 8 offices

Legacy phone system, want IM and presence, video
conferencing for management

SharePoint on-premise, heavily integrated with
CRM and other systems

Financial services company of 5,000 staff
nationwide

Lotus Notes
25 percent of workforce is permanently mobile

10 percent of workforce primarily limited to Line of
Business Application

Has Enterprise Agreement which includes Office
Automotive manufacturer of 30,000 staff globally
GroupWise

IBM WebSphere for intranet

Cisco CallManager telephony with Unified Comms
30 percent of workforce is factory-based

Has Enterprise Agreement which includes Office

Lync Online Plan 2 (15)

Enterprise:

Exchange Online Plan 1 (700)
Lync Online Plan 1 (600)
Lync Online Plan 2 (100)

Enterprise:
E1 (4,500)
K2 (500)

Enterprise:

Exchange Online Plan 1 (17,000)
Exchange Online Plan 2 (3,000)
Exchange Online Kiosk (10,000)

[ PUBLISHING ]

[13]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012
834 Plodder Lane, Bolton, Lancashire, BL5 1AN



Getting Started

As you can see there are quite a number of choices and scenarios available to
organizations of all types and sizes. Making the correct choice involves identifying
the requirements and which options address them.

Options to start your subscription

There are many ways to get started with an Office 365 subscription. Some of those
ways include:

e Working with Microsoft on a license agreement (through a licensing reseller)
e Working with a Microsoft deployment partner

e Signing up for the service directly

Working with Microsoft on a license
agreement (through a licensing reseller)

The chances are you are only working with Microsoft if you have a large set, or a
combination of licenses, you need to purchase. An example of this would be if you
are an enterprise customer seeking specific contract requirements and a combination
of licenses, outside of Office 365, in a suite for your users. Specific contract
requirements and suites of licenses are typically sold as Enterprise Agreements
(EA). The benefit of an EA is that it allows an organization to leverage a number of
Microsoft products, for a single per seat cost. If you are an EA customer or plan to be
one, the sign-up process is different. When you sign up for an EA, you will typically
receive an e-mail with two options:

e The first option is to attach your license to an existing Office 365 trial account
e The second option is to create a new account with your licenses assigned
If you already purchased licenses in an existing account, it may be difficult for you to

have Microsoft attach licenses to this account. Microsoft may ask you to recreate an
account, in this scenario.

[14]
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Working with a Microsoft deployment partner

If you are working with a Microsoft deployment partner, there is a good possibility
the Microsoft deployment partner will be able to help you through this process. A
Microsoft deployment partner has the ability to send you a customized link. This
link can be a trial or a set of licenses to be purchased. The benefits of a Microsoft
deployment partner sending you a link are twofold. The partner can help ensure you
have the right licenses and the partner obtains benefits while being associated with
your subscription. Those benefits include subscription notifications for changes/
upgrades and there are financial benefits. The notifications/changes are of benefit,
as the partner can work closely with your organization to ensure you are prepared
for the upcoming changes. The financial benefits a partner receives are specifically
related to the partner being an advisor for your subscription.

Signing up for the service directly

The last option is to sign up for the service directly. The chances are you are taking
this approach if you are not signing an EA or are not working with a Microsoft
deployment partner, and are planning to trial, or move to, this service on your own.
Often at times, organizations sign up for the service ahead of working with a partner
or Microsoft on licensing. If you have signed up for a trial service, but plan to work
with a partner or Microsoft, it is recommended not to purchase licenses until you
have requested their advise on how to proceed. The impacts of purchasing a license
prior to engaging Microsoft or a partner can mean reallocating enabled accounts or a
delay in how soon Microsoft can apply the EA licenses.

In all cases, we'll leverage the Office 365 admin portal https://portal.
microsoftonline.com/Admin in a similar method. Before we get started with the
Office 365 admin portal, we need to sign up for the service.

The sign-up process

We recently learned about the various subscription options. Now it's time to sign up
for the service. In the following steps, we are simply going to sign up for a trial based
subscription.

[15]
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This will allow us the flexibility to choose how we add licenses in the near future:

1. To get started, let's head over to the Office 365 site. Simply go to www.
office365.comand find the FREE TRIAL link. You now have a decision
to make. Does the P plan fit your organization or do you have more than
50 users or plan to grow to more than 50 users in the near future? If your
answer is yes, then you need to head over to the E plan trial. In this example,
we will sign up for the E plan:

Get started today with the right Office 365 trial for your organization.
Explore features, set up user accounts, and test drive Office 365. After 30 days you can convert your trial into a paid subscrip

Click here for
an E Plan
="

Professionals and 1 \\\ Midsize businesses

Choose the Office 365 trial that best fits emalliiusinessas §, 2nd enterprises

your organizations situation.

\\
Help me choose > @ -

or buy now > or buy now >

2. Once you have clicked on FREE TRIAL your next page will be a Sign up
page. This page will require you to enter your business information. You
will also be selecting your subscription name (your subscription name may
sometimes be referred to as your tenant name). This name is important for a
few reasons, as follows:

o

Your SharePoint service has your subscription name (for example,
pointbridgelab.sharepoint. com)

It will be your default e-mail address or account name for your users,
until you add your own vanity domains

You will reference this name for support concerns

Associating your Enterprise Agreement licenses to your subscription

The subscription name is important, but your long term users may never see
it, if you apply a vanity name. (a vanity domain is a simple name to mask a
more complex domain behind it.) During the sign up portion, you will have
an opportunity to check to see if your subscription name is free. If your name
is taken, try a few others until you find the name that fits your organization:

[16]
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lalready have a Microsoft Online Services ID? Sign in

* Country or | United States
region:  Can't be changed after signup. Why?

* Organization

language: English (English)
* First name: David

* Last name: Greve

* Organization
name:

PointBridge
* Address 1: 217 North Jefferson Street
Address 2 Suite 300
* City: Chicago
= Stater  Illinois El
* ZIP code: 60661
“ Phone number: 312-334-1900

* Email address: dgreve@pointbridge.com

* New domain  pointbridgelab .onmicrosoft.com | Check availability
name:

pointbridgelab.onmicrosoft.com is available

* New Microsoft
Online Services @pointbridgelab.onmicrosoft.com
ID:

Email address is also a very important field. The e-mail address you add
on this page will be the default e-mail address that receives messages from
Office 365. In addition, subscription information and errors that may occur
with your integration components will be sent to this address. Ensure you
add an e-mail address that you plan to monitor.

[17]
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3. After you have entered all of your information and proceeded to the next
step, your subscription will now be created. You should be presented with a
window that asks you to continue to your subscription. The screen will look
similar to the following screenshot:

Microsoft Online Services ID

Password

4. When you click on Continue, you will be redirected to your subscription.
Within your subscription, you may notice that not all services are ready.
Exchange and Lync are often ready immediately, but you may notice that it
will take the SharePoint service around 15 to 60 minutes to become available:

A One of your trial subscriptions expires in 30 days. Purchase now

PointBridge

Start here tasks

. Get an overview of Office 365. Watch admin tour | Watch user tour

Admin Qverview

Add users,

. View the Setup W page.

. Create a custom pilot or deployment plan.

. Check out the Home page for users in Office 365.

Overview

C

R oW

ustom Plan

Management
Use

Security Groups

Admin shortcuts

s

Domains

= Create a se

Microsoft Office 365

Exchange Online
Qutlook settings and protection.

S Lync Online
Service Health Instant messaging with audio and video and online meetings.
Planned Manage
Maintenance - -
SharePoint Online
Setting up SharePoint Online... this may take a few minutes
[18]
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You can start to tour your subscription now, while waiting for SharePoint

to be activated. You will not be able to make any configuration changes in
SharePoint, until it is ready. If it takes the SharePoint service more than 24
hours to finish setting up, you should contact Office 365 support through a
Service Request. Once the SharePoint service is set up, your sign up process
is complete.

Summary

Office 365 offers many ways to subscribe and all sorts of licensing combinations.
Whether you're a small business or an enterprise, you have a number of ways to get
started. The good news is, you can start a trial subscription and always associate
your long-term licenses to the trial, leveraging any method. We learned about the
licensing available within the service, which should clarify how you proceed. By this
time you should be deciding how these licenses fit your organization and whether
you are going to sign up directly, work with a Microsoft Deployment Partner, or
engage an Enterprise Agreement with Microsoft.

As we reflect on the sign-up process, you can see how simplified Microsoft designed
the process; Microsoft focused on minimizing many decision points for a trial. The
fact is, it is a trial, so why complicate the sign-up process more than it needs to

be? Either way, in the end, your team managing and configuring the service will

be required to do all of the tweaking and tuning, based on business and technical
decisions made within the organization.

In conclusion, you should now be ready to start getting more familiar with the
service, configuring it to your specifications, starting the integration process, and
finally either migrating or starting to use the service full-time. Before your trial ends,
you will need to obtain or assign, the licensing plan that best fits your subscription.

Now that we have established a subscription, in the next chapter we will focus
on using the admin portal. We will also start to walk through some key initial
configuration steps.

[19]
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Getting Familiar with the
Office 365 Admin Portal

Now that we have shown you how to sign up for Office 365, it's important to
get familiar with the administration interface as it is the central control point for
everything to do with your subscription.

In this chapter we will walk you through the high-level interface, adding a domain to
your subscription, as well as dive deep into the administration sub-interfaces. Topics
covered include:

e Logging in for the first time and adding your domain

e Navigating the Administration Overview interface

e The Exchange Online Administration interface
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Getting Familiar with the Office 365 Admin Portal

Logging in for the first time and adding
your domain

To get to the administration interface, you will need to browse to https://portal.
microsoftonline.comand log in with the credentials you chose during the sign-up
process in Chapter 1, Getting Started:

sign in

admin@paradynelab.onmicrosoft.com

Forgot your password?

/| Keep me signed in

Sign in

Sign in with a different Microsoft Online Services ID

The first step of utilizing Office 365 for your business requires that you add your
domain (for example, yourcompany . com) in the portal. This is a necessary place to
start as your domain will be used later in many aspects of the Admin Portal. To add
your domain to Office 365, click on the Domains menu option on the left (see the
following screenshot):

E";“‘I_ms‘afr Home Outlook Team Site Admin
nline Services

Admin Overview Start here tasks

1. Get an overview of Office 365. Watch admin tour | Watch user toul
2. Add users

wihe Setup overview page.
reate a custom or deployment plan. Resources

5. Check out the Home page for users in Office 365.

Admin shortcuts

Microsoft Office 365

Evehanas Online Community

Outlook settings and protection.

Instant messaging with audio and video and online meetings

Welcome

SharePoint Online The step-by-step trial guide

[22]
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You will see that the tenant domain already exists (for example, yourcompany .
onmicrosoft.com) in the listing. This domain cannot be removed, however after
completing the next few steps, your Office 365 subscription will be set up in a way
that the tenant domain will not be seen by your users.

DNS requirements

W Office 365 requires two key types of DNS records that are not supported
Ny by various domain name hosts or providers — TXT and SRV. Check
Q with your domain host to ensure that they support the creation of those
records within your domain name; otherwise you may need to change
domain hosts before going further.

Click on Add to go to the next page where you will add your organization's domain
names. Click on Next:

Specify domain

To get started adding your domain to Microsoft Online Services, type the
domain name that you want to add—for example contoso.com—and then
click Next.

You can only add domain names that you own. If you don't already own a
domain name, you can purchase one from a domain registrar, and then
return to add it to Microsoft Online Services.

Example: contoso.com

[23]
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The domain wizard will then provide you with a list of popular domain name hosts
which can display customized instructions. If your domain name host is not on the
list, select General instructions:

Create a TXT record at your domain registrar

MNote: Your domain registrar's website may differ from that described in
these instructions.

Alias or Host Name Destination or Points to Address TTL

@ MS=ms81356379 1 Hour

At this point, you will need to create the TXT record as instructed within your DNS
provider's domain name control panel. The speed at which this DNS addition is
visible by Office 365 depends on various factors — you may see it instantly or you
may need to wait anywhere from 15 minutes to 72 hours to see the TXT record
appear. Clicking on Next will begin the domain validation process, as shown in the
following screenshot, to ensure that Office 365 can see the TXT record:

Please wait while we verify paradynelab.com.

Now that the domain has been added, you need to specify the domain intent.

It is important that at this point, you do not check the SharePoint Online checkbox
as it will grey out the other two options. This is due to the way that Office 365
handles domains specifically for SharePoint Online:

Specify domain services

Specify the services you'll use with your domain. Learn mare
¥| Exchange Online
¥ Lync Online

SharePaoint Cnline

[24]
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Once the domain has been added to Office 365, you will then be guided to configure
the required DNS records to allow the domain to be used.

Before adding all the suggested DNS records to your domain name, it is important to
check if any existing services are similar to the suggested DNS records. For example,
if you are already using e-mail on yourdomain. com then you should not modify the
MX record until you are ready (this will be addressed further in the book).

On adding the relevant DNS records in your host's domain name control panel and
clicking on Next followed by Finish, you will then be brought back to the Domains
listing where your domain should now be listed as Verified:

]
W
i)

w
w
T
w

s
(a1
[a]
s
I

T

Now that your domain name has been added to Office 365, the final step is to mark
it as the primary domain. This is achieved by clicking on your company name at the
top-left of the Portal above Admin Overview:

Microsoft
Online Services

e '=<j:|

Admin Qverview

M
47}
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Getting Familiar with the Office 365 Admin Portal

Click on Edit and change the Primary verified domain field to be that of
your company:

Primary verified domain:

Language preference: Primary verified domain |

You have now successfully set up your domain within Office 365 and can begin
using your subscription.

Navigating the Administration Overview
interface

In this section of the chapter we will take you through the high-level administrative
interface for Office 365. The interface is broken down into several sections:

e Setup

e Management

e Subscriptions

e Support

Setup

The Setup section assists you in beginning your journey with Office 365.

Overview

The Overview section provides you with general information about how to get
started with your Office 365 subscription, as well as links to more information. We
will cover most of this information throughout the rest of this book as it relates to
migration and Exchange Online:

[26]
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- P T
Microsoft: Home Outlook Team Site | Admin aradwel Ad
Online Services y
Paradyne
Admin Qverview Setup overview o
Office 365 is ready for you to use. You now have mailboxes, SharePoint
Setup sites, and instant messaging. This overview will help familiarize you with Resources
Overview the services and features available in Office 365.
Custom Plan Mote: Some of these services may not be included in your subscription. Admin password
recommendations
Management Synchronizing on-premises mailboxes Use Windows PowerShell to
Users manage Office 365
SErs You can set up email coexistence to permanently maintain some .
Security Groups Exchange Server mailboxes on-premises and some online. Office 365 Find a partner
Domains supports rich coexistence and simple coexistence options. Downloads
Read: Prepare for email migration and coexistence c
Subscriptions Community
Manage conﬂgurlng services Ask a question in the forums
E CEnsEs ‘When you begin to integrate your current environment with Office 365, Check out our blog
Purchase

you'll need to configure some additional service-level settings. These will
enable a richer interaction between your on-premises environment and
Support Office 365. Some items may require changes to your existing on-

Participate in the community

Overview premises environment,
verview
Service Requests

q Module for PowerShell Learn
Service Health The Microsoft Online Services Module for Windows more
Planned Maintenance PowerShell installs a set of Office 365 cmdlets that you

can use to accomplish many administrative tasks, such as
user mananement damain manacement and

Custom Plan

The Custom Plan section provides you with a wizard that walks you through the
"getting ready" steps for performing the migration to Office 365. Again, most of this
will be covered in detail in the remainder of this book:

Microsoft Paradyne Administrator
Online Services ty e | Sign out

(7]
Create plan

L. Selectplan Select a plan
2. Services ‘Walk through this short wizard to create a custom plan that will help you configure Office 365 services. You can
3. Existi . always return to this wizard and select different options if that plan does not match how you intend to use the
3. bBxisting ema services.

@ Pilot

Creates a plan that will help you and other members of your company experience what it's like to work together
with Office 365. You can also use a pilot as part of a phased migration. Implementing a pilot may require some
changes to your existing on-premises environment.

2 Deployment
Creates a plan that will help your company move to Office 365 and replace your existing environment.

Next Cancel
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Management

The key objective of the management section is to configure (at a basic level) Office
365 to suit your needs by way of user, group, and domain administration.

Users

The Users page of the management interface allows you to create/ modify/delete
user accounts, as well as allocate and change licenses that are associated
with accounts.

Users can be created on a one-by-one basis or imported in bulk by utilizing the
supplied CSV file template.

If, however, you choose to utilize Active Directory synchronization either as a
standalone solution or a part of Active Directory Federation Services, all users will
already be listed here so the portal is merely used to assign licenses. Exactly how to
do this is covered in later chapters in the book.

The following screenshot shows users created without the Active Directory

synchronization:
Users
Single sign-on: Set up | Learn more
Active Directory® synchronization: Set up | Learn more

Manage external contacts in Exchange Online: Learn more

leww | Edit Reset password | Delete | Activate synced users

View:  All users |Z| -~
) Tl a bobt@paradynelab.com
° fred@paradynelab.com
& Paradyne Administrator admin@paradynelab.onmicrosoft.com

Security Groups

The Security Groups area of the admin portal is generally used to create groups for
the single purpose of administration ease in SharePoint Online. The groups created
in this section can only be used to control the groups' membership and cannot
actually be mail enabled. This can only be achieved through the Exchange Online
console which we will cover later in this chapter.

[28]
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Similarly to users, if directory synchronization is enabled, it will bring across any
groups from your Active Directory, as shown in the following screenshot. Security
groups that have been synchronized across can also be turned into distribution
groups within the Exchange Online control panel:

Security groups

Single sign-on: Set up | Learn mare
Active Directory® synchronization: Set up | Learn mare
Manage mail-enabled distribution groups and security groups in Exchange Online: Learn mare

Mew | Edit | Delete

(%]
m
|~
e

Display name a
[/
4w Human Resources

P!
4@ Management Team
1

MNew | Edit | Delete

Domains

As you saw earlier in the chapter, the Domains interface is used to add internet-
based domain names (for example, yourcompany . com) to Office 365:

Domains

Your Microsoft Online Services account comes with a domain name—conteso.onmicrosoft.com—but if you have your own domain name
already, you can use that domain name with Microsoft Online Services services too. To add your domain, click Add a domain.

If you don't already own a domain name, you can purchase one from a domain registrar, and then come back to add it to Microsoft
Online Services.

Add a domain | Remove | View DNS settings | Troubleshoot

Domain name a Status
@  paradynelab.com Verified
®  paradynelab.onmicrosoft.com Active

Add a domain | Remove | View DNS settings | Troubleshoot

[29]
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Getting Familiar with the Office 365 Admin Portal

If you choose to utilize the public-facing website component, SharePoint Online, you
will also need to add a separate record here (for example, www. yourcompany . com)
and specify it for the sole purpose of SharePoint Online:

Specify the services you'll use with your domain. Learn more
Exchange Online
Lync Online

V| SharePoint Online

Additionally, if your organization requires additional domains, you will need to
repeat the process seen earlier in this chapter for each domain.

Subscriptions

The Subscriptions section of the Office 365 administrative interface is broken up
into three areas to simplify the administration and management of your licenses.
From here, you may view your license and their purchase history, add partners, and
purchase additional licenses.

Manage

By browsing to the Manage page, you can see the list of licenses allocated to your
Office 365 environment:

25 user licenses Mo cost Expires 02 March 2012

=]
(=]
]
L
I
W
=}
w
T

1 K2 25 user licenses No cost Expires 02 March 2012

Selecting one of the subscriptions will display the billing address information, as
well as the partner (if selected).

Different countries will have different relationships for their customers with
Microsoft. In most countries you will be able to purchase your licenses directly from
Microsoft, by clicking on the Buy now link on the page:

[30]
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Subscription details

v na Service usage address
5225 Granite Court
Crystal lake IL 60012

[==]

Microsoft Office 365 Trial (Plan E3) *

Term length: 30 days

Status: Expires 31 October 2012 Partner information

25 user licenses

The Buy now option however is absent for countries such as Australia where
licenses must be purchased through Telstra — the exclusive syndication partner for
the country:

Subscription details

Microsoft Office 365 Trial (Plan E3) Service usage address
Suite 201
566 St Kilda Rd

Term length: 90 days Melbourne VIC 3004

Status: Expires 02 March 2012 ) )
Partner information

25 user licenses

If you are working with a partner, it is important to add their information so
that they may assist you in future with support. To do this, you will require their
Microsoft partner ID which you can obtain by asking them:

9 X
Partner information (optional)

Subscription advisors are authorized Microsoft partners who can help you with purchasing
decisions and advise on Microsoft Online Services. If you have a partner that you work with,
enter their Microsoft partner code to associate the partner with your subscription. Selection of
a subscription advisor is optional.

Microsoft partner ID: 2830054 Check ID

Partner found: Paradyne Pty Ltd

By continuing you agree that Microsoft can share your ongoing contact and subscription
information with this partner. For more infarmation, please review the privacy nofice.

m

'l
w
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Getting Familiar with the Office 365 Admin Portal

After adding the partner information, you will see that this information shows up
under the subscription details:

Subscription details

rosoft Office 365 Trial (Plan E3) Service usage address
Suite 201
566 St Kilda Rd

Term length: 90 days Melbourne VIC 3004

Status: Expires 02 March 2012

Paradyne Pty Ltd
25 user licenses Edit

If you choose to work with a different partner in future you can easily change this
information by going back to the screen, clicking on Edit, and entering the new
partner's ID.

Licenses

The Licenses section is quite simple in its function — which is simply to display
the number of licenses you are subscribed to and the number of them you
have allocated:

Microsoft Office 365 Plan

. 25 0 1
Eagcrosof't Office 565 Plan 25 0 a © No licenses are assigned. Assign now
Purchase

The Purchase section of the subscription management is used to directly interact
with the Microsoft commerce system to purchase additional licenses.

Again, this is different in some geographies, as shown in the following screenshot of
the Office 365 trial tenant in the US version:

[32]
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Purchase subscriptions

Office 365 plans | Other plans

Office 365 plans

Microsoft Office 365 Trial
(Plan E3)

30 day free trial for businesses that need full productivity,
communication and collaboration tools with the familiar Office
suite, including Office Web Apps.

Currently in trial Buy now
Microsoft Office 365 | $10.00
(Plan E'I ) per user license, per month

For businesses that need communication and collaboration tools
accessible from PCs, the Web and mobile devices.

Learn maore Add \g
Microsoft Office 365 $16.00

The following screenshot shows the Australian version of the page where purchasing
licenses directly is not an option:

Purchase subscriptions

There are no trial or paid subscriptions available to you at this time.
This could be caused by one of the following:

® There are no subscriptions available in your country or region.

® You have already subscribed to all available subscriptions.

[33]
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Getting Familiar with the Office 365 Admin Portal

Support

The Support interface is the first point of call for any technical issues you may be
having with your Office 365 subscription.

Overview

In the Overview page you will see a snapshot of all of the information and tools
available to assist you with your Office 365 subscription:

Support overview

Help and community equests summary

s B

Quick solutions for common
Issues

Diagnostic tool
Use this tool to collect data that helps the
hnical support team troubleshoot your issue

diagnostics too

Delegated administrators

Manage you gated administrators

It is the first point any Office 365 administrator should visit to resolve any possible
issues as it contains a wealth of information sourced from several areas such as
Microsoft support and the Office 365 community.

[34]
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Service Requests

If you require technical assistance and cannot find the answer in areas such as the
Office 365 Community site or on the Overview page then submitting a service
request is the next step. The issue identification process is very comprehensive,
which allows the Office 365 support and escalation teams to deal with your issue in a
much faster response time:

Identify issue

* Required
"Issue type: | Need Product Information
" service: | Exchange Online for Office 365 far Enterprises
* Service area:  User Account and Portal
* Problem description:  How can I navigate through the portal?
*Domain: | paradynelab.com
Operating system: | windows 7

Microsoft Office version: | office Professional 2010

F1 ] E] E] E]E] A E]

Browser.  Internet Explorer 9

On submitting your service request, you will be able to modify its status at any time
through the process and use it to interact with the support team.

Service requests

Mew request | Close request | Reopen request

View:  All Requests |Z| Search pe

Reference

Last Modified =~ Assigned t
a odifie number ssigned to Status

[  Test support case 04/12/2011 04/12/2011 1166724859 Microsoft Open
I C——

Mew request | Close request | Reopen request

[35]

PAC KT This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Getting Familiar with the Office 365 Admin Portal

Service Health

If you believe that you are experiencing any form of service issue or degradation, the
first place to check is the Service health page which displays a 7-day rolling history
of any potential issues that may have occurred or are currently active:

Service health
Last refreshed: 16:00, 04 December 2011

Current status

Service Today Dec Dec Dec MNov MNowv Nowv
) 3 2 1 30 29 28

s

Exchange Online
E-Mail and calendar access ﬂ
E-Mail timely delivery
Management and Provisioning
Sign-in

Identity Service ™

Lync Online *

All Features

Audio and Video

Dial-In Conferencing

Federation

Instant Messaging

Management and Provisioning

Online Meetings

Presence

Sign-In ﬂ
Microsoft Online Portal

Administration ﬂ ﬂ ﬂ ﬂ ﬂ

Planned Maintenance

Being aware of what maintenance is scheduled allows you, as an Office 365
administrator, to better serve your organization by understanding the potential
impact to their productivity. As administrators you are even able to see the process
of any maintenance that is scheduled, in progress or completed simply by clicking on
the Planned Maintenance menu item:

[36]
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Planned maintenance

Last refreshed: 16:03, 04 December 2011

Upcoming maintenance

Service Date and time Status Details

Server-side certificates used to encrypt HTTP traffic from
clients are being updated to refresh expiration dates. No
customer action is required and no custemer impact is
expected.

Exchange Online 23 Nov 2011 05:00 In prog

Lync Online team is currently deploying CU4 into the
Morth American environments. Expected Impact - There
is no significant impact expected on Lync or other
services., Typically the impact will be a disconnect
followed by an autematic reconnect, but for conference
disconnects users will have to rejoin manually. The users
will also see resiliency mode or unknown presence for 10
minutes,

Lync Online 30 Mov 2011 02:00 Inp

Exchange Online administration interface

Delving deeper into the Exchange Online administration interface is possible by
clicking on Manage under Exchange Online in the Admin Overview page:

Start here tasks

. Get an overview of Office 365, Watch admin tour | Watch ug

1
Setup 2. Add users.
Overview 3. View the Setup o
Custam Plan 4. Create a custom pilot yment plan.
e 5. Check out the Home page for users in Office 385.
Vianagement Admin shortcuts
Users
Security Groups "
Domains :
u
Subscriptions
Manage . .
Licenses Microsoft Office 365
Purchase Exchange Online

Outlook settings and protection.

hA

Lvne Online

[37]
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Getting Familiar with the Office 365 Admin Portal

This will open a new tab within your browser and provide you with much more
granular access to the interface.

While a great many features and functions are available through the web-based
Exchange Online administration interface, a lot of functions are only available
through PowerShell which will be covered later in the book.

Users & Groups

In the Users & Groups section of Exchange Online management, you have the
ability to:

e Create user mailboxes

e Modify properties of user mailboxes

e Create room mailboxes (for example, meeting rooms)

e Create distribution groups or mail enabled security groups

e External contacts

e Perform mailbox migrations from Exchange 2010, 2007, 2003, and IMAP
mail systems

Roles & Auditing

In the Roles & Auditing section of the Exchange Online management you have the
ability to:
¢ Define administrator roles and permission levels
e Define the level of self-administration available to end users
¢ Run auditing reports for:
°  Non-owner mailbox access
° Litigation hold

°  Administration role group

e Export mailbox audit logs

e Export administrator audit logs

Mail Control

The Mail Control area of Exchange Online allows Office 365 administrators to take
control of the mail flow at a granular level both external to/from their organization,
as well as internally.

[38]
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From this interface, the administrators are able to:

e Define rules to control the mail flow within the organization
o Configure IP safe listing, message tracing (external), and e-mail policies
e Define journaling rules for e-mail retention and archival strategy

e Run delivery reports

Phone & Voice

Moving beyond the mailbox and onto both mobile devices and unified messaging,
Exchange Online can become the cornerstone of organizational communications.

Despite being in the cloud, customers are able to connect their IP telephony systems
(such as Lync Server 2010, Cisco CallManager, Avaya IP Office, and most other
SIP-compliant systems) to Exchange Online. This allows for organizations to have a
single system for mail, be it voicemail or e-mail (a.k.a. unified messaging).

The two key features that facilitate this functionality are:
o Unified Messaging Dial Plans which ensure that both Exchange Online and
your IP phone system can translate phone numbers to e-mail addresses
e Unified Messaging IP Gateways which allow the conversation between

Exchange Online and the IP phone system to speak in the first place

The second component of the Phone & Voice menu is the ability to control and
manage how mobile devices work with Office 365.

Mobile devices that include the ActiveSync protocol can be managed in great detail,
allowing you to:

e Quarantine devices and set appropriate rules and notifications

e Control which devices can connect to Exchange Online (for example, restrict
either operating systems such as Android or manufacturers such as HTC)

e Create security policies to control and restrict mobile access to Exchange
Online, such as requiring PIN security and specifying how many failed
attempts before performing a remote wipe of the device

[39]
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Getting Familiar with the Office 365 Admin Portal

Summary

In this chapter we showed you how to find your way around Office 365 and

the Exchange Online administrative interface. We also showed you how to start
customizing Office 365 by adding your own domain to the environment. From here,
you should now have the knowledge and tools to begin planning your migration to
Exchange Online.

In the next chapter, we will discuss the integration options available when using the
Office 365 for Small Businesses and Professionals plan.

[40]
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Integration Options for
Small Businesses and
Professionals

For many small businesses, moving to the cloud can be a daunting task and can
also be a significant change in the way they operate on a daily basis. Decisions

need to be made around whether to have a mixture of on-premise and cloud
services or to simply go with "all in". Certain advanced features of Exchange Online
and PowerShell are often neglected by small businesses due to their perceived
complexity. In this chapter we will aim to simplify this by providing you with
information on:

e Business scenarios
e Working with a server

¢ Managing user accounts
o Working with PowerShell

Business scenarios

Organizations around the world come in a variety of shapes and sizes. As Office 365
for Small Businesses and Professionals is limited to 50 users and does not support
Directory Synchronization, customers are limited in what choices they can make to
integrate with on-premise solutions.

For many small businesses that are looking to move to Office 365 they may be doing
so for a variety of reasons.
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Ageing server

IT is generally relegated to business support and rarely seen as a revenue generator,
with small businesses holding on to their servers as long as possible. As such they
are usually reluctant to spend a portion of their capital to fund another depreciating
asset. For this reason, Office 365 becomes an attractive option as there is no capital
outlay to start using the service.

Remote workforce

With the ready availability of mobile broadband and the decreasing cost of portable
devices such as laptops and tablets, many organizations are finding that their staff
are spending more time out on the road or working from home.

Accessing e-mails, files, and applications from a central office location through a
VPN can often be a hindrance to remote workers if the server is unavailable for
various reasons (office Internet connectivity, server issues, and so on). Users need the
flexibility of being able to access their content wherever they are and on whatever
device they may be using.

For these small businesses, moving to Office 365 alleviates many challenges
and potential issues that may affect the business productivity, and ultimately
the profitability.

Staff expansion

When organizations expand, the IT requirements can often get in the way.
Traditionally businesses would need to purchase (on top of hardware)
additional server licenses, and obtain the services of an IT professional

to connect and configure systems.

Office 365 greatly simplifies this by reducing the requirements to the procurement
of hardware and a new user subscription; everything else can be done by the user.

Working with a server

When moving to Office 365, customers face the question —do I still need my server?
For many, the requirement to continue using a server is negated based on the
functionality that Office 365 provides and as such they are able to remove their
server after their migration is complete.

[42]
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However, some businesses may still require the services of an on-premise server for
a variety of reasons such as file systems, databases, and line of business applications.

In the latter case, a business would now be faced with the challenge of maintaining
two disparate systems (being their server and Office 365).

Generally a business can maintain a single set of usernames through the
implementation of Directory Synchronization. However, this is not available with
Office 365 for Small Businesses and Professionals. This applies to businesses running;:

e  Windows Server 2003

e Windows Server 2008

e Small Business Server 2003

e Small Business Server 2008

¢ Small Business Server 2011 Standard
In the case of a business running any of these server solutions, the recommendation
would be to purchase the Office 365 for Enterprise subscription in order to utilize

Directory Synchronization. The integration options for these server solutions are
covered in Chapter 4, Integration Options for Enterprises.

However, if a business can tolerate managing two separate sets of usernames, there
is a saving grace with a variety of third-party password synchronization solutions
available (for example, MessageOps and SADA Systems). This allows businesses to
at least keep passwords the same for the users, both on the server and within Office
365, facilitating an improved user experience.

Small Business Server 2011 Essentials

Microsoft Small Business Server 2011 Essentials (SBS2011E) is the first server
solution to natively support Office 365 through the Integration Module.

By utilizing this server solution and module, businesses can have a seamless user
management experience between the on-premise server and Office 365.

It is important to note that the user limitation of SBS2011E is 25, whereas Office 365
for Small Businesses and Professionals has a 50 user limitation.

[43]
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Connecting your Small Business Server 2011
Essentials to Office 365

Before being able to manage Office 365 through the SBS2011E Dashboard, the Office
365 Integration Module must be installed (it's a free download from Microsoft).

1
~J You may need to reboot your server as part of the
installation.

After completing the installation there will now be a Set up Microsoft Office 365
Integration task, as shown in the following screenshot:

[&] Windows Small Business Server 2011 Dashboard o || P S

p——
Bj % L,/ ‘
Windows Small Business Server 11
Computers Server Folders N Essentials
Home Users _ X Add-ins
and Backup and Hard Drives

2 0 Gk Server settings (@) Help -

Search online help 2

» GETTING STARTED TASKS COMMON TASKS

Community links
To finish setting up your server, complete these Getting Started Tasks.
Web site for help
Connect site
Complete these tasks...

MNewsgroups

Extend functionality with Add-ins
/ Get updates for other Microsoft products e

Set up Server Backup
Set up Remote Web Access

Set options for sharing

m

Learn about centralized storage

Set up alert email notification

Set up Microsoft Office 365 Integration *

As we have already signed up for an Office 365 subscription, we can select this
option and move on to provisioning our service:

[44]
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=) & =

Microsoft Office 365 Integration

Getting Started

This wizard helps you integrate a new or existing subscription for Microsoft Office 365 into your
server network,

When you complete this wizard, you can:
. Add and manage Office 365 accounts from the server Dashboard.
- Keep your users’ passwords synchronized between the local network and Office 365,
. Configure your Internet domain to work with Office 365,

I already have a subscription for Office 365,

What do [ need to know to get started using Office 3657

(e ) ()

We must now enter the username and password of an account that is used to
administer Office 365:

instead use the provided admin account, as your password may change

M It is recommended that you do not use your own account for this and
Q which will stop the integration from working.

Provide Your Office 365 Account Information

Type the Microsoft Online Services ID and password that you use to manage your Office 365
subscription,

Microsoft Online Services ID:
admin@paradynelab-shs.com

Password:

i

Forgot your password?

[45]
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At this point, you will be asked to adhere to the Office 365 strong password policy

Apply Strong Password Policy

After you complete this wizard, network users will use the same password to sign in to the local
network and to Office 365. To help ensure secure access to Office 365 services, if the current
password policy for user accounts is not set as Strong, the wizard sets the policy to the Strong level.

In addition, the Strong password pelicy is enhanced to enforce the following requirements:
» Passwords must contain 8-16 characters.

Passwords cannot contain a space or the Office 365 email name.

[V]iI understand that this wizard sets the password policy to Strong,|

The server will then take a few moments while it connects to Office 365 and verifies
your credentials:

Configuring Office 365 Integration Module

Configuring...

On completion of the module configuration, the server will need to be restarted in
order to show up on the Small Business Server Dashboard:

E3 Microsoft Office 365 Integration

The Server Is Now Configured to Integrate with Office 365

The Dashboard must be restarted for the changes to take effect. When you click Close, the
! y Dashboard will automatically close and then reopen.

Before you click Clese, make sure that you complete all active Dashboard tasks,

On rebooting, you should now see the Office 365 icon appear in the Dashboard,
as shown in the following screenshot:

[46]
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Home Users and B . and Hard Drives Add-ins Office 365

Clicking on the Office 365 icon will take you to the Office 365 interface which obtains
information about your subscription:

ol E |

\N&h‘wh\nm
[

G100 D0 G Serverscttiog: @Hdp -

Lompdtie S, And-irs Office 365

— Configueation Tasks

Cg s
nn,ﬁﬁiPI:EBGS = __/—/ 53 Change the Office 365 adminisrator account

A3 Linik & dorain to Cffice 365

{5 Uninstall Odfice 355 Integration Module
2 = Tacreate Office 365 accounts for netwark users, click the Users tab, and then chck “Add Office 165 sccounts”,
“¥" «Tointegrate a custamn domainwith Cffice 365, click “Link  dornain o Office 3857,
Administrative Tasks
Hide tips & Munage Cifice 365

Organization Subscription & Communty uppart
Pasndyme Pty Ltd Micsusaft Office 65 Blan PL) T submit 3 service requert
Technical contact Expires on Saturduy: § September 2012

livwptivste l@iparsdyne.com.su
Addresi:

Suite 201

Melbourne, Victams Surtrahs 1004

Domain Licenses
panadynelib-sbicom Your jubscnption inchedes 19 hcendes
makethite sbe.comau § hcendes are pnigred to user stcounts,

arajereationscam
wwew.cificed65p.com.au

Prrcacy Raternent

As we have already verified the domain in the previous chapters, we will now see it
displayed under the Domain section on the screen without having to follow the Link
a domain to Office 365 process.
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Managing user accounts

There are three options available to Office 365 administrators for managing user
accounts. These are:

e  Microsoft Online Portal
e SBS2011E Dashboard
¢  Windows PowerShell

Microsoft Online Portal

To manage users via the Microsoft Online Portal the first step is to log in to
http://portal.microsoftonline.com with your administrative credentials.

On logging in to the Admin interface, you will be able to create new users by using
the Add new users shortcut or by clicking on the Users menu under Management:

Microsaft

*Ofﬁce 365 Home Outlook Team Site Admin

Admin shortcuts '

Reset user passwords | Add new users | Assign user licenses

Jsers i Outlook

Admin Overview

As highlighted in Chapter 2, Getting Familiar with the Office 365 Admin Portal, the Users
page is also where existing users can be modified and deleted.

Most businesses will also require e-mail groups (known as Distribution Groups)

so that they may receive e-mails sent to generic e-mail addresses and distribute
them amongst multiple users. An example of a generic e-mail ID would be salese
yourdomain. com; an e-mail sent to this ID is received by all the sales people. This
can also be used for departmental e-mail distribution; for example, an e-mail sent to
finance@yourdomain.com goes to all members of the finance team.

This functionality can be administered by accessing the Distribution groups shortcut
on the front page:

[48]
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|;'|.5 6’?_",’_-%‘(:(? 365 Home Outlook Team Site Admin

Admin shortcuts

Reset user passwords | Add new users Aszign user licenses

Outlook

Manage Outlook and Exchange settings.

Domains

e rrintianc General setlings Distribution groups

Clicking on this shortcut, you will be taken to the Exchange Control Panel (ECP) to
work with Distribution Groups.

SBS2011E Dashboard

If you have previously created accounts on Small Business Server 2011 Essentials,
you can use the server dashboard to provision these accounts for Office 365 and
begin to manage them.

As you can see in the following screenshot, the server is able to query Office 365
directly. You can see that no accounts have been provisioned. The first step is to
assign an Office 365 account. This involves only a few mouse clicks to complete:

Windews Small Business Server 2011 Dashbaard BEEE

Windows Small Business Server 11
Computers Server Folders Essetishs

and Backup and Hard Drives

Add-ins Office 365

€1 Az 00 L Serversettings @ Help -

Name Logon name Femite Wb 4. Access level Status I Ofice 365 aceount ! Users Tasks
<& sdmin Allowed

Faradyne Administrator  Active

A alvaro Baut... ABautista Allowed Standard user  Active SF Add 3 useraccount

R Caseystoner Cstaner Allowed Standard user  Active ;

2 ColinEdwa.. CEdwards Allowed Standard user  Active P Setthe password policy

3 Hector Bar.. HBarbera Allowed Standard user  Active .
John Hopki.. JHopkins Alowed Standard user  Active i i

X Loris caprio  LCaprio Allowed Stancard user  Active

Naoitern is selected.
There are no additional details for this iterm

7lIterms
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At this point we are able to choose if we want to create a new Office 365 account or
use an existing account that may have been created previously. For demonstrative
purposes, we will assume that no accounts have been created in your Office 365
environment yet. On making the selection to create a new Office 365 account

you will need to specify the e-mail address that is to be used:

E=N Nl ="

& Assign an Office 365 Account

Assign an Office 365 Account

@ Create a new Office 365 account and assign to this user account

Type an email name for the new Cffice 365 account.

tSimaon Dparadynelab-shs.com

() Assigh an existing Office 365 account to this user account

Tell e maore about these options,

[t | | Cancel

This process will then run PowerShell cmdlets, behind the scenes, to create an
account and link it to the account in SBS2011e:

= @ | =2

& Assign an Office 365 Account

Assign an Office 265 Account

Creating Office 365 account...

One of the key features of the Office 365 Integration Module for Small Business
Server 2011 Essentials is the built-in password synchronization functionality.

To complete the user creation process within Office 365, you will need to
change the user's Windows password so that it can perform the initial password
synchronization with Office 365:

[50]
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& Assign an Office 360 Account

Office 365 Account Assigned to User Account
j You successfully assigned an Office 365 account with the ernail address
MEimon@paradynelab-shs.com to MSimon.

@ Weindoos will prompt M3imon to change their password the nest time they log on to
the server netaork

Close

After completing the account provisioning process, you will see that the Office 365
account is now connected to the SBS2011e account:

Windows Small Business Server 2011 Dashboard [= &[]
[ =
| 3"
e % . L‘ l‘L
z J | SS
= S 3
Windows Small Business Server x11
i iis Computers Server Folders i i Esertias
ome o and Backup and Hard Drives e -
@1 A7 p 0 G Serversettings (@@ Help ~
Mame Logon name Remote Web .. Access level Status Office 365 account Mark Simon Tasks
73, Admin Faradyne Allowed Administrator  Active -
2 Alwvaro Baut., ABautists Allowed Standard user  Active [¥5] View the account properties
R caseyStoner CStoner Allowed Standard user  Active .
R colin Edwa... CEdwards Alowed Standard user  Active | TR R
R HedorBar.. HBarbera Allowed Standard user  Active
== Remove the user account
2 Jobn Hopki.. JHopkins Allowed Standard user  Active
X Loris Caprio  LCaprio Allowed Standard user  Active )
& Marksimon Msimen Alowed Standard user  Active & Msimon@paradynelab-sbs.com
2 Unassign Office 365 account.
Users Tasks
ok fdd a user account
ﬂ Setthe password policy
A5 Add Office 365 Sccounts
2 Mark Simon
There ore no additional details for this item.
8 lkerns
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Integration Options for Small Businesses and Professionals

From this point, you have the option to manage the account in one of two ways:

e Reset the password on both, the SBS2011e and Office 365 accounts
e Un-assign the Office 365 account

] Windows el Busimess Server 2011 Dashboard = e |
i |
>( - B il
el .
e e Windows Small Business Server 11
omputers erver Folders i Essentials
HoRIE Hse) and Backup and Hard Drives L Saii
@1 A2 0 45 Server settings @ Help -
Kame Logan name Remote Web &,..  Access level Status Office 365 account Mark Simon Tasks
&, admin Paradyne Allowed Administrator v
2, avaro Baut... ABautista Alowed Standard user  Adtive R AT P
% Casey Stoner  CStoner Allowed Standard user Active
2, Colin Edwa... CEdwards Allowed Standard user  Active (®) Deackivate the user account
2 HectorBar.,  HBarbera Allawed Sandarduser  Active
== Remove the user account

John Hopki... IHopkins Allowed Standard user Active
2 LorisCaprio  LCaprio Allowed Standard user  Active 4B Change the user account password
2 nark s »a o darduser  Active & Msimon@paradynelab-shs.com
T 7] Wiew th t il R TE e e

LSS M pn ¢ Unassign Office 385 account
(#) Deactivate the user account
= Remove the user sccount Users Tasks

[l Change the user arcount password
& Unassign Office 365 account

o Add 3 user account

(R Setthe password policy

& Add Office 365 Accounts

2 Mark Siman
There are no additional detaits for this item:

8 Itemns |

B &7 (el s

In order to add multiple Office 365 accounts and connect them to existing Windows
users, you simply need to highlight the relevant accounts and follow the same
process as above:
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o]
m'|
E

& Add Office 365 Accounts

©

Add Office 365 Accounts

To add an Office 365 account for an existing user account, you can either accept the recormmended
account narne, or type a different name, User accounts that already hawve an Office 365 account do
not appear in this list,

User account name  Office 365 account name &y
ABautista ABautista Dparadynelab-shs.com
[¥] CEdwards CEdwrards @paradynelab-shs.com |
[¥] Cstaner CStoner @paradynelab-shs.com .
HEarbera HEarbera @paradynelab-shs.com

IHopkins IHopkins Tpa nelab-shis.cam b

LCaptio LCaprio 2

4 Office 363 licenses are awvailable to be assigned

When the process is completed a slightly different version of the success screen is
shown (see the following screenshot):

& Add Office 365 Accounts

You Successfully Added Office 265 Accounts

,:’ An Office 365 license was assigned to each new account.
v

0 Windows will prompt these users to change their password the next time they log on
to the server network.
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Integration Options for Small Businesses and Professionals

Windows PowerShell

Using PowerShell with Office 365 is broken up into two forms of administration:

e General Office 365 administration

¢ Exchange Online advanced administration
Connecting to Windows PowerShell for Office 365 requires the installation of the
Microsoft Online Services Sign-in Assistant in order to adequately pass credentials
to Office 365. Most of the functions that are usually performed under Windows

PowerShell for Office 365 can be performed through the Microsoft Online Portal:
therefore, this is not really applicable for small businesses.

Working with PowerShell
There are numerous Exchange Online functions that can only be performed through
PowerShell. These are:
e Setting mailbox permissions
e Creating a shared mailbox
e Allowing users to send e-mails on behalf of other users
Any Windows 7 computer is capable of running Windows PowerShell commands

against Exchange Online. You can also create PowerShell scripts to automate
functions and actions if you plan to perform them regularly.

It is important to note that PowerShell sessions may become inactive after 15 minutes
of idle time, so make sure you know what commands you need to run before
creating the connection.

Connecting to Exchange Online with PowerShell involves a few steps:

1. Load Windows PowerShell (search for it through the Start menu).

2. Specify your Office 365 administrative credentials as follows:
$cred = Get-Credential

3. Establish a new PowerShell session with the Exchange Online interface:
$s = New-PSSession -ConfigurationName Microsoft.Exchange
-ConnectionUri https://ps.outlook.com/powershell -Credential $cred
-Authentication Basic -AllowRedirection

4. Import the Exchange Online PowerShell cmdlets:

$importresults = Import-PSSession $s

[54]
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5. Now you are ready to begin running commands to perform your
desired functions:

Get-PSSession
PowerShell cmdlets follow this path:

e Verb
¢ Noun

¢ Required parameters, inputs and variables

The following table shows an example cmdlet to obtain the mailbox size for
a single user:

Verb Noun Parameter Input Pipe Parameter Variable
Add Mailbox -Identity johne | Select total
Statistics paradynelab- itemsize
sbs.com

The following table shows an example cmdlet to grant access to a mailbox:

Verb Noun Parameter Input Parameter Variable Parameter Input
Add Mailbox -Identity johne@ -Access Full User sarah@
Per paradyne Right access paradyne
mission lab-sbs. lab-sbs.
com com

As you work with the the Exchange Online control panel (the web-based admin
interface), there will be various functions or actions you want to perform that
are simply not possible. Rest assured, in most cases these can actually be done
through PowerShell.

Summary

In this chapter we saw some of the options available for integrating your existing
small business environment with Office 365, as well as managing your user accounts.

As has been demonstrated, the different methods available, range in complexity
and are suitable based on your comfort levels.

In the next chapter, we will see how to prepare for a Simple Migration from an
existing mail platform to Exchange Online.

[55]
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Integration Options for
Enterprises

Moving to the cloud for some of the services you provide today is a major shift in
how you manage both your infrastructure and users. The key item to focus on when
moving to the cloud is what type of experience you choose to provide your users
with, whether it's migrating from Exchange and preventing a new download of
cached mail, or seamlessly authenticating from SharePoint Online while navigating
to SharePoint on-premise. To provide this experience, you need to enable some of
the core integration options provided by Microsoft Online. The topics covered in this
chapter include:

e Directory Synchronization
e Active Directory Federation Services (ADFS)
e Exchange Hybrid

¢ Non-Exchange messaging systems

Directory Synchronization

Directory Synchronization allows organizations with an Active Directory (AD)
environment to synchronize the AD users and groups to an Office 365 subscription.
The Directory Synchronization tool provided by Microsoft can only synchronize a
single AD forest and within this single forest, all the domains are synchronized.

Microsoft offers two versions of the Directory Synchronization software. The

32-bit version, which was the first version released, followed by the 64-bit version.
Currently these two versions are in feature parity. The 32-bit version is based on
Microsoft's Identity Lifecycle Manager 2007 (ILM) and the 64-bit version is based on
Microsoft's Forefront Identity Manager 2010 (FIM).
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Once you deploy Directory Synchronization in your environment, you should
consider this server to be a permanent addition to your environment. Microsoft
will likely phase out the 32-bit version of the Directory Synchronization software,
so it's highly recommended that you deploy the 64-bit version, as we would expect
additional synchronization features to be released in the 64-bit version only.

There are many benefits for synchronizing your AD environment to Office 365. These
benefits include the following;:

e Enabling a unified address book

e Providing detailed address entries

e Simplifying the provisioning and object management process

e Maintaining a consistent set of groups

Enabling a unified address book

When you plan a migration to Exchange Online, you may be planning for a pilot
migration or even a staged migration approach. Maintaining a single address book
across the messaging systems will be critical. This single address book will simplify
the overall communications.

Directory Synchronization allows the Outlook users to see on-premise mailboxes.
When an Exchange Online user sends an e-mail to an on-premise user, Exchange
detects that the mailbox or license for that user does not exist and then routes the mail
to the on-premise mailbox. Setting the primary e-mail domain in Exchange Online

to "Shared" is a critical step for this to be successful. We will learn more about this in
Chapter 7, Preparing for a Hybrid Deployment and Migration. The scenario is the same for
an e-mail from on-premise to Exchange Online; however, in this case the mailbox has
the forwarder or target address of a service domain within Exchange Online.

Providing detailed address entries

At a minimum, Directory Synchronization requires the following attributes:

L cn

e member (applies only to groups)

e samAccountName (applies only to users)

e alias (applies only to groups and contacts)

e displayName (for groups with amail or a proxyAddresses
attribute populated)

[58]
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The above attributes do not provide a great user experience for users leveraging any
of the Office 365 services. Office 365 allows you to synchronize so much more. As an
example, you can synchronize the first names, last names, e-mail addresses, office
locations, manager, phone numbers, and so on. If you have Exchange on-premise
you likely have most of these attributes filled in. These attributes offer a great
benefit for maintaining a simplified address book in Exchange and a more complete
directory in SharePoint Online.

If you have another messaging system such as Lotus Notes or GroupWise, then you
may not have the earlier mentioned attributes filled in. In order to provide a rich user
experience, it's highly recommended that you populate these attributes. Many
third-party migration tools will help you in organizing and populating this
information. If you maintain this information in an external system (for example,

an HR system), you may want to consider leveraging an identity management
solution to keep your AD and external system in sync.

To learn more about which attributes are synchronized, review the list provided by
Microsoft at http://support .microsoft.com/kb/2256198.

Simplifying the provisioning and object
management process

By default, the Directory Synchronization process runs every three hours. After the
first run, the synchronization process looks for changes within the environment.
These changes can consist of attribute changes (for example, manager or title change)
or they can consist of additions/ deletions within the environment.

The advantage of Directory Synchronization is to prevent organizations from having
to manage multiple directories. When you maintain multiple directories, you can
cause a significant disconnect in object information. This can also be a security risk to
most organizations, as you may be leaving access open to individuals that should no
longer have it.

As Directory Synchronization enforces changes within Office 365, during
synchronization, you can simplify your provisioning process. As an example, when
you want to provision a user, you add them to AD as you normally would. Once you
add them to AD, you then license them for the services they need in Office 365 after
synchronization. It's even more simplified when you de-provision a user. When
de-provisioning a user, all that is required is either disabling or removing their
account within your AD environment. Once you remove their account in AD, their
license will then free up in Office 365 on the next synchronization and their mailbox
will be removed.

[59]
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Organizations that leverage an existing identity management solution or plan to
leverage one in the future can take advantage of the simplified provisioning options
from Microsoft Office 365. Here is an example of a provisioning process you

might consider:

1. Provision a user in your HR system.
2. Your identity management solution creates the account(s) in AD.

3. The identity management solution forces an Office 365 directory
synchronization manually (to be executed on the Directory Synchronization
server, if this is not possible, wait for 3 hours).

4. Run a PowerShell command to provision a license for the user in Office 365.

Maintaining a consistent set of groups

Managing groups apart from AD could be challenging, especially if these groups
maintain security for a SharePoint site or a distribution list for companywide
e-mails. Directory Synchronization synchronizes both the security groups and the
distribution lists. The only difference between these groups within Office 365 is that
the distribution lists also have a display name and an e-mail address. It is possible to
have a security group serve as both a security group and distribution list.

Security groups can only be leveraged within SharePoint Online, unless the security
group is mail-enabled. It's highly recommended that you continue to maintain
security groups within AD; however your strategy to leverage SharePoint groups
or security groups will depend on your approach for SharePoint Online. There are
many advantages to leveraging security groups within SharePoint. The biggest
advantage may come with a Hybrid deployment of SharePoint Online, while
providing a seamless transition from Exchange Online to on-premise.

Distribution lists, on the other hand, have different advantages and disadvantages
for being leveraged in AD.

Some of the common advantages of distribution list management in AD are
as follows:

¢ Continue to manage your on-premise process for groups/ lists

e Simplified helpdesk management of distribution lists

e Maintain your existing groups/ lists already established within AD

e In Hybrid mode, leverage the same lists for both online and on-premise users

[60]
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Some of the common disadvantages of distribution list management in AD are
as follows:

e Users cannot directly modify distribution lists, unless the list was created in
Office 365 or the authority belongs to Office 365, for that group
e Group membership changes will take up to 3 hours, while waiting for

directory synchronization

An example of how you may position Directory Synchronization in your
environment is shown in the following diagram:

Office 365 DMz Internal

Exchange \
SharePoint \ l - \ &
- — I\

——

Office 365 Administration

User Directory Directory Company Sites AP
Security Groups Synchronization D
dlp b dlp =

Exchange Online || SharePoint Lync Online
-Users Online -Users D—D Q g Q
-Distribution Lists || -Users -Security Groups US Accounting Jane Doe John Doe All_HR
-Email Enabled -Security Groups B
-Security Groups D

Human Resources

Active Directory Federation Services
(ADFS)

With Office 365, Microsoft offers a single account sign-on experience, or single sign-
on. Microsoft leverages Active Directory Federation Service 2.0 (ADFS) to provide
this single sign-on experience. ADFS enables organizations to connect their existing
Active Directory (AD) forest to Microsoft's federation infrastructure, creating a
secure trust relationship with Microsoft. Once your organization is connected

to this service, you can then allow your users to log on to the Office 365 services
you provide, with their Active Directory credentials. There are many benefits for
organizations providing this type of access. These benefits include:

e A simplified logon experience
e Less confusion versus maintaining multiple accounts/passwords

e Business control to quickly disable access to AD accounts when an employee
leaves the organization

e AD policy adherence defined by the business (for example, password
complexities, password attempt limits, and so on)
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e Internal/External logon restrictions (for example, allowing users to only
connect to the service while on the corporate networks, versus connecting
outside the corporate network without a VPN)

e Enhanced security (for example, two-factor authentication)

e Ability to provide simplified logons for all ADFS services
In order to deploy ADFS within your environment, there are some initial areas
to consider:

¢ Base requirements

e Database requirements

e Authentication strategy

e Infrastructure design considerations

Base requirements

The following are some of the base requirements you should consider. These base
requirements include:

e Active Directory
e  Windows 2003, 2008, or 2008 R2 domain controllers
e Publicly routable User Principal Name (UPN) (for example, a valid UPN is

$username$@domain.com, not domain\%username %)

David Greve Properties

_ tember Of | Dial-iny I Envionment | Sessions | Remote contral |
Remate Deskiop Services Profile I F User Principal Name
General I Address  Account I Prafile I T (UPN)
— -J
|Jger logon name:
[dareve | @pointbridgelab.com  ¥|
|Jzer lagon name [prewindows 2000];
[pblab\ [darevd]
Lagon Haours. . | LogOn To... |
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Many organizations have their users log on as domain\%username%, which has been
a standard practice since the first logon methods, when domains were introduced

in the Windows NT days. Changing to this standard is not difficult, but it will be an
important communication/training for your end users when they leverage the Office
365 service. You do not need to change the computer logon to a UPN logon, just the
logon to Office 365 services. If you do not leverage a publicly routable UPN in AD,
you can simply add one by following these steps:

1. Go to Active Directory Domains and Trusts.

2. Go to Properties of Domains and Trust.

3. On the UPN Suffixes tab, add the UPN you plan to register for Office 365.
4. Now update the users for whom you would like to have this UPN.

It's also important to leverage a UPN that closely matches the user's e-mail address.
The reason why this is important is that a UPN looks like an e-mail address and

by providing this to your users, you may cause confusion if it's a different address.

There are also some other complexities to services such as Lync, when leveraging a
different UPN for a user's logon versus their e-mail address.

Single ADFS farm versus multiple farms

When you deploy ADFS, you essentially create a single ADFS farm.
. An ADFS farm is a set of ADFS servers that communicate to a single
& database source. When you assign a UPN to a user, they can only
= authenticate to one ADFS farm. Most organizations will leverage a
single farm; however, you may consider multiple farms if you leverage
multiple UPNs and you choose to provide local authentication to
regional areas that connect to the same Active Directory environment.

You also need to plan to deploy an Office 365 Directory Synchronization server. This
service is a key requirement for ADFS. The Directory Synchronization server updates
your Office 365 subscription with all of the federated versus non-federated accounts.
This is important, so the service knows not to allow a logon without approval from
your Active Directory environment.

Database requirements

In addition to the base requirements, ADFS also requires a database server to
attach to. The out of the box configuration is ready to attach to a Windows Internal
Database (WID.) WID is basically a SQL Express deployment within Windows.

[63]
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For most base deployments, WID is acceptable. WID has the following limitations:

e WID does not tolerate high latency connections (you cannot deploy multiple
ADFS servers in a single ADFS farm and span it across slow WAN links)

e WID can only support up to five ADEFS internal servers

e Only one ADFS internal server will be considered the master read/write server

If you plan to span ADFS across multiple sites with slow connections, or you plan
to deploy more than five servers, you may want to consider a SQL deployment to
support the ADFS servers.

Authentication strategy

Another requirement for ADEFS is planning out your authentication strategy.

The major fact you need to know about ADEFS is how it routes the user to the

ADFS servers. Today, DNS is primarily used to refer the connecting client to the
appropriate ADFS server. All users have to log on to the service with a UPN. As
mentioned earlier it looks similar to $username%@domain.comand the user's logon
domain is companydomain.com. As DNS is used, you are somewhat limited on how
you leverage ADFS. The following diagram shows an example demonstrating the
first few steps of authentication:

Office 365

Domain Controllers  ADFS Internal ADFS Proxy i//'
2
w

3b
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The first step is for the user to request access to the service. Office 365 then
determines if the user is an ADFS or a non-ADFS user, based on UPN. If the user is
an ADFS user, the user is then referred to an address set up within the service. As
an example, it may be sts.domain.com (based on the user's UPN.) The end user
then does a DNS lookup for the location of that server (the sTS DNS A record part.)
If the end user is outside the network (for example, public IP outside the internal
network where ADEFS is located), the user will likely get a public IP address for the
ADFS proxy servers, which will securely traverse to the internal AD infrastructure
(see path 3a, in the preceding diagram). If the end user is within the internal private
routable network on the same network as the ADFS internal server, the user will
receive the internal IP address for the ADFS internal servers.

The primary limitation with this setup, for all users leveraging the UPN as @domain.
com, is that you can only have one DNS record to refer the user to a proxy or internal
ADFS server. This creates challenges for those companies looking to globally
distribute ADFS for redundancy or performance reasons.

For those companies looking for redundancy or local authentication performance,
there are some options. The companies that want to maintain the same UPN for
all users, but need to provide global redundancy, can deploy a DNS solution that
enables the capability to load the balance information between sites. This is based
on the location of the user, availability of the services, and general performance of
the servers. F5 (http://www.£5.com/solutions/availability/global-load-
balancing/) is one example of a great option to enable this capability. With a
solution from F5, you can deploy an ADFS server to each of your sites dedicated
to ADFS, and then rely on the F5 DNS service to direct your users to the
appropriate servers.

a1

~ Review the ADFS Office 365 guides from Microsoft, when
scaling ADFS servers.
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If you are required, or have the ability to manage multiple UPNs, you have the
option to deliver users to a specific site, based on their UPN. The following diagram
shows an example of how this would work:

Globaldomain.com

username@globaldomain.com
Domain Controllers  ADFS Internal !\ADFS Proxy

3p T— @g Office 365

Domain Controllers /
,/
RegionalsitedomainM
username@regjonalsitedomain.com

= [ = [ Ve

Domain Controllers  ADFS Internal ADFS Proxy

Infrastructure design considerations

Many organizations have various operating requirements or Service-level
Agreements (SLA) when deploying certain types of service within their
infrastructure. In most organizations, e-mailing is considered a mission critical
service for their end users. With that, ADFS offers organizations a great amount of
deployment options to support various internal SLAs for the servers hosted by that
organization. These requirements often include:

e Base infrastructure

e Base infrastructure with redundancy

e Base infrastructure with redundancy and a disaster recovery site

e Base global infrastructure to support local regional logons

Let's review what these deployments may look like in your organization.

[66]
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Base infrastructure
At the core of it, there are minimum infrastructure requirements to support ADFS
within an organization. These minimum requirements include:

e ADFS internal server

e ADFS proxy server

e Directory Synchronization server

The following diagram shows an example of a base infrastructure:

Office 365 DMz Internal

0365 Admin) ¢ Exchange
I Online I { l é
SharePoint
Online ADFS Proxy ADFS Internal

Federation . L
N I I Services Directory
Synchronization

Base infrastructure with redundancy

If the ADEFS internal server or ADFS proxy server were to go down, your users
would not be able to authenticate to the Office 365 service. What this means is, your
users will not be able to connect to read e-mails online or in an active state. To most
organizations, this is unacceptable. To fulfill a base infrastructure with localized

redundancy, you may consider the following items:

e ADFS Internal
° Single primary internal server
° Redundant internal server

° Managed by software or hardware load balancing

e ADFS Proxy
° Redundant proxy servers
° Managed by software or hardware load balancing

e Directory Synchronization server

[67]
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The following diagram shows an example of a base infrastructure with redundancy:

Office 365 DMz Internal

0365Adm|n SEIERES
I Online I I Q I I [ [ g
SharePoint
Online ADFS Proxy ADFS Internal

Federation : L
. Senvices Directory

Synchronization

Now you are probably asking, why is there not a redundant Directory
Synchronization server? Directory synchronization only occurs every 3 hours, out

of the box. The purpose of directory synchronization is to ensure that Office 365

has the most recent account information from your local AD environment. If this
server was to go down, your loss would only be no updates to Office 365. This server
does not need to be up for users to log on (as long as the user's account has already
been synchronized.) Arguably, you could build a standby server for Directory
Synchronization, but you could also rebuild this server in a few hours, if you have a
virtual or another readily available server. Your downtime would be pretty limited,
if you have the options mentioned above.

Base infrastructure with redundancy and a disaster
recovery site

Many organizations today require disaster recovery sites for all critical services.
These disaster recovery sites often mirror their data centers, in the event a core
service goes down. Adding a disaster recovery site adds complexity to the base
deployment of the Office 365 infrastructure.

The ADFS internal and ADFS proxy servers have a single dependency of a Directory
Synchronization server to enable users for authentication. When you install ADFS,
you are required to attach it to a database server. The standard configuration for a
base ADFS installation is to attach it to WID; however, when you plan to span ADFS
across multiple sites, you may need to consider a SQL deployment. To fulfill a base
infrastructure with localized redundancy and a disaster recovery site, you may
consider the following items:
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e ADFS Internal
° Single primary internal server
° Redundant internal server
° Managed by software or hardware load balancing
°  Communications with a SQL Cluster

° Single or dual internal server at the Disaster Recovery (DR) site

e ADFS Proxy
° Redundant proxy servers
° Managed by software or hardware load balancing

° Single or dual proxy server at the DR site

e SQL Cluster

°  Two SQL servers at the primary site, supported by Windows
Clustering

° Single or dual SQL servers at the DR site, leveraging geo-clustering,
replication, or mirroring

e Directory Synchronization server

The following diagram shows an example of a base infrastructure with redundancy:

Office 365 DMz Internal

0365 Admin) § Exchange
1 Online =
u SharePoint
Online ADFS Proxy ADFS Internal SQL Cluster

Federation 1
3 Services Directory

Synchronization

uoneolday

DMZ DR Site v
ADFS Proxy ADFS Internal  SQL Cluster
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There are a few important things to note in order to support this type of
configuration. To start, your SQL environment needs to be able to synchronize the
changes frequently and read/ write will have to take place, to the SQL DB, once the
ADFS servers are active in the DR site. Another consideration is how you plan to fail
over to the DR site. Consider leveraging a solution that can perform failover for a
DNS record. You may deploy a DNS failover solution or an infrastructure solution
that enables failover for data centers.

Base global infrastructure to support local
regional logons

Some organizations operate independently based on sites or regions, but support
the same infrastructure throughout. These organizations may also manage their
own existing AD domains and messaging infrastructure. In some cases, it may be
necessary to deploy independent ADFS environments, to support local management
and authentication for those sites.

This may come in two forms —a redundant ADFS deployment covering multiple
sites or independent ADFS farms at each site. Redundancy for an ADFS farm allows
you to use a single UPN across all of these sites; however, having redundancy does
not guarantee that you can direct users to the appropriate site. To accomplish this,
you would need to have a load balancer that can sense where the user is coming
from (source IPs, and so on).

Alternatively, you can deploy multiple ADFS farms within your organization.

The limitation with multiple ADFS farms is that you can only assign a UPN to a
single farm and you cannot span a single UPN across multiple farms. To leverage
multiple farms, you would need to be able to direct specific UPNs to each farm. As
an example, you may assign $username%@regionl.comto ADFS farm 1 in region 1,
while $username%@region2.com would be assigned to ADFS farm 2 in region 2. To
fulfill a base global infrastructure to support local regional logons, you may consider
the following items:

e Regionl
°  ADFS Internal

[e]

Single primary internal server

o

Redundant internal server

[e]

Managed by software or hardware load balancing

°  ADFS Proxy

[e]

Redundant proxy servers
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[e]

Managed by software or hardware load balancing

o

Directory Synchronization server

e Region?2
°  ADFS Internal

[e]

Single primary internal server

o

Redundant internal server

[e]

Managed by software or hardware load balancing

°  ADFS Proxy

[e]

Redundant proxy servers

o

Managed by software or hardware load balancing

The following diagram shows an example of a base global infrastructure to support

local regional logons:
é%g DMZ Region 1
%username%@regionl.com @{ I; ' @{ °~| 2 ' 'o" s

ADFS Proxy ADFS Internal

Office 365

0365 Admin) ¢ Exchanee ~|
Online °
Directory
SharePoint Synchronization
Online

DMZ Region 2
1= . Federation @ 1 -1
= Senvices 218 3 B
ADFS Proxy ADFS Internal

@ ADFS Farm 2

%username%@region2.com
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ADFS summary

At a fundamental level, a simple ADFS deployment does not require much
complexity to offer your users a simplified logon to the service. The good news is
that if you are planning to pilot the service, a basic infrastructure is all you need

to get started. As you start to evaluate Office 365 further, you will start adding
complexity to your core infrastructure, in order to support your business. In most
cases, this is not significantly more complex than the services you have likely already
planned and deployed for your users, meeting your existing general business
requirements and SLAs.

Exchange Hybrid

Exchange Hybrid is really a rich coexistence option provided by Microsoft, by
leveraging existing native Exchange tools. Exchange Hybrid offers customers with an
existing Exchange 2003, 2007, or 2010 environment the capability to integrate directly
your Office 365 subscription. Think of the integration as merely an extension of your
environment. The integration components can be enabled, when a customer deploys
Exchange 2010 (SP1+) in their environment. Integration is established by creating an
Exchange Federation agreement from the on-premise Exchange Organization, to the
Office 365 subscription. The benefits of Exchange Hybrid are:

e Mail routing through Exchange 2010, leveraging TLS

e Mail routing control (mail flow from/to Office 365 or on-premise)

e Simplified management from Exchange 2010, Exchange Management
Console (EMC)

e Maintaining a long-term Exchange mailbox presence on-premise and in

Office 365

e Calendar Free/Busy lookup between Exchange on-premise and
Office 365 mailboxes

e Simplified mailbox moves between Exchange on-premise and
Office 365 mailboxes

e Simplified desktop Outlook 2007+ conversion between Exchange on-premise
and Office 365 mailboxes

e Single Outlook Web App (OWA) URL between Exchange on-premise and
Office 365 mailboxes
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As you plan for your deployment to Office 365, there are many areas you need to
consider for your hybrid deployment. The following are the key areas that we
will review:

e Is Exchange Hybrid the right fit?

e Exchange Hybrid deployment considerations
e Exchange Hybrid design examples

e Exchange Hybrid summary

Is Exchange Hybrid the right fit?

The answer to the question, "Is Exchange Hybrid the right fit?", is easier for
organizations with a single Exchange Organization consisting of Exchange 2003,
2007, or 2010 in your existing AD environment. The answer to this question gets
more complicated if you have a hosted Exchange environment or you are leveraging
a non-Exchange messaging system. The reason for this is due to the requirements of
an Exchange Hybrid deployment. Exchange Hybrid requires the following:

e Office 365 Directory Synchronization in the same AD environment as the
Exchange Hybrid server

e The existing AD must be Windows Server 2003 forest functional mode or
higher

e Mailbox moves by the Hybrid server have to occur from the existing
Exchange organization, leveraging Office 365 Directory Synchronization

If you currently have an Exchange Organization and you can connect the Directory
Synchronization server to the same AD environment for a long term, deploying an
Exchange Hybrid server will be an advantage. Some of the key advantages are:

¢ By deploying an Exchange Hybrid server, you will greatly simplify the
mailbox migration process to Office 365

e By simplifying this process, you are cutting down the need to introduce
third-party tools for either migration or coexistence

¢ Enables the ability to perform a staged migration versus a flash cut over

e Greatly improved user experience during a migration by not causing users
to re-download their cached mailbox, providing them with a rich
coexistence experience
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If you currently have a disconnected Exchange Organization (hosted or you are
being split off from another company) or you have a non-Exchange messaging
system, a Hybrid server may not provide you with a significant advantage. The
reasons why you may want to deploy an Exchange Hybrid server, in this scenario,
are as follows:

¢ You plan to maintain an on-premise messaging system and want it tightly
connected to your Office 365 subscription

e You plan to use this infrastructure as a swing infrastructure to speed up
migrations from an existing messaging system

¢ You have applications that depend on connecting directly to an Exchange
Organization (not necessarily for open-relaying)

If you choose not to deploy an Exchange Hybrid server, or the Exchange Hybrid
server does not fit your environment, you will be dependent on third-party tools

to perform the migrations and if necessary to create coexistence with Office 365.
Leveraging third-party tools does increase complexity and costs, but there are some
great third-party tool options that can simplify this process. We will review those
tools in the Exchange Hybrid deployment considerations section.

Exchange Hybrid deployment considerations

An Exchange Hybrid server can be deployed in almost any environment connected
to Office 365 by Active Directory and the Office 365 Directory Synchronization
server. When you plan to deploy an Exchange Hybrid server, you need to consider
several items:

e Location of your existing messaging system and users

e Migration bandwidth for the Hybrid server

e Scaling your Hybrid server (including availability services)

e Exchange Schedule Free/Busy Store

Let's review these items and their importance.

[74]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012
834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Chapter 4

Location of your existing messaging system

You may have a centralized or distributed messaging system. Likewise, you may
have subscribed to the Office 365 service in one of the three major regions. If you
maintain a centralized messaging system, it may be important to locate an Exchange
Hybrid server at that location. By locating the Hybrid server closest to your existing
centralized messaging system, you will prevent latency and possible corruption
when migrations occur.

Also, if you have a centralized messaging system, you may have adequate
bandwidth to support the query attempts made by end users when performing user
information lookups such as free/busy, and so on.

If you have a distributed messaging system, you may have to consider the following;:

e Are the users leveraging the same e-mail namespace across all systems?

o If users are leveraging a different e-mail namespace across regions, can you
break down the namespace and regions, and group them together for a
distributed Hybrid deployment?

e s there a primary site that all users eventually traverse to, in which you
could locate the Hybrid server?

e If you are distributed across multiple regions and are there a larger number
of users within the region in which you can locate a Hybrid server?

There are many more questions that can be asked when planning your Exchange
Hybrid server deployment. In most cases, the Hybrid server will follow existing
Exchange 2010 architectural decisions. We will review the various design examples
in the Exchange Hybrid design examples section.

Migration bandwidth for the Hybrid server

If you have an existing Exchange Organization, you are likely planning a migration
while leveraging the Hybrid servers. Bandwidth is a critical component when you
position this Hybrid server. If your organization has minimal bandwidth, both
during business hours and off-business hours, you may need to consider renting
additional bandwidth during the migrations. Otherwise, you may have to relocate
the Hybrid server. If you have adequate bandwidth, the next step will be planning
and testing your migration throughput. We will dive in deeper on migration
throughput planning in Chapter 7, Preparing for a Hybrid Deployment and Migration.
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Scaling your Hybrid server

Much like the location of your messaging system, the scale out of your Hybrid
environment may be necessary. The key considerations for scaling your Hybrid
environment are as follows:

¢ You plan to maintain a long-term Hybrid environment
¢ You plan to leverage multiple Hybrid servers in multiple environments

¢ You want to increase migration throughput for the various e-mail
name spaces

While scaling out your Hybrid servers may be an advantage, it's important to plan
how your users will leverage these servers or if they will be used at all. Currently,
the Hybrid servers respond to users' requests based on the services provided. As
an example, if you have Autodiscover set up, it's likely that only a load balancer or
array will respond to that lookup for the namespace specified.

Exchange schedule Free/Busy store

Office 365 does not support the use of Public or System folders. When a user is
migrated to Office 365, they start to leverage the availability service for Free/Busy
lookups, the Offline Address Book (OAB), and other services such as the
Out-of-Office Assistant.

If you have Public folders in place today, it's important to note that any users
migrated to Office 365 will not be able to leverage Public folders, once moved in
to Office 365.

On the other hand, you may have the Free/Busy store within your environment.
Office 2003 and earlier leveraged Exchange Free/Busy information within the system
store. When building a Hybrid deployment, you will need to provide Free/Busy
information to Exchange 2003/ Office 2003 users, while leveraging the Exchange
Hybrid server. This means, the Exchange Hybrid store maintains a System folder for
the Office 365 users, while in coexistence. The positioning of this server(s) and the
System folder replicas will be important to all users leveraging this store for lookups.

The distribution of this system store will be important for Exchange 2003/ Office 2003
users, as delays may cause inaccessibility to Office 365 user's Free/Busy information.
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Exchange Hybrid design examples

An Exchange messaging organization can be deployed in many ways. Likewise,
an Exchange Hybrid deployment can follow a similar approach. Optimizing the
positioning of your Exchange Hybrid deployment is critical in both migrations and
client response times. Some examples of a complete deployment, including ADFS
integration are as follows:

e Centralized Exchange organization

e Distributed Exchange organization

¢ Disconnected Exchange organization or non-Exchange messaging environment

Centralized Exchange organization

The following diagram shows an example of a centralized Exchange Organization
with the Exchange Hybrid server deployed in the same site. The Exchange Hybrid
server maintains the Federation agreement with Office 365 and all mail routing to/
from Office 365:

Office 365

0365 Admin

Internal

DMz
= e

[

<1 ) = ==
ADFS Proxy ADFS Internal

Federatlon Directory
Ser\/lces Synchronization
\ g)\_/ ‘ N \_/ ‘
E L% o
|

Hybrid Server  Client Access Server Mailbox Server

Exchange
Online
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Distributed Exchange organization

The following diagram shows an example of a distributed Exchange organization
with the Exchange Hybrid server deployed in multiple sites. The Exchange Hybrid
server maintains the Federation agreement with Office 365 and all mail routing to/
from Office 365. However, in this example, the additional Exchange Hybrid server
manages Autodiscover/availability services for the other sites. If the first Hybrid
server becomes unavailable, the Federation Trust needs to be transferred:
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ADFS Farm 2
%  ~
N\}/\\Avanbluty Servrce\

%usernamedregionl.com [ E b\ 5&/\ 5

Hybrid Server  Client Access Server Mailbox Server

Disconnected Exchange organization or
non-Exchange messaging environment

In this scenario, the Exchange Hybrid server's purpose would only be to manage
mailboxes you plan to keep on-premise long-term or you plan to use the Exchange
Hybrid server as a swing server to Office 365. In this case, it's unlikely you already
have an Exchange organization deployed. The following are examples of these
two approaches:

e Maintaining on-premise Exchange mailboxes for a long term:
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e Using Exchange Hybrid as a swing migration environment:
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Although an Exchange Hybrid server is not required to perform migrations to Office
365, in this example a Hybrid server is used for a number of reasons that include:

Office 365 DMZ Internal

ST

—
Hyb:

e Plans to keep some mailboxes on premise for a long term

¢ Increase the performance of a migration to Exchange for the end users,
minimizing third-party coexistence requirements

e Third-party coexistence tools do not exist for your messaging system
e Storage is not a limitation

e Bandwidth is a limitation, therefore making a staged migration from
Exchange Hybrid a more attractive solution
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Exchange Hybrid Summary

There are many options when planning for an Exchange Hybrid server. Whether you
have a centralized environment, distributed or disconnected environment, there is an
architecture that fits your organization. Once you have completed your integration
planning for Office 365, you will be ready to start the preparation process.

Non-Exchange messaging systems

Believe it or not, not everyone has a Microsoft Exchange messaging system within
their environment. Although we are not focused on non-Exchange messaging
systems, it's still an important topic when working towards an understanding of
how to integrate with Office 365. The key items of focus for non-Exchange Messaging
Systems are:

e Active Directory readiness
e Coexistence options

e Migrating from a Non-Exchange messaging system

Active Directory readiness

If you are managing a non-Exchange system, you already know that your Active
Directory environment may not match your existing messaging environment. As an
example, if you have Lotus Notes or GroupWise environments, these environments
do not depend on Active Directory for authentication. Because of this, it's likely that
your messaging users may not be an exact match to your Active Directory users.

In fact, even if they match, the attributes may not look the same. When you plan to
migrate a non-Exchange messaging system, it's necessary that you update Active
Directory if you plan to leverage Office 365 Directory Synchronization. When you
leverage Directory Synchronization, you create your Office 365 Address Book, for
all of the services you leverage. This address book is critical, as it provides

the following:

¢ Entries in the Exchange Global Address List (GAL), providing your
migrated users the ability to e-mail users who are still on-premise
e SharePoint Security Groups and a general user list

e Lync Address Book, enabling you to add people within your organization to
your contact list
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By having inaccurate data within the address book, you risk users not finding who
they are trying to address and this will result in Non Delivery (NDR) e-mail messages
due to an invalid or inaccurate e-mail address information in Active Directory.

Having accurate data within Active Directory will enable you to smooth out both
your coexistence and migration options. If you leave inaccurate data in Active
Directory, after you start this process, you are likely going to cause some pain to
your users.

Coexistence options

There are two types of coexistence options, when considering a migration from one
platform to another; these are:

e Basic coexistence

e Rich coexistence

Basic coexistence

Basic coexistence is the ability to provide a unified address book and efficient
mail routing between the mail systems. Out of the box, if you leverage Office 365
Directory Synchronization, you should be able to achieve this.

Rich coexistence

In addition to basic coexistence, rich coexistence also provides the users the ability to
communicate with little differentiation between mail systems (includes translation of
calendar invites, rich text in e-mails, and so on). Rich coexistence should also enable
the ability to see calendaring information between the two systems (for example,
free/busy).

There are many tools to provide this type of coexistence. Some require a coexistence
server to be deployed, which manages all the traffic to/from Office 365 and the on-
premise mail system. Other tools provide synchronization of mailboxes between
the systems.
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Migrating from a Non-Exchange messaging
system

The Exchange Hybrid server offers a great way to migrate users from on-premise

Exchange environments to Office 365. So what do you do when you don't have an
on-premise Exchange environment or have a hosted Exchange environment? You
leverage one of the following methods:

e Use the simple migration method provided by Office 365 (ideal for
smaller organizations)

e Purchase a third-party tool specialized in migrating from your source
messaging environment to Office 365

Migrating any mail is certainly not the easiest option; purchasing a third-party
tool is likely to be the most ideal option. Third-party tools typically offer the
following benefits:

e Translating of e-mail addresses from the source messaging system to

Office 365 (for example, converting a Lotus Notes e-mail address to an
SMTP address)

¢ Enabling the ability to scale up a number of migration consoles to increase
the performance of the migration and number of mailboxes/data you
can migrate

e Providing reporting, enabling you to proactively repair or notify users of
a problematic migration of their mailbox

Certainly migrations from unlike messaging systems are not perfect, but leveraging
third-party tools will help streamline and smooth out the process by addressing
some complexities with manually moving users and easing the desktop e-mail
transition. In most cases, it's recommended to bring in experts that know how to
leverage those tools, if you move forward with them.
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Summary

Office 365 provides a nice set of basic and rich integration options for both Exchange
and non-Exchange messaging systems. We learned about the base integration
options to enable a simplified logon process for users to an extended integration
option, enabling rich coexistence for on-premise and Exchange Online organizations.
These options should help you work through your planning process, preparing you
for the deployment of these options.

Based on the integration options for professionals, small businesses, and enterprises,
you have to decide which path is correct for your organization. If you choose to
leverage the professional or small business path, then the next chapter is a right fit
for you, If you plan to leverage the enterprise path, you may want to skip ahead to
Chapter 7, Preparing for a Hybrid Deployment and Migration.

[83]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012
834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Preparing for a Simple
Migration

So far in this book, we have prepared you for purchasing and beginning to use Office
365. However, a key factor yet to be completed is migrating mailbox content from
your existing mail system.

In this chapter, we will discuss the various options available for performing
a migration to Exchange Online and what needs to be done to prepare your
environment for migration. We'll cover the following topics:

e Overview of a simple migration

e Available migration options

e Differences between source platforms

e The migration process

o Getting ready

A simple migration
When an organization looks to migrate mail in a single direction to Exchange Online,
it is called a simple migration due to the fact that it is one way.

Organizations looking to retain on-premise Exchange Server functionality, as well
as utilize Exchange Online would choose a hybrid environment over a simple
migration. A hybrid environment is a mixture of both environments which is more
complex to implement and maintain than a simple migration. We discuss these
further in Chapter 7, Preparing for a Hybrid Deployment and Migration and Chapter 8,
Deploying a Hybrid Infrastructure: ADFS.
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Migration options

There are really only five main mail platform types used by the organizations that
wish to migrate to Exchange Online. These are as follows:

e POP e-mail systems

¢ IMAP e-mail systems

e Hosted Exchange Server

e Gmail or Google Apps

e Exchange Server 2003 or 2007

Based on these platforms, we have created several scenarios which are reflective
of common customer environments and situations.

POP e-mail

Many small businesses currently utilize POP e-mail provided by their domain
name or website host. These are the simplest of migrations as the mailbox content
is migrated by relying on the PST file import functionality in Outlook. Users simply
need to import their existing PST file into the new Exchange Online mailbox.

IMAP

Some organizations may be utilizing IMAP either from a hosted service provider

or an on-premise server (such as Novell GroupWise). These mail systems can be
imported natively by using the migration wizard within the Exchange Online control
panel. It is important to note that IMAP only contains mail objects and folders (not
calendars, contacts, tasks, or any other Outlook-based items as these are stored in
PST files).

Hosted Exchange or Gmail

For organizations that have already made a move to cloud services and are using
e-mail from either a hosted Exchange Server provider or Gmail (or Google Apps)
they are better off utilizing third-party, cloud-based migration systems. An example
of this would be www.migrationwiz.com which allows the mailbox content to be
moved from the original mailbox directly into the new Exchange Online mailbox.
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Exchange Server 2003 or 2007

It is quite common to find organizations still running Exchange Server 2003 or 2007
either as a standalone solution or as part of the Small Business Server 2003 or 2008.

Effectively, all that is required is the enabling of RPC over HTTP for any of the
versions. However, this can prove to be challenging as the functionality was not
native to Exchange Server/SBS 2003.

In Exchange Server 2007/SBS 2008, however, there are more complexities around the
provisioning of the actual certificates and utilization of the Autodiscover functionality.

The actual migration is performed by running the migration wizard within the
Exchange Online control panel.

Staged migration

A staged migration allows you to choose which mailboxes get migrated to Exchange
Online and move at your own pace. During this process, however, users of both
Exchange Server on-premise and Exchange Online are in separate environments.

As a result, these users will not have access to a shared Global Address List or
Free/Busy information.

During the migration all e-mails that are routed via the on-premise Exchange Server
are also retained locally, which provides for rollback if required.

Cutover migration

A cutover migration will simply begin the process of migrating all mailboxes from
your on-premise Exchange Server to Exchange Online in a single step.

Migration option comparison

For simple digestion of the scenarios discussed earlier, we have broken down the
difference between options into the following table and listed requirements for each:

Migration type/  PST IMAP Third-party Exchange Exchange
Requirements migration tool staged cutover
Server access No No Possibly Yes Yes
Directory No No No Yes No
Synchronization
Define your Yes Yes Yes Yes No
own migration
schedule
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Migration type/  PST IMAP Third-party Exchange Exchange
Requirements migration tool staged cutover
SSL certificate No No Possibly Yes Yes
purchase

PC access to Yes Yes No No No

migrate content

The migration process—in a nutshell

The steps involved in the actual migration process will differ, depending on the
option chosen.

Effectively they will follow the same basic pattern:

1. Creating users' accounts
2. Activating Exchange Online mailboxes
3. Migrating mailbox content
Generally the Mail eXchange (MX) record is cut over after the completion of

a successful mailbox migration however some administrators prefer to do this
beforehand to ensure that no new mail items are left behind.

However, the key to a successful migration is not the actual mailbox content
migration itself, it is the planning and preparation.

Planning for migration

Several key factors must be addressed when planning the migration to Exchange
Online to ensure it is done successfully.

These are both technical factors, as well as human factors.

Technical considerations

There are numerous technical considerations which must be taken into account when
planning for a migration. Some of the more common questions are as follows:

e  Which of the above example scenarios mirrors yours?

e Have users been informed of the change?

¢ How much data can you send through your Internet link to Exchange Online
(meaning how many gigabytes of mail can be uploaded)?
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e Does your monthly Internet download allowance cater for the mailboxes
being downloaded back into the Outlook .0sT file for each user?

¢ Do you plan to start users on Exchange Online with their full mailbox
or just a portion of the recent content?

e Do you have access to all desktops so you can configure the new account
in Outlook?

¢ How many computers will you have to re-configure, and do you have the
resources to do them all in the timeframe?

Asking such questions will help determine your migration plan.

For example, if you have 80 users each with mailboxes of 5 GB then it is not

likely that you will be able to transfer 400 GB of data in a single weekend. This is
especially important as Exchange Online only supports mailbox transfer speeds of
500 MB per hour (higher speeds can be achieved by raising a support ticket before
commencing the migration). Therefore, you would most likely go for a staged
migration approach (if using Exchange Server) or alternatively a third-party solution
such as www.migrationwiz.com which allows multiple mailbox copy passes.

People considerations

Another key element of any migration plan is change management and
a communication plan with a view to ensure that the end user experience
is not a negative one.

It is important to notify users of any changes to their day-to-day operations that may
impact on their productivity as any disruption could further delay the migration or
leave a sour taste in their mouth.

A part of the change management is to inform users about the migration procedure
at a high level so that they are made to feel a part of the process.

There will also be an element of re-configuring desktops and mobile devices. So the
more comprehensive your change management and communications, the more you
will be able to empower the users to do the work themselves.

Preparing your environment for migration

Before beginning the migration process, it is important to ensure that your
environment has been prepared and that all requirements have been met.

Due to the varying requirements and processes we have broken these down between
types of migrations.
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Preparing for a Simple Migration

PST-based migrations are not documented as they are merely a file import procedure
which requires no preparation.

IMAP

In order for Exchange Online to access your IMAP sever/service, it must be
accessible via the IMAP protocol from the Internet, which is generally the case.

It is important that the users be created via the Office 365 administrative interface
either individually or in bulk.

You also need to prepare a listing of existing IMAP mailboxes in CSV format
which is imported into the Exchange Online control panel. This CSV maps the
IMAP credentials (e-mail address, username, and password) to the Exchange
Online mailbox.

Hosted Exchange/Gmail

When migrating to Exchange Online from a hosted Exchange or Gmail environment
you will generally have less access to the environment and as such, less preparation
work can be done.

The process will be similar to that of IMAP whereby users are created in Office 365,
followed by you working through the process of the third-party provider to get
access to the existing mail system and have the migration provider (for example,
MigrationWiz) move the content directly.

Exchange 2003 and Exchange 2007

A requirement of preparing to migrate to Exchange Online from Exchange Server
2003 and 2007 is to ensure that the server can be reached using the RPC over HTTPS
(Outlook Anywhere) method on port 443.

. You must have a valid SSL certificate installed from a trusted root
& Certificate Authority. Self-signed SSL certificates issued by your
—"server will not work as they are not recognized as "trusted" by
external sources.
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Chapter 5

To ensure that your Exchange Server is accessible by Office 365 and ready for

migration it is recommended that you test Outlook Anywhere by using the Microsoft

Remote Connectivity Analyzer (www.testexchangeconnectivity.com). To do this,

follow these steps:

1. Select the Outlook Anywhere test to be run, as shown in the
following screenshot:

Microsoft”

Remote Connectivity Analyzer

Select the test you want to run.

Exchange Server | Office 365

@ Microsoft Exchange ActiveSync Connectivity Tests

Exchange ActiveSync
Exchange ActiveSync Autodiscover

Microsoft Exchange Web Services Connectivity Tests

Synchronization, Notification, Availability, and Automatic Replies {00F)
Service Account Access (Developers)

Fla Microsoft Office Outlook Connectivity Tests

> |
= @ Qutlook Anywhere (RPC over HTTP) -i:::l

Outlook Autodiscover

Internet E-Mail Tests

Inbound SMTP E-Mail
Outbound SMTP E-Mail

=p Next
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Preparing for a Simple Migration

2. If you are using Exchange Server 2007 and already have Autodiscover
working then select the Use Autodiscover to detect settings option:

Microsoft” .
Remote Connectivity Analyzer

Outlook Anywhere (RPC over HTTP)

E-mail address:

asutil@paradynelab.com

Domain'User Mame {or UPN):

| paradyne\asutil
Password:

""""" Confirm Password
Confirm password: Enter your password

.......... | again. This can help

prevent typos that cause
invalid results,

_! Use Autodiscover to detect settings

@) Manually specify server settings

RPC proxy server:

mail.paradynelab.com

Exchange server:

mail.paradynelab.com

Mutual authentication principal name:

msstd:mail.paradynelab.com

RPC proxy authentication method:
Basic |Z|

(7] lunderstand that I must use the credentials of a working account from my Exchange domain to be able to test connectivity to it remotely. Ialso
= acknowledge that I am respansible for the management and security of this account.

Verification

Alternatively, if you do not have Autodiscover, or are using Exchange Server
2003, you will need to input various pieces of information to enable the
Analyzer to connect to, and interrogate, your server.
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3. If your environment is correctly configured the tests will complete
successfully (with or without warnings):

Microsoft®

Remote Connectivity Analyzer

0! Connectivity Test Successful with Warnings

Test Details

¥ Expand All | 53 Copy

¥4 Testing RPC/HTTP connectivity.
The RPC/HTTP test completed successfully.
» Test Steps

&' Start Over 4= Run Test Again

If the test fails, you will need to work through the issues listed to remediate
them before attempting to run the Analyzer again.

It is imperative that you achieve a successful test before attempting to
perform a migration to Exchange Online.

Requirements for a staged versus cutover
migration

If you plan to perform a cutover migration of your Exchange Server to Exchange
Online, there is no additional requirement for the implementation of the Microsoft
Online Directory Synchronization (DirSync).

Conversely, however, a staged migration cannot be performed without the prior
implementation of DirSync.

It is important to note that DirSync cannot be installed on a domain controller, which
can potentially be an issue in a single-server environment such as that of the Small
Business Server 2003 or 2008. If you are in this situation then you will either need

to join another server to your Active Directory domain purely for the purpose of
installing DirSync, or choose to perform a cutover migration instead.
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Preparing for a Simple Migration

Summary

In this chapter, we have walked you through some of the common scenarios seen
when performing a simple migration to Exchange Online.

By now, your environment should be ready and both you and your users should be
ready to make the final step and begin migrating your e-mails to the cloud.

In the next chapter, we'll cover the steps required to perform the actual migration so
that you can leave your existing mail platform in the dust!
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Performing a
Simple Migration

So far throughout this book we have guided you in getting your Office 365
environment up and running, as well as the options available for your organization.

In the previous chapter we walked you through the steps for preparing your
environment for a simple migration to Exchange Online, as well as provided you
with an overview of migration options.

In this chapter we will walk you through those various options to get you migrated
to Exchange Online successfully. We'll cover:
e Migrating from non-Exchange Server systems

e Migrating from Exchange Server

Migration from non-Exchange Server
systems

If you are currently using an e-mail system that is not based on Exchange Server
2003 or 2007, the migration is not as seamless as moving directly from Exchange.
However, it is still almost as quick and easy.

The two main steps involved in performing a simple migration from a non-Exchange
system involve creating the user accounts in Office 365, and then performing a
mailbox content migration using one of several methods.
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Performing a Simple Migration

Creating user accounts

If you are creating more than a handful of users it is recommended that you create
the accounts using the bulk account creation method, as this will save a considerable
amount of time.

This involves populating a Comma-separated Values (CSV) file with information
about your users and uploading it into the Office 365 admin console.

While the CSV file allows you to populate many fields with user information, the
two key fields required in order to create any user account are described in the

following table:
Field Description
User Name The maximum total length of the username is 79 characters

(including the @ symbol). It must be in the namee@
domain.<extensions format. The user's alias cannot exceed 30
characters and the domain name cannot exceed 48 characters.

Display Name The display name can be up to 256 characters long. Usually it's
the full name of the person

It is also recommended that you fill out the First Name and Last Name fields —each
of which is limited to 64 characters.

CSYV files must follow the same format every time so if you choose to leave any fields
blank, you must use a comma before moving on to the next field.

An example of using User Name, First Name, Last Name, and Display Name
fields looks like:

Tony@paradynelab.com, Tony, Sarno, Tony Sarno, ,, ;s rrrs1 11

If we choose to use just the required fields — User Name and Display Name — the
result would look like:

Tony@paradynelab.com, , ,Tony Sarno, , ,,,srrr1114

Despite the fact that we have not used the First Name or Last Name fields, we had to
still put a comma to allow the CSV reader in Office 365 to treat the field as blank. The
additional commas shown after the full name in the preceding example refer to other
fields; for example, Department, Phone number, Country, and many others that are
commonly left blank.

[96]
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Chapter 6

You do not need to necessarily generate a CSV file yourself as a sample CSV file can
be obtained from the Users section of the Office 365 administration portal. To obtain
this sample CSV file or to begin importing your created CSV file, go to New | Bulk

add, as shown in the following screenshot:

Users
Single sign-on: Set up | Learn more
Active Directory® synchronization: Set up | Learn mo

Manage external contacts in Exchange Online: Learn m

Meww | Edit | Resetpassword | Delete | Activate synced users

sers E

K add

m

=

You can select to download a blank CSV file that you can start using straight away,
or download a sample to see an example of how to fill it out with all the fields used:

Select a CSV file

To bulk add users, select a CsV file containing user information. To see the

Path and file name:

Browse...

Fiovwnlaad 3 Rlank FSyw fila
Lownicad a Dlank Cav e

Create a new CSV file from this template using a text editor, such as Motep

MNrwrnlaad 3 cammlae Sy Fila
LOWNIogad a 3gaimpic ‘o =

The column headings in your file must match the column headings in the s

Once the users have been created you will be presented with a list of the created
accounts and their temporary passwords. This list can also be sent to your current
e-mail address for reference purposes. This list can also be used to provide each user

with their initial login credentials.
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Performing a Simple Migration

Importing mailbox content

At this point you will need to determine which approach you should take for
importing mailbox content.

The following table will provide you with some guidance on selecting the

best option:

Current mail setup Recommended migration Requirements
method
A few users with Import PST files to new Outlook

POP3 mailboxes using
Outlook

Many users with
POP3 mailboxes using
Outlook

IMAP-based mail
system

Google Apps

Other hosted mail
systems

mailboxes

Use the Microsoft PST
Capture Tool. Alternatively,
third-party tools, available
from organizations such as
WWW . messageops . com may
be used.

Exchange Online built-in
migration tool. Many Office
365 customers and partners
prefer www.migrationwiz.
com to perform migrations
from hosted mailbox systems
to Exchange Online.

MigrationWiz

MigrationWiz

Outlook (x64) that can be
downloaded from http://
www.microsoft.com/
download/en/details.
aspx?displaylang=
en&id=28767

CSV files

CSV files

Access to all mailboxes
CSV files

Access to all mailboxes

As third-party mail solutions are not supported by Microsoft, it is recommended that
you engage the supplier directly or a Microsoft Office 365 partner.

IMAP migration

To begin a migration from IMAP systems using the built-in Exchange Online

system, log in to the Exchange Online control panel in Office 365. Click on the E-mail
Migration tab, click on New, and select IMAP, as shown in the following screenshot:
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B hitps://pod3TlZd.outlook.com/ecp/Uszers

E-Mail Migration

Welcome to E-Mail Migration.

Migrate Exchange mailboxes and mailbox content to the cloud. For IMAP
migrations, you have to create mailboxes in the cloud before you migrate
mailbox content.

Learn more about how to migrate e-mail,

Choose the mail system to migrate from:

Exchange 2007 and later versions - Automatically detect
connection settings with Autodiscover

Exchange 2003 and later versions - Manually specify
connection settings

@ IMAP

You will then need to enter your IMAP server details to begin the process. The
IMAP server name is the fully qualified domain name (FQDN) used on the Internet
to access the server. You should have information for this and the other fields
configured in your current mail program, or this information is provided by your
mail provider:

E-Mail Migration

Provide connection settings for your server (Step 1 of 4)
Enter the connection settings for the server you want to migrate email
from. These settings will persist between migration batches.

Learn more about how to migrate e-mail.
*Required fields

* IMAP server:

Authentication:

Basic E
Encryption:

Mane [~]

* Port:
143

MNumber of mailboxes to migrate simultaneausly:

3 []
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Performing a Simple Migration

The wizard will check connectivity to your IMAP server using your settings before
proceeding to the next screen.

On successful connection to your IMAP server you will have the option to exclude
certain folders from being migrated to Exchange Online. Unless absolutely required
it is recommended to exclude Trash folders or Deleted Items to minimize the mailbox
content and time required to migrate. At the time of writing, only up to 50,000 items
can be migrated (including Calendar and Contacts):

E-Mail Migration

Exclude specific folders from e-mail migration (Step 2 of 4)
You can exclude folders, such as Deleted Items and Junk Mail, and shared
or public folders.

*

At this point you will need to create a separate CSV file with access to all mailboxes
on your system, that will allow Exchange Online to connect to the mailboxes and
retrieve the content:

E-Mail Migration

Select mailboxes to migrate (Step 3 of 4)
Learn more about how to migrate e-mail.

*Required fields

* Select a CsV file:
| Choose File | imaplab.csv

The CSV file you create should be in the following format:

EmailAddress, UserName, Password
These fields are explained as follows:

e EmailAddress: It specifies the user ID for the user's cloud-based mailbox.

e UserName: It specifies the user logon name for the user's mailbox on the
IMAP server.

e Password: It is the password for the user's account in the IMAP
messaging system.
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Chapter 6

The CSV file contents would look like the following;:

firstname.lastname@domain.com, firstname.lastname, password

Once the file is uploaded, click Next to validate the user mailboxes and proceed to
the last step:

E-Mail Migration

Start the migration (Step 4 of 4)

We've run a preliminary data validation on your Csv file. To start the
migration, click Run. If you want to make changes to the CSV file, click Start
Over.

imaplabmail.csv
Number of rows: 1
Uploaded by admin@pd365trial.onmicrosoft.com on 3/6/2012 5:46 PM

‘When the migration is done, a report will be e-mailed to:
admin@pd3e5trial.onmicrasoft.com

Send a copy of the report to the following users:

Paradyne Admin X Browse

Migration Settings ¥

It is highly recommended that you specify a mailbox for sending the migration
report to the users.

After clicking on Run, the dialogue box will disappear and you will be able to
monitor the status of your migration from the Migration panel in the Exchange
Online control panel:

8 @ @ “

Mailboxes  Distribution Groups  External Contacts  E-Mail Migration

Active E-Mail Migration

& Migrating data from imaplabmail.csv
Started by admin@pd36&5trial.onmicrosoft.com on 3/6/2012 549 PM

Requested: Mailboxes - 1
Completed: Mailboxes - 1

Errars: Mailboxes - 1
Show error details...

E-Mail Migration
2
Migration started on 3/6/2012 5:46 PM
New messages sent to mailboxes on your old mail server are retrieved every 24 hours,

Total:
Errars:
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Performing a Simple Migration

Migrating from Exchange Server

If you are migrating from an existing Exchange Server environment the steps are

relatively similar. As the Office 365 Small Businesses and Professionals plan does

not allow Directory Synchronization we have limited the scope of this section to a
cutover migration method.

The key steps involved in performing a migration from an on-premise Exchange
Server are:

1. Ensure that remote connectivity is possible using RPC over HTTP (as
discussed in Chapter 5, Preparing for a Simple Migration).
Grant the migration user full access to the mailboxes or mailbox store.

Run the Migration wizard from the Exchange Online control panel.

Granting access to all mailboxes in
Exchange Server

Assuming that you have successfully prepared your Exchange Server environment
to allow RPC over HTTP and tested it using the Exchange Remote Connectivity
Analyzer, we can now move towards the steps involved in migrating the mailboxes.

The first task required is to allow the migration administrator permissions to access
all of the mailboxes in order to migrate the contents to Exchange Online.

Assigning permissions in Exchange Server 2003

The process for this is relatively straightforward. Follow these steps:

Start Active Directory Users and Computers.
On the View menu, ensure that the Advanced Features checkbox is checked.

Select all the users you want to migrate, right-click on the selection, and click
on Properties.

In the Exchange Advanced tab, click Mailbox Rights.

5. Click Add, select the migration administration account you are using, and
click OK.

6. Make sure that the user is selected in the Name box. In the Permissions list,
click Allow next to Full Access, and click OK.
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Assigning permissions in Exchange Server 2007

In Exchange Server 2007 it is simpler to provide Receive As access to the entire
mailbox database using PowerShell.

The cmdlet to do this is relatively straightforward:

Add-ADPermission -Identity "<Mailbox Store>" -User "<Migration
Administration Account>" -ExtendedRights Receive-As

Performing the mailbox migration

After the migration administrator has been given appropriate permissions on all
mailboxes or mailbox databases, you can begin the actual migration process.

Log in to the Exchange Online control panel in Office 365, click on the E-mail
Migration tab, and click New, as shown in the following screenshot:

T
Exchange Server 2010

Mail > Options: Manage My Organization

Users & Groups a a
Roles & Auditing Mailboxes  Distribution Groups ~ Extemal Contacis  E-Mail Migration
Mail Control
Phone & Voice E-Mail Migration
88 New.. Complete migratio o]

There are no active migratians.
Use E-Mail Migration to migrate mailbox content from your server to your cloud-based organisation. The content of users' mailboxes will continue to synchranise until you
complete the migration.

The following factors can affect how long it takes to migrate users' mailboxes:

® The number of mailboxes being migrated

® The size of each mailbox

® The uplink speed of your Internet connection

® The number of simultaneous connections to your server

Learn more about how to migrate e-mail.

sign oul | Paradyne Administrator

My Mail @
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Performing a Simple Migration

A pop-up window will open requesting for the Outlook Anywhere configuration
details. Enter the Migration administrator credentials and the Exchange Server details
as used in the previous chapter for the Exchange Remote Connectivity Analyzer:

(@ E-Mail Migration - Mozilla Firefox [E=REER

| iy outlook.com | https://hknprd0302.outlook.com/ecp/UsersGroups/EmailMigrationWizard.aspx? pwmicid=1 |

E-Mail Migration (7]

Provide connection settings for your server (Step 1 of 2)

A new cloud-based mailbox will be created for each user in your Exchange
organization. Then mailbox data is migrated from Exchange to the
cloud-based mailboxes.

Learn more about how to migrate e-mail.

*Required fields

* DomainyUsername:
paradyne\administrator
* Password:

sssBBRRIIRS
* Exchange server:
mail.paradynelab.com
* RPC proxy server:
mail.paradynelab.com
Authentication:

Basic *
Mumber of mailboxes to migrate simultanecusly:

3 -

dmBack | = Net | ¥ Cancel
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Chapter 6

After entering all the details, click Next. The migration tool will test the connection to
your Exchange Server again. After the connection is successful the following window
will appear, where you can select the users who should be notified about the
migration status:

@) E-Mail Migration - Mozilla Firefox o S

|ﬁ L outlook.com | https://hknprd0302.outlook.com/ecp/UsersGroups/EmailMigrationWizard.aspx? pwrncid=1

E-Mail Migration (7]

Start the migration (Step 2 of 2)
We've run a preliminary check of your Exchange domain. To start the
migration, click Run, To select a different domain, click Start Owver.

mail.paradynelab.com
Contains: Mailboxes - 18
Requested by admin@paradynelab.com on 27,/01/2012 4:33 PM

When the migration is done, a report will be e-mailed to:
admin@paradynelab.com

Send a copy of the report to the following users:

Browse...

Migration Settings ¥

4m Start Over J Run * Cancel

After you click Run the migration will begin immediately. The tool will populate the
users in alphabetical order and create mailboxes for those users in Exchange Online
(this is the default behavior and cannot be changed). The status of the migration can
be seen in the Exchange Online control panel.

Summary

In this chapter we saw how to perform several potential methods available for
performing migrations from a variety of systems to Exchange Online.

By now your migration should be well on its way and there are several post-
migration considerations for you to review, which are covered in Chapter 10,
Deploying a Hybrid Infrastructure: Exchange Hybrid.
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Preparing for a Hybrid
Deployment and Migration

By now you should have a relatively defined plan on what integration services
you want to leverage from Microsoft Office 365, along with how you plan to scale
out these services. Our next objective is to start preparing our environment for

the integration services. In this chapter we will focus on working through the
various core services available to Office 365 and their integration requirements for
your environment. We will assume you have an existing Exchange Organization
within your environment, consisting of Exchange 2010, or you are planning to add
Exchange 2010 for this effort. We will focus on the following areas:

e Preparing your Office 365 subscription

e Active Directory preparation and readiness check
e Basic infrastructure preparation

¢ Defining the migration process

Preparing your Office 365 subscription

As you prepare for integration with Office 365, one of the first and most important
steps is to ensure that you have registered all of your User Principal Names (UPNs),
and e-mail domains that you plan to use with the service. This also includes any
e-mail domains you plan to coexist with, but leave on-premise. Let's recap on why
both UPNs and e-mail domains are important to register.

In Active Directory, a UPN is an individual's logon name. In many cases, you are
likely to use domain\%username% as the user's logon name. We need to change
this to the user's UPN; for example, $username%@domain (in some cases it may
be domain.local or a public domain.com.) We need to ensure that your UPN is
a public domain. Ideally, we should have the public domain matching the user's
primary e-mail address.
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Preparing for a Hybrid Deployment and Migration

E-mail domains are also important for registering in Office 365. First off, you cannot
assign a primary or secondary e-mail address to a mailbox, if the e-mail domain is
not registered with the service. Also, if you choose to enable Exchange Hybrid, you
will not be able to see the "free/busy" status for on-premise users if those e-mail
domains (set as their primary e-mail address) are also not registered within the
service. So it's important to register all e-mail domains you have assigned to users. If
you do not plan to use that e-mail domain, or no longer need it, remove it from your
users' mail/proxyAddresses attributes.

To register e-mail domains, you simply need to go to the Office 365 Admin

portal at https://portal .microsoftonline.com/Admin and log on as a global
administrator. Alternatively, you can also use the account with which you signed up
to the service. Click on Domains:

Microsoft
Online Services

It'g
If Of

Overview Ad

Custom Plan

o Exq
Manage out

Licenses an
Purchase
L am
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Now, add and verify all of the domains by repeating the following steps for
each domain:

1. Click on Add a domain, as shown in the following screenshot:

Domains

Your Microsoft Online Services account comes with a domain
Services services too. To add your domain, click Add a doma

If you don't already own a demain name, you can purchase o

Add a domain | Remowe | WView DNS settings | Trou

Domain name a Status

@  pointbridgelab.onmicrosoft.com Active
T

Add a domain | Remowe | View DNS settings | Trou

2. Now, as shown in the following screenshot, enter the domain name you plan
to add to your subscription:

Specify domain

To get started adding your domain to Microsoft Qnli
MNext.

You can only add domain names that you own. If you
add it to Microsoft Online Services.

pointbridgelab.com  effe—

Example: contoso.com
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Preparing for a Hybrid Deployment and Migration

3.

You must now create a record within your DNS provider, to validate your
domain. To do so, select either General Information or your DNS provider
from the pull-down list. In this example, we will select General Information:

Verify domain

Before we can add your domain name to Microsoft Online Services, we m
verification process, you add a specific record to the DNS records at your
ownership.

Each DNS provider supports different features, so we provide two ways th
M3X record.

Mote: The new DNS record does not affect how your domain works. Learr

See instructions for performing this step with: |{&E ] |

Arguably, the most optimal way to verify your DNS record is through a TXT
record. Most DNS providers will allow you to create a TXT record within your
service. If you do not see this option in your DNS admin console, contact your
DNS provider to have one added manually. Microsoft will provide the TXT
record information you need to add, as shown in the following screenshot:

See instructions for performing this step with: [[SEyEE inslructionsﬂ

Select a verification method:| Add a TXT record (preferred method) El

Use the table and instructions below to create a TXT record for a domain 1
instructions about verifying a domain, see Verify a domain at any domain

Create a TXT record at your domain registrar

Mote: Your domain registrar's website may differ from that described in t

Alias or Host Name Destination or Points to Address TTL

@ MS=ms32710945 1 Hour
1. Sign in to your domain registrar's website, and then select the dom
2. In the DNS management area for your account, choose the option t
3. In the TXT box for the domain, type the following: @
4. In the Fully qualified domain name (FQDN) or Points to box, typg
5. Where it asks for TTL information, type the following: 1 Hour
6. Save your changes, and then sign out of your domain registrar's we

7. Return to Office 365 and click the Verify button below.

Note:
Typically it takes about 15 minutes for your changes to take effect. Howev|
propagate through the DNS system.

Cancel

PUBLISHING
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As an example, the following screenshot shows what the entry would look
like, within your DNS service:

DNS for pointbridgelab.com

Status: Active
Preferences Renew | (cencel now)
Mail Exchangers: Not configured Edit MX List Set for O

(st addresses will be used for mail delivery)

Hostname Service Details
pointbridgelab.com A-record 76.234.46.147 Dec. 29, 20
www. pointbridaelab. com Alias (CNAME) pointbridgelab.com N/A

Add Hostname | ||

TXT Records (Optional Text Fields)

Host Data
pointbridgelab.com "MS=ms92710945"

4. Once you have added your TXT record to your DNS provider, click on
Verify. If your domain isn't verified successfully, you may need to wait until
DNS propagates. You can come back and verify your domain at any time.

5. Once you click on Verify, select Exchange Online and click on Next. If the
domain you added is the UPN that you also plan to use, you may want to
select Lync Online, too:

Specify domain services

Specify the services you'll use with your domain. Learn more

Exchange Online
Lync Online

SharePoint Online

Next Cance
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6. Unless you plan to route all the mails directly to Office 365, skip the DNS
settings section. (Also, do not make these DNS changes, if you plan to deploy
an Exchange Hybrid server.)

7. Repeat these steps to add the remaining UPNs and e-mail domains.

Active Directory preparation and
readiness check

Our next focus is to ensure Active Directory (AD) is ready for Office 365. The
purpose of this section is to check your readiness to synchronize AD with Office 365,
leverage ADFS, and enable Exchange Federation.

To easily identify the necessary changes, run the Microsoft Office 365 Readiness Tool
(http ://community.office365.com/en-us/£/183/p/2285/8155.aspx#8155). By
running this tool, we will uncover the key changes that may be necessary to leverage
the service. Once you run this tool, you will be able to identify the potential issues or
changes required for:

¢ E-mail domains
e Forest/domain structure and Exchange schema
e Active Directory users, contacts, and group objects and single sign-on

e Desktop readiness

E-mail domains

As mentioned in the Preparing your Office 365 subscription section, be sure to add
all your e-mail domains to the Office 365 Admin portal. This tool will highlight

all e-mail domains discovered from users within your messaging system. If you
are unaware of it, this tool will help you uncover those e-mail users. To easily find
users with an e-mail domain attached to them, open Active Directory Users and
Computers from a domain controller within your Exchange Organization. From
there, do a custom search and select Entire Directory. As shown in the following
screenshot, go to the Advanced tab and enter proxyAddresses=smtp:*@<domain.
com> (<domain.com> being the domain you are searching for users that are
bound to it):
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- Active Directory Users and Computers
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Forest/domain structure

Directory Synchronization and Active Directory Federation Services only support a
single forest and all sub-domains under that forest. In addition to only supporting
one forest, trust relationships cannot be used for authentication. All accounts must
reside in the forest that you plan to synchronize. Verify that all the accounts you
plan to synchronize will be accounts you plan to directly log on with. In addition, it's
assumed that you have already deployed Exchange 2010 Service Pack 2.

Active Directory users, contacts, and group

objects and single sign-on

Now review the Active Directory Cleanup and Office 365 Single Sign On and
Identity sections for attribute updates that may be necessary.
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The key items to address are mostly user, contacts, and group objects, when you
integrate with Office 365. It's likely you will not have to change many of your user
objects, unless you have steered far away from the AD best practices. The items
that come up frequently are the unsupported characters applied to objects that will
synchronize. The attributes you should review, as you prepare for synchronization,
are covered in the following sections.

Users

Quite often, the following attributes cause conflict with directory synchronization, so
review objects with these invalid characters:

e sAMAccountName: Invalid character examples are !, #,$,%, %, & {, }, \, /, ~, ~,
"woI,1,:,@<,>+ = ;,?,and *

e displayName: Invalid character examples are ?, @, and +

e mail:Invalid character examplesare [, !, #, 3, %, & *, +,\,/,= 2% {, },
and ]

e mailNickname: Invalid character examplesare ", \, /, [, 1, :, >, <, ;,
and spaces

e proxyAddresses: Invalid character examples are [, !, #, 5, %, & *, +,\, /, = 2,
~ {0 b and ]

e userPrincipalName: Invalid character examplesare }, {, # ', *, +,), (, >, <,

\///=/?/and\

Groups

In order for a group to be mail-enabled, it requires a display name and an e-mail
address. The same invalid characters for a user object, applies here.

Contacts

Contacts require a display name, proxy address and a target address. The same
invalid characters for user objects apply here.

Desktop readiness

The reason why Office 365 has desktop requirements is primarily due to the Office
365 Service Sign-in Assistant. The Sign-in Assistant is supported by Windows 7,
Vista SP2+, XP SP2+ and Mac OS X 10.5+. In this section, the readiness tool will
identify operating systems that are not supported. You may have some computers
that will show up in this report; however, those computers may also not exist.
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As this report pulls from Active Directory, it is possible that you may have some old
objects that have not been removed. Verify that your computers meet the minimum
requirements for the Office 365 Service Sign-in Assistant, as well as the version of
Office you plan to leverage.

Basic infrastructure preparation

To simplify our approach, let's start with a basic source Exchange 2010 environment.
A diagram showing the scope of the requirements is as follows:

Office 365 omaz Internal

SN g N
. b a
e M m ‘ ADFS Internal
m ADFS Prawy

Ry
)
=
Directory

Synchronization
- .
t .iQI 3
W =) E
= = &
A 2 @’

Exchange 2010 Edge Hyhrid Server Exchange 2010
MEBR/CASHUB

Let's focus on the necessary requirements for the following components:

e Directory Synchronization server
e Active Directory Federation Services

e Exchange Hybrid server

Directory Synchronization server

Only one Directory Synchronization server can be actively used within a single

Office 365 subscription. The following are the base requirements for this server:
e 32-bit deployment — Windows Server 2003 SP2 or Windows Server 2008

e 64-bit deployment—Windows Server 2008 Standard or Windows
Server 2008 R2

e AD domain joined within the forest that you plan to synchronize with
Office 365
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e Microsoft .NET Framework version 3.x installed

o  Windows PowerShell 1.0 installed

e 1.6 GHz+ processor

e 4 GBRAM (16 GB for 50 to 100 K objects and 32 GB for 100 K+ objects)
e 100 MB or1 GB NIC

e 100 GB+ free disk space for an object count less than 100 K (if you plan to
synchronize over 50 K objects, you will need to consider deploying Directory
Synchronization on a SQL server)

You need to provide the Directory Synchronization software with an Enterprise
Admin account during installation. Beyond the installation, the Enterprise Admin
privileges are no longer needed and are not saved. You will also need to provide an
Office 365 Global Admin account. Create a dedicated account for the synchronization
service. If you are required to change the password for this account, you will have to
re-run the setup, to set those new credentials on this server.

Active Directory Federation Services (ADFS)

As we discussed in Chapter 4, Integration Options for Enterprises, you have many
deployment scenarios which you can pursue for your ADFES farm(s). To keep things
simple, we are going to focus on deploying a single ADFS internal and proxy server.
Unless you plan to deploy more than five servers in a single farm or you plan to
span servers across slow WAN links, or you have more than 60,000 users leveraging
ADFS, proceed with these steps. If any of the previous items apply, you may need to
consider deploying ADFS on a SQL environment. If you are a candidate for a larger
farm or a more complex deployment, you can still follow these requirements, but
you need to consider adding a SQL deployment to the mix.

To get started, let's cover the minimum server specifications, as we prepare for Office
365. These servers can be physical or virtual machines.

The specifications for ADFS 2.0 are as follows:

e  Windows Server 2008 R2 (32-bit or 64-bit OS)

¢ AD domain joined (member only)

e 4 GBRam

e Quad core 2 GHz

e 100 MB free disk space

e  Microsoft NET Framework version 3.5; SP1 installed

e  Windows PowerShell 2.0 installed (with Windows Server 2008 R2 and .NET
3.51 to run the PowerShell cmdlets)
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The requirements for the ADFS proxy server are as follows:

e  Windows Server 2008 R2 (32-bit or 64-bit OS)

¢ Non-domain joined —recommended

e 4GBRAM

e Quad core 2 GHz

e 100 MB free disk space

e  Microsoft NET Framework version 3.5; SP1 installed

e  Windows PowerShell 2.0 installed (with Windows Server 2008 R2 and .NET
3.51 to run the PowerShell cmdlets)

One major key item to note about deploying both ADFS servers is their operating
systems. Microsoft has packaged a different install for Windows Server 2008 versus
2008 R2. It is highly recommended that you keep both the internal and proxy servers
at the same base operating system level. In addition, consider deploying both
operating systems at either 32- or 64-bit (recommending 64-bit, to stay current).

Next, we will need to create service accounts, to manage all ADFS services. The
following table shows some example service accounts:

Service account Service account purpose

ADFS-Admin The domain user account used for the ADFS Logon Service for the
internal ADFS server farm.

The domain user account with User access to the ADFS.

Databases located on the SQL server will need SYS admin
privileges on the SQL server temporarily during installation.

ADFS-Service The local computer account used for the ADFS Logon Service for
the ADFS proxy servers.

ADFS-Auth Used for authentication between the ADFS server farm and the
ADFS proxy server

Now let's prepare for the DNS entries that will be required for ADFS. For every
domain create an internal and external DNS record. Your internal DNS record will
point to your internal ADFS server, while your external DNS record will point to
your ADFS proxy server. If you are using a load balancer or plan to deploy multiple
ADFS servers, point these records to the virtual IP address of this load balancer.
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The following table shows an example of the records you may create:

Type Host Points to Address Where
A sts.DOMAIN.com ADFS VIP address Internal DNS
A sts.DOMAIN.com ADFS Proxy VIP address External DNS

Let's review the firewall rules you will need to enable:
e Create a firewall rule internal to your network to NAT, the virtual IP of the
ADFS proxy server
e TCP 443 to and from the Internet to proxy server
e TCP 443 to and from the ADFS proxy server and the internal ADFS
server farm
Finally, let's review what you should expect for certificate requirements.
e Third-party SSL certificates are required, to maintain a high level of security
for Office 365 services (Subject Name = STS.Domain.com.)

e A Standard X.509 certificate will be used for securely signing all tokens that
the federation server issues and that Office 365 will accept and validate.

e [tis recommended to use the token-signing certificate generated by the
ADFS server, as the ADFS server will auto-generate a new certificate prior
to expiring.

The certificate guidelines are as follows:

¢ Ensure that the private key is exportable

o The Certificate's key length should be at least 2048 bits

¢ The signing algorithm should be either SHA-1 or SHA-256

e Valid for a long term (as this will be managing your authentication)

e Key usage must be both server authentication (1.3.6.1.5.5.7.3.1) and
client authentication (EKU = 1.3.6.1.5.5.7.3.2)

¢ There should be no dotless subject names (for example, "servername" is
not allowed)

e  Must be from a well-known CA provider such as VeriSign, Entrust, and so on
e Root certificate authority is shared between the internal and proxy server

e SAN certificates can be used for the Exchange Hybrid implementation, but is
not recommended for the ADFS implementation
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Exchange Hybrid server

Our last integration component is an Exchange Hybrid server. Let's assume you have
Exchange 2010 in your environment today. Let's assume we do not want to impact
the existing Exchange 2010 server and we are going to add a single Exchange 2010
server to manage the Hybrid or integration with Office 365. To start out, let's identify
some initial server requirements. The following are the base requirements for

this server:

e Windows Server 2008 Standard or Enterprise and Service Pack 2 — 64-bit
e  Windows Server 2008 R2 Standard or Enterprise — 64-bit

e NET Framework 3.5 Service Pack 1

e IIS

e Windows PowerShell 2.0

¢ Windows Remote Management 2.0

e Exchange 2010 Service Pack 2 — 64-bit and latest Update Rollups (technically,
Service Pack 1 is required, but for our upcoming examples, we will be using
Service Pack 2. Service Pack 2 reduces the preparation down from 40+ steps
in Service Pack 1 to only a few steps.)

The recommendations for the physical server are:

e x64-bit architecture/processor and 64-bit AMD
e 16to20 GBRAM
e Disk space

°  OS Partition 40 GB

°  Exchange installation and working directory 60 GB
e Quad core processor (minimum 2x processor cores)

e 1GBNIC
The recommendations for the virtual server are:

o  64-bit Guest
e 16to20 GBRAM
e Disk space
°  OS Partition —40 GB
°  Exchange installation and working directory —60 GB
e 4 virtual processors

e 1 virtual NIC
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In order to apply changes to the Exchange Organization, we need permissions to the
Exchange Organization, as well as Global Administrator rights within Office 365.

We will need to create DNS records to help in routing mails to Office 365, as well
as support the migration of the Outlook clients. The following tables show the
recommended DNS additions that you may consider:

Domain verification

Type Alias or hostname Points to Address TTL

CNAME (MS record) DOMAIN. com 1 Hour

CNAME exchangedelegation. Autodiscover .DOMAIN. 1 Hour
DOMAIN.com com

Exchange Online

Type Priority Host Points to Address TTL
MX 0 service.DOMAIN.com service-DOMAIN-com. 1
mail.eo.outlook.com Hour
CNAME - autodiscover .DOMAIN. autodiscover. 1
com outlook.com Hour
CNAME - autodiscover.service. autodiscover. 1
DOMAIN.com outlook.com Hour
Type TXT Name TXT Value TTL
TXT DOMAIN. com v=spfl include:outlook.com 1 Hour
~all
TXT service.DOMAIN.com v=spfl include:outlook.com 1 Hour
~all
TXT exchangedelegation. XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 1 Hour
DOMAIN. com pl0:0:0:.9.6.0.0.0.0.0.0.0.0.0:¢
TXT DOMAIN.com PlO0.0.0.9.0.0.0.0.0.0.0.0.0.0.0.0.00.0.0.0.0000000.4 1 Hour

KAXXXKXKXKXXXXKXKXKXXXX

The above entries are used for the following:

e Service domain
°  Mail routing to Office 365, for migrated users

°  Auto-discover lookups
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e Exchange delegation
° Used to validate your domain, within the service

°  Also used for the Federation trust between on-premise and Office 365
Let's review the firewall rules you will need to enable:

e Create a firewall rule to the NAT (Exchange Hybrid) server IP. Allow port 25
to and from the internet to the Exchange Hybrid Server (An Exchange Edge
2010 server can also be used.)

e SMTP Relay (if required); TCP 587 and requires TLS.
e Mail routing (if required); TCP 25.

Often, organizations will ask what specific IPs the service connects to. Such questions
come up, primarily, so that the firewall administrators can restrict traffic routing

out of the organization. Microsoft provides a list, but recommends that you create
exclusions by the names of the connecting service, rather than the IPs. To find

the names and IPs for Exchange, go to http://help.outlook.com/en-us/140/
gg263350.aspx\.

For Forefront Online, go to http://technet.microsoft.com/en-us/library/
hh510075.aspx.

If you decide to track by IP, you may want to see the following RSS feed to ensure
you are proactive in your changes:

http://go.microsoft.com/fwlink/?1inkid=236301

Finally, let's review the certificate requirements for the Exchange Hybrid role. A
public certificate is required, to set up Exchange Federation. A public certificate will
essentially address both the Exchange Web Services and the Auto discover feature.
In addition, the Exchange Federation trust can be self-signed with an internal CA or
a public facing certificate. Exchange will automatically create a self-signed certificate,
if one does not exist.

Defining the migration process

Now that we have started the process of provisioning your servers, we also need to
start thinking about the migration process and the areas you need to also consider.
At a high level, there a few areas we should prioritize. These areas include:

e Bandwidth evaluations (user connectivity and migration traffic)

e Using Public Folders

e Communicating and training
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Bandwidth evaluations

While planning your migration to Office 365, bandwidth is an area that cannot be
overlooked. Most organizations planning to move to Office 365, likely host their
messaging infrastructure internally. This means, you likely to have not prepared
your primary egress points for the traffic you are going to send over it. Much of your
traffic may be internal or traversing over separate WAN links. When you move your
users to Office 365, those users will now leverage the egress points you have in place
for internet traffic.

There are two areas in which you need to be preparing your bandwidth for. Those
two areas are the bandwidth you will use while migrating to Office 365 and your day
to day bandwidth.

Migration bandwidth

Let's review the migration bandwidth needed to migrate to Office 365. There are
many considerations when planning for bandwidth. These include:

e The total size of the data to be migrated

e Average mailbox size

e Number of users to be migrated and the logical breakdown of these users (for
example, business units, facilities, and so on)

e The number of Exchange Hybrid (Client Access Servers) you have

e The amount of existing bandwidth you have

e Go-live helpdesk support capacity
Let's first start with how to estimate what you currently can achieve and if you need
to expand further. First, let's start with a baseline of example information. Let's say
we have an organization with the following information:

e 200 MB average mailbox size

e 500 GB of mailbox data

e 2300 users and 200 shared resources

e 45 Mbps Internet connection
We can start by calculating what's possible. To do this, let's grab a simple calculator

found at http://www.dslreports.com/calculator. Let's start by putting in our
total mailbox data and our line speed, and then calculating the time:
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Bandwidth Calculator

Enter two values, push Calc on the missing third value!

£36,870,912,000 B bytes (default)

Data Size Time Speed
500 GB 95444 5 45 Mbps

100,079,991,719.2 ns  nanoseconds

524,288,000 KB kilobytes 97,734,366.9 ms milliseconds 45,000 Kbps kilo bits per second
512,000 MB megabytes 95,443.7 5 seconds (default) 45 Mbps mega bits per second
500 GB gigabytes 1,590.7 m minutes 5,625,000 Bps bytes per second
0.5 TB terabyess 26.5h hours 5,493.2 KBps kilobytes per second
4,294,967,296,000 b bits 1.1d days 5.4 MBps megabytes per second
4,194,304,000 Kb kilobits 0.2 w weeks 27.6T1 Tis
4,096,000 Mb megabits 4.3 el0 10Mbps ethernet
4,000 Gb gigabits 0.4 2100 100Mbps ethernet
3.87Tb terabits

45,000,000 bps bits per second (default)

As you can see in the preceding screenshot, it will take approximately 26.5 hours on
a maxed out 45 Mbps Internet connection to migrate 500 GB data. Realistically, you
are likely using some of that 45 Mbps connection. Not to mention there is always
bandwidth overhead. To be safe, you need to evaluate what's truly available, during
your migration. In addition, you should add a buffer, so you are not planning for a
full 45 Mbps connection.

Let's say you had minimal applications leveraging that 45 Mbps connection. It
may be more realistic to plan for 30-35 Mbps of bandwidth, when planning your
migration. That would look more like this:

Bandwidth Calculator

Enter two values, push Calc on the missing third value!

Data Size Time Speed
500 GB 143166 5 30 Mbps

£26,870,912,000 B bytes (default) 150,119,987,570 ns  nanoseconds 30,000,000 bps bits per second {default)

524,288,000 KB kilobytes 146,601,550.4 ms milliseconds 30,000 Kbps kilo bits per second
512,000 MB megabytes 143,165.6 s seconds (default) 30 Mbps mega bits per second
500 GB gigabytes 2,386.1m minutes 3,750,000 Bps bytes per second
0.5 TB terabyess 39.8 h hours 3,662.1 KBps kilobytes per second
4,294,967,296,000 b bits 1.7d days 3.6 MBps megabytes per second
4,194,304,000 Kb kilobits 0.2w weeks 18.5T1 Tis
4,096,000 Mb megabits 2.0 el10 10Mbps ethernet
4,000 Gb gigabits 0.3 €100 100Mbps ethernet
3.9Tb terabits

Now, I know what you're probably thinking, "How can we spend 40 hours doing a
migration?" Well, I probably would not. Most often, if you are planning to migrate as
many users as possible, you are likely doing it over a weekend. When planning for a
migration, I would consider only calculating bandwidth for half the weekend. (This
gives you a nice buffer in the event you have migration issues.) Let's assume that

the weekend is only 48 hours, which means you would only have 24 hours to
migrate data.
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Let's now focus on the data size in our calculations and set the time to 24 hours. That
would look like this:

Bandwidth Calculator
Enter two values, push Calc on the missing third value!
Data Size Time Speed
324000000001 24 h 30 Mbps
Calc Calc
324,000,000,000 B bytes (default) 00,596,966,400 ns  nanoseconds 30,000,000 bps bits per second (default)
316,406,250 KB kilobytes 88,473,600 ms milliseconds 30,000 Kbps kilo bits per second
308,990.5 MB megabytes 86,400 s seconds (default) 30 Mbps mega bits per second
301.7 GB gigabytes 1,440 m minutes 3,750,000 Bps bytes per second
0.3TB terabyess 24 h hours 3,662.1 KBps kilobytes per second
2,592,000,000,000 b bits 1d days 3.6 MBps megabytes per second
2,531,250,000 Kb kilobits 0.1w weeks 18.5T1 Tls
2,471,923.8 Mb megabits 2.9 el0 10Mbps ethernet
2,414 Gb gigabits 0.3 e100 100Mbps ethernet
2.4 Th terabits

Based on calculations, it looks like the results are about 300 GB of data or 1,500
mailboxes, based on our average mailbox size. You now have some decisions to
make. Those decisions may include the following;:

e Do you plan to migrate in two or more weekends or a variety of non-business
hour weeknights?

¢ Do you enforce cleanup on the source side, resulting in a smaller amount of
data to be migrated?

e Can your helpdesk support the number of users you migrate, over a single
weekend? (Calculate this based on iterations of pilot users testing.)

Whichever path you take, you will need to be able to support that path. As an
example, do you have enough Exchange servers to support 30 Mbps of traffic? You
may have to build two or more servers to support that. The best way to evaluate
this is to build your first one or two CAS servers in an array. Test mailbox moves
by creating a sampling of migrations in concurrency. Migrating one or two users
at a time will now provide you with a sampling of what's realistic. Start with 50
mailboxes and evaluate the size of data migrated, along with the time it took to
migrate a majority of those mailboxes when they are running concurrently. From
there, you can determine if you have enough migration consoles or you need more.

User bandwidth

The amount of bandwidth a user needs is significantly different than the amount
of bandwidth you need for a migration. Migration bandwidth is a point in time
bandwidth, where user bandwidth is something that you will need to support
day-to-day. To calculate this, we need to understand where and how your

users work.
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First, we need to divide your users up in to their egress points (collection of users
going out of a specific Internet connection.) Let's say you have three sites, which look
like the following:

e Site 1: 1,000 users; 100 Mbps Internet connection (40 percent utilized)

e Site 2: 700 users; 45 Mbps Internet connection (60 percent utilized)

e Site 3: 500 users; 10 Mbps Internet connection (50 percent utilized)
Now, let's figure out how these users use Outlook today. Refer to the following table
provided by Microsoft, under the profile table in the Client Network Traffic section

(http://technet.microsoft.com/en-us/library/cc540453 (EXCHG. 80) .aspx) to
categorize those users:

Activity Light Medium Heavy  Very heavy
Messages sent per day 5 10 20 30
Messages received per day 20 40 80 120
Average message size 50 KB 50 KB 50 KB 50 KB
Messages read per day 20 40 80 120
Messages deleted per day 10 20 40 60

OWA log on and log off per day 2 2 2 2

Now let's determine what e-mail client they will be using (although Outlook 2007 is
referenced, we can also apply this to Outlook 2010, as the stats are similar):

E-mail client  Light Medium Heavy Very heavy

Office 1,300 KB/day/ 2,600KB/day/  5,200KB/day/ 7,800KB/day/

Outlook 2007  user user user user

OWA 6,190 KB/day/ 12,220KB/day/ 24,270 KB/ 36,330 KB/ day/
user user day/user user

Let's say the Site 1 users fall in to the following categories:

E-mail client Light Medium Heavy Very heavy
Office Outlook 2007 100 500 200 100
OWA 50 40 10
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Now let's calculate what Site 1 would look like. To start, we need to know what the
formulae are. Microsoft provides the following examples:

If your company has 100 heavy Office Outlook 2007 users, here's how to
calculate the average network traffic, measured in bytes per second:

Network bytes/sec = (100 heavy users x (5,200 KB/user + day)) + (8 hr/day x 3600
sec/hr) = 18.5 KB/sec

Assuming a daily peak of twice the average usage, your network connection
would need to support approximately 37 KB/ sec.

If your company has 100 medium OWA users, here's how to calculate the
average network traffic, measured in bytes per second:

Network bytes/sec = (100 medium users x (12,220 KB/user + day)) + (8 hr/day x
3600 sec/hr) = 42.4 KB/sec

Assuming a daily peak of twice the average usage, your network connection
would need to support approximately 84.9 KB/ sec.

Let's assume Site 1 users all work during the same business hours:

Bandwidth (KB/sec)
E-mail client Light Medium Heavy Very heavy  Total
Office Outlook 2007 10 91 73 55 229
OWA 22 34 17 0 73
Total 32 125 90 55 302

Based on these calculations, Site 1 would need 302 KB/ sec of bandwidth or 2.5 Mbps
during normal business hours. As Site 1 has a connection of 100 MB and only 40

percent

is utilized, Site 1 should have enough bandwidth to support users connecting

to Office 365.

Take this calculation example and apply it to all of the sites that have direct Internet
bandwidth. To do so, consider the following;:

The total bandwidth available
What the utilization is during normal business hours

Calculate how your users will use the bandwidth, based on the
above calculations

Determine if there is enough available bandwidth, based on the calculated
bandwidth required
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If your Internet connection is also your WAN link to your data center, and you will
continue to use the same Internet connection, you may be trading bandwidth for
bandwidth. What I mean is, if you are removing Outlook/Exchange bandwidth over
the same Internet connection, but adding at back for Exchange Online over the same
WAN link... then you likely have a site you will not have to calculate. (Unless you
are changing the Outlook connectivity method.)

Using Public Folders

Public Folders have been widely used by many organizations, back in the early
Exchange days. These Public Folders have likely been migrated, during every
Exchange upgrade, to your current one. Public Folders are not supported in Office
365 and will likely never be supported. This means you need to find an alternative
use for Public Folders.

The challenge with Public Folders usually comes up when a large quantity are
deployed and the regular cleanup has not occurred. If you do not have many Public
Folders, your job is somewhat easy. If you have many, you may need to take a closer
look at what's in use. In general, most organizations will convert Public Folders to
Shared Mailboxes or SharelPoint lists/libraries.

You can leverage third-party tools, such as the Public Folder Migrator for SharePoint
(http://www.quest.com/public-folder-migrator-for-sharepoint). If you plan
to migrate Public Folders to Shared Mailboxes, you can simply do this by adding

a Shared Mailbox and opening it with Outlook 2010. From there, find your Public
Folder and drag the contents from the Public Folder to the Shared Mailbox. You

may have to perform other steps, such as assigning permissions or moving e-mail
addresses to this new Shared Mailbox.

If you have a large quantity of Public Folders, you may need to evaluate what's in
use today. To do this, you can grab a free Exchange tool called PFDavAdmin,
found at:

http://www.microsoft.com/download/en/details.
aspx?displaylang=en&id=22427

With this tool, you can find out who owns a Public Folder, when it was last used,
and so on. This should help you survey your Public Folder use and make an easy
decision on what to archive off and what should be migrated.
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Communications and training

Communications and training are two of the most important components of any
migration plan of a major user service. When you plan to migrate users from one
service to another, what they experience is how well communications were and what
their go-live experience will be like.

Communicating with users on what to expect and what their experience will be like
on day one is very important. Some of the communications you should consider are:

e The business announcement of the change, from someone on the leadership
team such as a director or an executive

e The migration date for the user being migrated

e Migration expectations (examples)

o

How to log on to Outlook

o

How to communicate with non-migrated users
°  Reconfiguration of their mobile device

New service availability

°  Where to go for help! (FAQ site, different helpdesk numbers, who to
find if helpers are walking the floors, and so on)

Migration schedule (if migrations are performed in waves)

e Post migration surveys (especially when doing pilot migrations or waves
of migrations)

¢ Building the hype! (People will embrace change if there is excitement in the
air for it— distribute information, stand up kiosks for users to see what the
experience is like, hang up posters or banners, create an Office 365 FAQ site,
and so on)

Training is also an important focus area when performing a migration. This is less
necessary for users moving from Exchange to Exchange Online. The time when it is,
is when the users are changing Outlook clients or moving to use only Outlook Web
Apps (OWA). If an organization is moving from a non-Exchange messaging system,
training is critical. Some areas you should consider for non-Exchange to Exchange
Online training are:

e Distribute Outlook cheat sheets (quick reference guides)

e Anin-class or virtual introduction training

e Sign up for an in-class or virtual power user training

e Video training posted on an Office 365 internal site

e Train power users or pilot users and have them walk the floors on go-live
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There is certainly quite a bit of technical and business tasks to perform in order

to prepare and execute a migration. Often times the users do not see these tasks
occurring. What the user does see is how aware and ready they are for the migration
to a new platform. The more time you spend on communications and training, the
more likely you will have a successful migration.

Summary

By now we should have a good understanding on how to prepare Office 365 for the
integration servers. Now, we should start to prepare our internal infrastructure for
integration and think about how to prepare for the process. This preparation should
guide us to start the initial integration and ready our pilot users to measure their
experience within Office 365.

In the upcoming chapter, we will build the necessary integration components to
prepare for our first migrations to Office 365.
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Deploying a Hybrid
Infrastructure: ADFS

Now that we have learned about the preparation requirements for integration, let's
start to build the initial foundation that will enable us to prepare for integrated use
and a migration to Office 365. By now, we should have the necessary physical or
virtual servers, firewall, and DNS ready or in place. We will now focus on building
three core services, enabled by Office 365. These core services are:

e Deploying Active Directory Federation Services (ADFS)

e Office 365 Directory Synchronization

e Exchange Hybrid
It's critical that we deploy these services in the order they are listed. If you choose
to install these items out of order, some alternative configuration changes will
be required and are not described. Currently they are listed in order, suggested
by Microsoft best practices. In this chapter, we will focus on building ADFS with

a Windows Internal Database (WID) as our database source (you may want to
consider SQL for deployments requiring a larger scale).

In this chapter, we will look at the following topic:

¢ Deploying Active Directory Federation Services
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Deploying Active Directory Federation
Services

We are going to start by building the minimum requirements for ADFS. To do so,
we will need one ADFS internal server and one ADEFS proxy server. The ADFS
internal server will be the primary ADFS server that manages the ADFS database
on WID. The ADFS proxy server will refer to the ADFS internal server, when
passing authentication. The servers should be prepared and placed according to the
preparation requirements found in Chapter 7, Preparing for a Hybrid Deployment and
Migration. Let's start by building the servers in the following order:

e Active Directory Federation Services internal server

e Active Directory Federation Services proxy server

Installing the Active Directory Federation

Services internal server
The following high-level steps will be performed when installing the ADFS
internal server:
¢ Installing ADFS
e Installing Office 365 Desktop Setup
¢ Installing Microsoft Online Services Module for Windows PowerShell
e Modifying the ADFS service
¢ Generating an ADFS certificate
e Configuring the ADFS internal server

e Converting the domain to a federated domain in Office 365

Installing ADFS

For this example, we are going to build the ADFS internal server with the
following specifications:

e Windows Server 2008 R2 64-bit

¢ 4GB of memory

e Quad core 2 GHz

e Active Directory joined

e All of the latest Windows Updates applied
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e Computer name: ADFSINT (you will want to name this server based on your
standard AD object naming scheme)

To start, let's make sure that we have the proper software located on the server:

e Download ADFS 2.0 RTW from the following URL:

http://www.microsoft.com/download/en/details.
aspx?displaylang=en&id=10909

During the installation process, the following Windows components will be
automatically installed:

°  Windows PowerShell
° NET Framework 3.5 SP1

[e]

Internet Information Services (IIS)

o

Windows Identity Foundation

e Download Update Rollup 1 for ADFS 2.0 from the following URL:
http://support.microsoft.com/kb/2607496

e Download Microsoft Online Services Identity Federation Management Tool
from the following URL:

http://g.microsoftonline.com/0BD00en-US/126
Let's start with the ADFS installation:

1. Start the ADFS executable setup.
2. After launching the Setup wizard, click on Next:

"ﬂ_?nctive Directory Federation Services 2.0 Setup Wizard

Welcome to the AD FS 2.0 Setup Wizard %‘

Thiz wizard will inztall Active Directary Federation Services [AD FS] 2.0 on this computer.

To continue, click Mest. To exit thiz wizard, click Cancel.

<F'revious| et = I Cancel
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Deploying a Hybrid Infrastructure: ADFS

3. If you accept the agreement, check the I accept the terms in the Licence
Agreement checkbox, and click on Next:

"Eiim:tive Directory Federation Services 2.0 Setup Wizard

End-User License Agreement

Pleaze read the follwing licenze agreement carefully.

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT ACTIVE DIRECTORY FEDERATION SERVER 2.0
FOR MICROSOFT WINDOWS SERVER

Microsoft Corporation {or based on where you live, one of its affiliates) licenses this
supplement to you, If you are licensed to use Microsoft Windows Server software (the
“software™), you may use this supplement. You may not use it if you do not have a
license for the software. You may use this supplement with each walidly licensed copy of
the software,

The following license terms describe additional use terms for this supplement, These

terms and the license terms for the software apply 1o your use of the supplement. If

there is & conflict, these supplemental license terms apply. =
b

v | accept the terms in the Licensze Agreement

Frivacy Statement

< Previous | Met » I Cancel

4. Select Federation Server and click on Next:

qﬁmctive Directory Federation Services 2.0 Setup Wizard

Server Role

Y'ou can configure this computer in either the federation server role or the federation server proxy role. Select
one of the following roles for thiz computer.
' Federation server
A federation server is an authentication and trust management provider that issues security tokens to
enable access to claims-bazed applications in wour organization or in federated partner organizations.
™ Federation server proxy

A federation server prosy redirects requests from Internet clients to federation servers that are behind a
fireweall on your corporate network. |t also forwards secunty tokens issued by federation servers to
clients,

<F'revi0us| Mext » I Cancel
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5. The wizard will attempt to install all the necessary prerequisites. Click
on Next:

"‘-";';:[ncti\re Directory Federation Services 2.0 Setup Wizard

Install Prerequisite Software

Thiz wizard will atteript to automatically check far and, F neceszam, install the fallowing zaftware that is
required for A0 F5S 2.0 to operate:

wiindows PowerShell

MET Framewark 3.5 5P1
w'eh Server [115]

Yfindaws [dentity Foundation

To begin inztalling this software on this computer, click Mest,

<F'revious| Mt » I Cancel |

6. At this point, continue to monitor the installation until all prerequisites and
ADFS are installed:

"-':;zmcti\re Directory Federation Services 2.0 Setup Wizard

Installing AD FS 2.0

Please wait while the wizard inztall: AD FS 2.0

Statuz :  Instaling Internet Information Services [115]

[

< Previous | fiest > I LCatizel
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7. When the installation is complete, uncheck the Start the ADFS Management
snap-in when this wizard closes checkbox. Click on Finish:

'ﬁ_jﬂcl:ive Directory Federation Services 2.0 Setup Wizard

Completed the AD FS 2.0 Setup Wizard ﬁg

Y'ou have succezsfully completed the AD FS 2.0 Setup YWizard. To finish configuring this computer for the
federation zerver rale, start the AD FS 2.0 Management snap-in, and then run the AD FS 2.0 Federation Server
Configuration ‘Wizard.

™ Startthe ADFS 2.0 It anagement snap-in when this wizard closes,

To cloze this wizard, click Finish.

8. Now install the latest roll-up for ADFS. We will use Rollup 1 in our
installation, as mentioned in the preceding download list.

Installing the Office 365 Desktop Setup

To ensure we can communicate properly with the Office 365 service, we need to
deploy the Office 365 Desktop Setup software. Follow these steps to install
the software:

1. Signin to the Office 365 Portal, with your Office 365 admin account at
https://portal.microsoftonline.com

2. On the Resources quick launch, found on the right side of the page, click
on Downloads:
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Resources

How to import your contacts

Setting up email on mobile

phones

(]

onnect Outlook on your

sktop

[=]
m

whloads

J
[=]

3. On the Downloads page, move to step 3 and click on Set up:

Set up and configure your Office desktop apps

Checks your PC for required updates and configures your Office desktop apps t

« Send email from Cutlook 2007 or 2010
+ Save files directly to SharePoint Online from your Office desktop apps

4. You may be prompted with a security warning. Click on Run:

Application Run - Security Warning

Do you want to run this application? i?:’

Name:
Office3650eskiopSetup

From (Hover over the string below to see the Full domain):
bposast.vo.msecnd. net

Publisher:
Microsoft Corporation

Run | Dor't Run I

) While applications from the Internet can be useful, they can potentially harm your
computer, If vou do not trust the source, do nok run this software, More Information. ..
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5. If you receive another logon prompt, enter the same admin credentials you
used to log on to the Office 365 Portal.

6. This will bring up the Desktop updates screen. This will list Microsoft
Online Services Sign-in Assistant, which is a requirement for the upcoming
Federation Management tool. Uncheck any options that may be checked in
the Select applications to configure section. Click on Continue:

Configure desktop applications and install
updates

Microsoft Office 385 desktop setup installs updates and configures your desktop
applications. When the installation is complete, vou may be asked to restart your
computer,

Select applications to configure: Microsoft Online Services

T Microsoft Outlook Sign-in Assistant

™ Microsoft SharePaint User credentials are managed by
Micrasaft Online Services 10, To sign

™ Microsoft Lyne into and use your services, you must

install Microsoft Online Services
Sign-in Assistant,

MNumber of important updates: 1
Hide details &

Learn more

Name Size

Microsoft Online Servi

¥ Continue | Cancel |

7. The software update will now begin. If you accept the agreement, click on
I accept:

22 Micrasoft Dffice 365 desktop setup =]

7 Microseft . .
£ Office 365 Review and accept the service agreements
Review the service agreements. To continue, dick I accept.

Wiew the Microsoft Office 365 privacy policy.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT ONLINE SERYICES SIGN-IN ASSISTANT

These license terms are an agreement between Microsoft Carporation (or based on where you live, one
of its affiliates) and you. Please read them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any Microsoft

o Updates,

»  supplerments,

s Internet-based services, and

»  support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the rights below. =l

1 dedine
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8. (Click on Finish to complete the installation:

B2 Microsolt Office 365 desktop setup [-O[x]

£ Office 365 Your computer has been configured and
updated to use Microsoft Office 365

“You are now ready to use Microsoft Office 365, A shortcut to the Microsoft Office 365
Portal has been added to the Start menu.

Show rmore details ¥

Installing the Microsoft Online Services Module for
Windows PowerShell

We need to run PowerShell commands to establish the trust. Follow these steps to
simplify running these PowerShell commands:

1. Download and launch AdministrationConfig-en.msi. This file (64-
bit version) can be downloaded from http://g.microsoftonline.
com/0BD00en-US/126. Click on Next:

i'é'- Microsoft Online Services Module for Windows Powershell Setup

Welcome to the Microsoft Online Services
Module for Windows PowerShell Setup

The Setup will inztall the Microzoft Online Services Module for
‘Windows PowerShell on pour conputer. Click Mest to
continue or click Cancel ta exit the Setup.

<Back I Mext > I Cancel
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2. If you accept the agreement, check the I accept the terms in the License
Terms checkbox and click on Next:

{i Microsoft Dnline Services Module for Windows PowerShell License Terms
License Terms S\/Z]
Pleaze read the following license terms carefully. |

MICROSOFT SOFTWARE LICENSE TERMS

LI>

MICROSOFT ONLINE SERYICES MODULE FOR. WINDOWS
POWERSHELL

These license terms are an agreement between Micrasoft Corporation

{or based on where you live, one of its affiliates) and vou, Please read
them. They apply to the software named above, which includes the

media on which vou received it, if any. The terms also apply to any |

' | accept the terms in the License Tems

™ | do not accept the terms in the License Tems

<Back I Mewt > I Cancel

3. In the next screen, accept the default path and click on Next:

i'é'u Microsoft Online Services Module for Windows Powershell Setup

Install Location 'j—\n
Please specify a location for the Microzoft Online Services Module for Windows ef\sl
PinwerShell.

Enter a nes location or click Browse to browse to one.

oft Online !

Browse |

[w Create a shortcut on the desktop

<Back I Mext > I Cancel
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4. Now click on Install:

iiél- Microsoft Online Services Module for Windows PowersShell Setup

Ready to Install fi—\n
The Setup iz ready to begin the installation, lz/\sl

Click Inztall to begin the inztallation. IF pou want ta review or change any of pour installation
geftings, click Back. Click Cancel to exit the Setup.

<Back I Install I Cancel

5. Finish the installation by clicking on Finish.

Modifying the ADFS service

Let's now set the ADFS admin account, created previously to the ADFS 2.0
Windows Service.

1. Open the Services management console (services.msc) and locate ADFS 2.0
Windows Service:

File  Action Wiew Help

M Bl EREER N D

£ Services (Local)

Description

Enable Manual

& application Experience Processes .., Starked Manual Local System

n_‘:‘;“;npplication Host Helper Setvice Provides .., Starked Autormatic Local Stystern
Gk Application Identity Determines. .. Manual Local Service

2. Go to the properties of this service and click on the Log On tab.
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3. Change the Log on as account to your ADFS admin account and click on OK:

AD F5 2.0 Windows Service Properties (Local Computer)
"Genmral LogOn | Hecover_l,ll Dependenciesl

Log on as:

" Local System account
™| &llow senvice to interact with deskiop

" Thiz account Iadfs-admin@pointbridgelab.c:orr Browse... |

Pazsword: Iooooooooo

Confirn pazzward: I"'"'"‘"‘"|

Help me configure uzer account log on options.

’TI Caticel Apply

4. Now click on OK:

Services

The account adfs-admin@pointbridgelab. com has been granted
l % the Log On As & Service right,

Generating an ADFS certificate

Before configuring ADFS, we need to create a Certificate Signing Request (CSR)
and purchase the third-party certificate for sts.yourdomain.com. In this example,
we will use sts.pointbridgelab.com.

In order to create and assign the certificate properly, we will follow this approach:

e Create and complete a CSR
e Add the ADFS service account to the certificate
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Creating and completing a CSR
In the following steps, we will create the CSR from the ADFS server and apply it:

1. Open Internet Information Services (IIS) Manager on the ADFS server, found
under Administrative Tools in the Start menu.

2. Click on the server name and open the Server Certificates window:

'!-E Internet Information Services {(I1S) Manager
@ e | S aorsmT v

File  Wiew  Help

T le ADFSINT Home

-5 Start Page ; =3
BN oF 1T (DGET|dgadmin) Fiter: T Bc -lggshowal | o
E=u g RESPO. . ;|

T & 0

15API and CGI ISAPI Filkers Lagaing MIME Tvpes
Restrictions

' = R =
Modules Output Fequest . Server
Caching Filkering Certificates

3. Click on Create Certificate Request in the Actions pane, found on the
right side:

Import...

| Create Certificate Request... |

Caomplete Certificate Request...

Create Domain Certificate, ..

Create Self-Signed Certificate. ..

'3@' Help

Zinline Help

4. Fill the form using the FQDN name you wish to use for your federation
website. An example is as follows, based on the preparation guide.
Click on Next:

o

Common name: sts.pointbridgelab.com
° Organization: PointBridge Lab

o

Organizational unit: Information Technology
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°  City/locality: Chicago
°  State/province: IL
¢ Country/region: US

The following screenshot shows the Request Certificate form with these
details filled in:

Request Certificate I

Distinguished Name Properties

g

Specify the required information For the certificate. State/province and City/flocality must be specified
as official names and they cannok conkain abbreviations,

Commen name: Ists.pnintbridgelab.cnm|

Organization: IF‘nintBridge Lab

Organizational unit: Im

ity flocality IChicagD

State/province: |I|_

Countryregion; |I_|S ﬂ

Brevious | Tek I Fimisti | Cancel |

5. Select Microsoft RSA SChannel Cryptographic Provider and a bit length of
2048. Click on Next:

Request Certificate HE

Cryptographic Service Provider Properties

8

Select a cryptographic service provider and a bit length, The bit length of the encryption key
determines the certificate's encryption strength. The greater the bit length, the stronger the security.
Howewer, a greater bit length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider j

Bit length:

Presious | Mext I Fimish Cancel
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6. Enter the name for the request file and click on Finish:

Request Certificate EE

| File Mame

g’

Specify the file name for the certificate request, This information can be sent to a certification
authority For signing.

Specify a file name for the certificate request:

IC:'|,Users\,dgadmin'l,Deskl:np'l,sts_request.txt D

Prewvious | Mext | Firish | Zancel |

7. Connect to your public CA and paste the contents of the request file into the
form or attach the file.

8.  When you receive the certificate you'll need to finish processing the request.
Open Internet Information Services (IIS) Manager on the ADFS server
and navigate back to the Server Certificates view and click on Complete
Certificate Request... in the Actions pane:

Irnport. ..

Create Certificate Request. ..

| Complete Certificate Request. ., I

Create Domain Certificate, ..

Create Self-Signed Certificate. ..

'@iﬁ' Help

online Help
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9. Locate the file you received from the CA and give it a friendly name and click
on OK. In this example, our friendly name would be sts.pointbridgelab.com:

Complete Certificate Request EH

| I Specify Certificate Authority Response
g
Complete a previously created certificate regquest by retrieving the file that contains the certificate

autharity's response,

File name containing the certification authority's response:

IC:'I,Users'I,dgadmin'l,DeskJ:Dp'l,sts_response.txt e |

Friendly name:

Ists.pointbridgelab.com|

ok I Cancel

10. You should now see the new certificate listed:

Qél Server Certificates

Use this Feature to request and manage certificates that the

| Issued To

Marme =
sts,pointbridgelab.com

ists,pointbridgelab, com

11. Next, you need to assign this certificate to the default website. Click on
Default Web Site and then click on Bindings... in the Actions pane:

Default Web Site Home
1 | = |S” L Explore
[ Start Page = Edit Permissions. .,
3 ADFSINT (DGNET\dgadmin) Filker: * HGo - g show All | Groupby: Area - 2
|2} #pplication Paals ASP.NET ] Edit Site
=@ B site E% $ (*7 o 1§ gy | =] Basic Settings. .
[ aspret_client 4 A o LEV
hET MET BET Even MET LET Beail WET Rel RIET Tevsk View Applications
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12. Click on Add... in the Site Bindings page:

Site Bindings 2]
Tvpe | Hast Narme | Part | IF Address | Binding Add...
http &0 *

Edif:. ..

Remoyve

Bravise

il

Close

13. Select https from the Type drop-down menu. Select the new certificate from
the SSL certificate drop-down menu and make sure that the port is 443. Click
on OK. Close the window to save the settings:

Add Site Binding HE
Type: 1P address: Part:
Ihttps j I.D.II Unassigned j |443
Hosk name:
S5L certificate:

ks, pointbridgelab . com

Adding the ADFS service account to the certificate
The ADFS service account should have permissions to the certificate. Follow these
steps to assign permissions to the certificate:

1. On the ADFS server, open MMC by entering mmc in the Run window. Add
the Certificates snap-in under the Computer account, then local computer.
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2. Locate the certificate you installed under Personal | Certificates. Right-click
on the certificate and click on Manage Private Keys...:

= Consolel - [Console Root',Certificates {Local ComputerYiPersonal’Certificates] [lj=] E3

File  Action  Wiew Favorites  Window  Help |_|ﬁ||1|

&% 204 XE = H=

“| Console Rook Issued To =~ 1| Actions
= E Certificates (Local Com A Certificates "y
=l [ Personal
. | Certificates EmEn
| Trusted Rook Cerkil
| Enterprise Trust Cuk Request Certificate with New Eey. ..
~| Intermediate Certif Copy Renew Certificate with New Key...
| Trusted Publishers Delete
| Unkrusted Certifica — IR
| Third-Party Root C Properties Advanced Operation 3
- lrujt?d iEDPle Help Export...

3. Add the ADFS Admin service account with Read access. Click on OK:

l Permissions for sts.pointbridgelab.com private keys

Security |

G[DUD Or USEr Nnames:

E2 SYSTEM
1 ADFS Admin [A0FS-Admini@pointbridgelab. com)
Q{Administratms [ADFSIMT “Administrators)

Add... I Remove I

Permizzions for ADFS Admin Allow Deny
Full control O O
Read a
Special permizzions O O

Far zpecial permiszions or advanced settings., Advanced |
click Advanced.

Learn about access control and permizsions

ok | Cancel | Apply I
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4. Finally, perform a iisreset /noforce operation from an administrative
command prompt:

.| Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright <c> 2009 Microsoft Corporation. All

C:“UWindowsssystem32>iisreset ~noforce

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

Configuring the ADFS internal server

Now that all of our initial preparation steps are complete, let's start to configure the
ADFS internal server by following these steps:

1. Open ADFS Management 2.0 Wizard from the Start | Administrative Tools.
2. Click on AD FS 2.0 Federation Server Configuration Wizard:

| ADFS 2.0

Overview

AD FS 2.0 provides single-sign-on [550) access for client computers,

'ﬁOF Configure This Federation Server

The AD FS 2.0 Federation Server Configuration \Wizard must first be completed success|
manage your Federation Service,

| = AD FS 2.0 Federation Server Configuration Wizard

3. Select Create a new Federation Service. Click on Next:

I";lil.i\D FS 2.0 Federation Server Configuration Wizard

Welcome

St . " . -

2R Welcome to the AD FS 2.0 Federation Server Configuration Wizard
@ ‘Welcome
This wizard helps you configure Active Directory Federation Services [4D FS) 2.0 software on this

@ Select Deplayment Type computer, which sets up the computer as a federation server. An instance of AD FS is refered to as a

@ Federation Service Mame [REg St SR
@ Summary (® Create a new Federation Service

Fresul Select this option to zet up either a stand-alane federation server or the first server in a federation
@ Results zerver farm.

(O Add a federation server to an existing Federation Service

Select thiz option to join this computer ta an existing federation server farm.

| Mexst » | Cancel Help

[149]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Deploying a Hybrid Infrastructure: ADFS

4. This will be the first server in the federation farm, select New federation
server farm. Click on Next:

"EIAD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps You cah create either a stand-alone federation server for evaluation purposes or a small praduction
@ ‘Welcome environment, of pou can create a federation server in a new farm for load balancing and high availability.
@ Select Deployment Type Select one of the following options. Either of these options will use the Windows Intermal Database to store

. . configuration data.
@ Federation Service Mame

@ Specily Service Accaunt ) New federation server farm

Thiz option will create a new Federation Service with settings for high availability and load balancing.
@ Summary This computer will be the: primary federation server in the farm. Later, you can scale out this Farm by
@ Fesuls adding more federation servers.

To create a federation server farm, you must run this wizard while you are logged on with an account
that has sufficient permizsions in Active Directary to create a container object [for sharing certificates)
and ta set an SPM [for the service account], such as an account that is a member of the Domain
Adming group.

) Stand-alone federation server

Thiz option will create a new Federation Service on thiz computer. This option is recommended for
evaluation purposes or a small production environment. [F you select this option, you will not be able
to add mare servers to create a farm.

o ‘oucan use SOL Server with AD FS 2.0 to take advantage of the full feature set and achisve

maximum scalabilty. Tao set up AD FS ta uge SOL Server, uge the command-ine version of this
wizard. For more information, click Help

< Previous | Mext > | Cancel | Help |

5. Verify that the SSL certificate, sts.yourdomain.com (this example will be
sts.pointbridgelab.com) is selected, and that the Federation Service name
matches the name of the certificate. After verifying these settings, click
on Next:

'ﬂ’ij FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the 551 certificate for the

@ Welcome Default Web Site. |f the wizard cannot determine the Federation S ervice name from the 551 settings, vou
) must select a certificate.
@ Select Deployment Type
Select the certificate and/or port, and then click Mewt.
@ Federation Service Mame

@ Specify Service Account S5l cenilfiscliz fpo
Yigw...
@ Summary
@ HResults Federation Service name:
stz paintbridgelab. com -

“what kind of certificate do | need?

< Previous | Mest > | Cancel Help
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6. Browse to locate the ADFS-Admin service account and then provide the
password for the service account. Click on Next to continue:

"__ElﬁD F5 2.0 Federation Server Configuration Wizard

Specify a Service Account

L= Specify a service account for this federation server famm.
@ welcome . . . .
The same service account must be used on all federation servers in the fam. If you don't already have a
@ Select Deployment Type FeMvice acoount, use Active Directory Domain Services (A0 D5) to create one.
@ Federation Service Mame Service account:
@ Specity Service Account | | Browse
@ Summary Pazsward:

@ Results |.........| |

@  Leam more sbout the permissions that wil be granted to this service sccount

< Previous | Mext > | Cancel | Help |

7. Review the summary and click on Next when ready to start the installation:

't__?yﬁD F5 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The following settings will be configured for A0 FS 2.0:

3 ‘wWelcome

Stop AD FS zerver.

“windows Internal Databaze service will be started and =et to automatic startup.

Signing and token-encipption certificates will be generated and set to automatic rollover.

Selected 551 certificate will be used for securing service communication.

Specified service account will be given access to the database, to the certificate private keps, key
sharing container in Active Directory, and endpoints, and the service will run under this account,

@ Select Deployment Type

@ Federation Service Mame

T+ v ¥

® Specify Service Account

2 Summary « Default zet of endpointz will be enabled.
+ Federation Service name is sts. pointbridgelab.com
@ Results +«  Start AD FS server.

To begin configuring this computer with these settings, click Mext.

< Previous | Mext > | Cancel Help
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8. This will begin the installation of ADFS components on the server. The Close
option will become available when all components complete successfully:

"E_;:'mD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Steps The following settings are being configured
@ ‘welcome
Component Statuz
@ Select Deployment Type
X . )| Stop the &0 FS 2.0 Windows Service Configuration finished
@ Federation Service Name - - —
2| Install Windows Internal D atabaze Configuration finished
@ Specify Service Account - - - —
)| Start the “Windows Internal Database service Configuration finished
@S5
¢ svmman )| Create 4D FS configuration database Configuration finished
Result A - - - - —
@ Fmsults )| Create Active Directory container far sharing certificates | Configuration finizhed
)| Configure service settings Configuration finished
)| Deploy browser sign-in web site Configuration finished
)| Start the AD FS 2.0 Windows Service Canfiguration finished
)| Create default claim set Configuration finished
)| Create default Active Directory claim acceptance rules | Configuration finished

“You have successfully completed the AD FS 2.0 Federation Server Configuration wizard.

Ta close thiz wizard, click Close.

Cloze |

9. Now that the ADFS database is created and an IIS ADFS website exists, let's
go back to IIS and set the proper SSL requirements.

10. Open Internet Information Services (IIS) Manager on the ADFS server found
under Administrative Tools in the Start menu.

11. Navigate to the adfs subsite under Default Web Site and select

SSL Settings:
_. — & /adfs Home
@ |2 |8 9
; 5 Start Page s Tp
-5 ADFSINT (DGNETidgadmin) A T BEG - showdl |
----- 2} Application Poals MEpRIngs Respo. 4|
= a_ Sites - m - s
Eg E):;FauIWeb Site: i:;—" J']Y\' <|':$§ﬂ ih')ﬁ
b - Logging MIME Types Modules Cutpuk
Caching

£ 8

Request 550 Settings
Filkering
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12. If not already accepted, enable the Require SSL setting and select Accept
under Client certificates. Click on Apply in the upper-right pane:

comections
THETET B ?
-6 Start Page

Euﬂ .‘EDFSINT {DizMET \dgadmin}

[

This page lets wou modify the 551 settings for the content of a
‘Weh site or application.

L frtp: fiocahos|
E':: hlfteps.,l',l'localhostll' WV Require saL
EI@ Default Web Site Client certificates:
E|"‘i" adfs
B s " Ignore
[+ | aspnet_client * Accept
" Require

Converting the domain to a federated domain in
Office 365

We will now federate the pointbridgelab.com domain within the Office 365
service. To do this, follow these steps:

1. Open Microsoft Online Services Module for Windows PowerShell on the
ADFS internal server, as an administrator. Use your Office 365 admin
credentials at the pop-up prompt for credentials.

2. Enter set-ExecutionPolicy unrestricted. This command allows you to run
commands with elevated privileges.

3. Enter $cred=get-credential. This command allows you to enter your Office
365 administration account credentials when prompted to login.

4. Enter Connect-MsolService -Credential $cred. This command connects you
to your Office 365 service.

5. Enter Set-Msol ADFSContext -computer ADFSINT. This command replaces
ADFSINT with your ADFS Server name.

6. Enter Convert-MsolDomainToFederated -DomainName pointbridgelab.
com. This command replaces pointbridgelab.com with your domain.

7. Enter Update-MSOLFederatedDomain -domainname pointbridgelab.com.
This command updates Office 365 with your ADFS server information.
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If you need to add support for multiple domains, you will need to add ]
M the -SupportMultipleDomain switch to the Convert and Update
Q cmdlets. For more details on support for multiple domains, visit
http://community.office365.com/en-us/w/sso/support-
for-multiple-top-level-domains.aspx. i

# administrator: Microsoft Online Services Module for Windows Powershell
PS8 C:~> set—ExecutionPolicy unrestricted

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust.

Changing the execution policy might expose wou to the security risks described

in Ebe ghout_Executiun_Pulicies help topic. Do you want to change the execution
0licy?

TE'I \'Eg TN1 Hn IS1 Snznend [?] Help <default is "¥"): y

PS C:~» Scred=get—credential

cmdlet Get—Credential at command pipeline position 1
Supply values for the following parameters:
Credential
PS5 C:»> Connect-MsolService —Credential Scred
PS C:x\> Set—-MsolADFSContext —computer ADFSINT
PSS C:»> Convert—-MsolDomainToFederated —DomainName pointbhridgelab.com
Successfully updated *pointhridgelab.com’ domain.
PS C:%> Update-MSOLFederatedDomain —domainname pointhridgelab.com
%gcgesgfully updated 'pointhridgelab.com’ domain.
HaS

8. To determine if federation has been enabled, enter Get -
MSOLFederationProperty -DomainName pointbridgelab.com in the
command prompt. You can also check in the portal to determine if federation
is enabled. If the domain is listed as a Single sign-on type, the domain is
set properly:

P';icl_m“aﬂ‘_ Home Outlock Team Site Admin
nline Services

Grevelab DNS settings

Admin Overview

Domain name:  pointbridgelab.com

| Domain type:  Single sign-on: |H"i: domain is configured for single sign-on. Learn More
Troubleshooting
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Chapter 8

Installing Active Directory Federation

Services proxy server

The following high-level steps will be performed during the installation of the
ADFS proxy server:

Installing ADFS

Installing Office 365 Desktop Setup
Editing hosts files

Modifying the ADFS service
Importing the ADFS certificate
Configuring the ADFS proxy server

Installing ADFS

For this example, we are going to build the ADFS proxy server with the
following specifications:

Windows Server 2008 R2 64-bit

4 GB of memory

Quad core 2 GHz

Does not have to be Active Directory joined
All of the latest Windows updates applied
User Access Control is turned off

Computer name: ADFSPROXY (you will want to name this server based on
your standard AD object naming scheme)

Deployed in DMZ - HTTPS (TCP 443) required to be open between the proxy
server and the internal ADFS server and also required from the Internet to
the ADFS proxy server

Using the SSL certificate from the primary internal ADFS server, imported
through IIS
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To start, let's make sure we have the proper software located on the server:

e Download ADFS 2.0 RTW from the following URL:

http://www.microsoft.com/download/en/details.
aspx?displaylang=en&id=10909

During the installation process, the following Windows components will be
automatically installed:

°  Windows PowerShell
°  NET Framework 3.5 SP1

[e]

Internet Information Services (1IS)

o

Windows Identity Foundation

e Download Update Rollup 1 for ADFS 2.0 from the following URL:
http://support.microsoft.com/kb/2607496

Let's start with the ADFS installation:

1. If your computer is not domain joined, you need to create a local user
account with administrative privileges and then log on with that account for
all installations. (In this example, we created an account called ADFS-Proxy).

Start the ADFS executable setup.
After launching the Setup wizard, click on Next:

ﬁ?nctive Directory Federation Services 2.0 Setup Wizard

Welcome to the AD FS 2.0 Setup Wizard ﬁ'ﬁ!

This wizard will inztall Active Directory Federation Services [AD F5) 2.0 on thiz computer.

To continue, click Mext. Ta exit this wizard, click Cancel.

< Previous | Mest = I Cancel

4. If you accept the agreement, click on Next:

[156]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012
834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING


http://support.microsoft.com/kb/2607496
http://support.microsoft.com/kb/2607496

Chapter 8

'*glnctive Directory Federation Services 2.0 Setup Wizard

End-User License Agreement

Please read the following license agresment, carefully.

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

MICROSOFT ACTIVE DIRECTORY FEDERATION SERVER 2.0
FOR MICROSOFT WINDOWS SERVER

Microsoft Corporation (or based on where you live, one of its affiliates) licenses this
supplement to you. If you are licensed to use Microsoft Windows Server software (the
“software™), you may use this supplement. You may not use it if vou do not have a
license for the software, You may use this supplement with each validly licensed copy of
the saftware.

The following license terms describe additional use terms for this supplement. These
terms and the license terms for the software apply to your use of the supplement, If
there is a conflict, these supplemental license terms apply. =l

v | accept the terms in the License Agreement

Frivacy Statement

< Frevious | Mewt > I Cancel |

5. Now select Federation server proxy and click on Next:

"!;antive Directory Federation Services 2.0 Setup Wizard

Server Role

Y'ou can configure this computer in either the federation server role or the federation server prosy role. Select
one of the following roles for this computer.
" Federation server
A federation server iz an authentication and trust management provider that issues security tokens to
enable access to claims-based applications in wour organization or in federated partner organizations.
' Federation server proxy

A federation server prosy redirects requests from Internet clients to federation servers that are behind a
firewsall on wour corporate network. |t also forwards securnity tokens issued by federation servers to
clients.

<F'revic-u$| Meut = I Cancel
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6. The wizard will attempt to install all the necessary prerequisites. Click
on Next:

"-!3n.ctive Directory Federation Services 2.0 Setup Wizard

Install Prerequisite Software

This wizard will atternpt to automatically check. for and, if neceszary, install the following software that is
required for AD FS 2.0 to operate:;

Windows PowerShell

.MET Framewark 3.5 5F1
web Server [[15]

Wfindows dentity Foundation

LI )

To begin inztalling this software on this computer, click Mest,

<Previ0u3| Mewxt > I Carcel |

7. At this point, continue to monitor the installation until all of the prerequisites
and ADFS are installed:

"-':';Tmcl:i?e Directory Federation Services 2.0 Setup Wizard

Installing AD FS 2.0

Please wait while the wizard inztall: AD FS 2.0

Statuz :  Instaling Internet Information Services [115]

[

<F'reviaus| Fiest > I LCatizel |

8.  When the installation is complete, uncheck Start the ADFS Management
snap-in when this wizard closes. Click on Finish:
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'ﬁ_j;m:tive Directory Federation Services 2.0 Setup Wizard

Completed the AD FS 2.0 Setup Wizard %ﬁ

You hawve successfully completed the AD FS 2.0 Setup ‘wizard. Ta finizh configuring thiz computer far the
federation server role, start the A0 FS 2.0 Management shap-in, and then n the A0 FS 2.0 Federation Server
Configuration Wizard.

[ Startthe&D FS 20 I anagement znap-in when this wizard cloges,

To cloge thiz wizard, click Finish.

9. Now install the latest rollup for ADFS. We will use Rollup 1 in
our installation.

Installing the Office 365 Desktop Setup

To ensure we can communicate properly with the Office 365 service, we need to
deploy the Office 365 Desktop Setup software. Follow these steps to install
the software:

1. Signin to the Office 365 Portal, with your Office 365 admin account at
https://portal.microsoftonline.com.

2. On the Resources quick launch, found on the right side of the page, click
on Downloads:

Resources
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3.  On the downloads page, skip to step 3 and click on Set up:

Set up and configure your Office desktop apps

Checks your PC for required updates and configures your Office desktop apps t

+ Send email from Cutlook 2007 or 2010
+ Save files directly to SharePoint Online from your Office deskiop apps

4. You may be prompted with a security warning, click on Run:

Application Run - Security Warning E |

Do you want to run this application? ﬁf
b A
Name:
Office365Deskiopsetup

From (Hover over the string below to see the full domain):
bposast,vo.msecnd. net

Publisher:
Microsoft Corporation

R | Don't Run I

™ while applications fram the Internet can be useful, they can potentially harm your
computer, IF vou do not trust the source, dao not run this software, More Information. ..

5. If you receive another logon prompt, enter the same admin credentials you
used to log on to the Office 365 Portal.

6. This will bring up the desktop updates screen. This will list the Microsoft
Online Services Sign-in Assistant, which is a requirement for the upcoming
Federation Management tool. Uncheck any options that may be checked in
the Select applications to configure section. Click on Continue:
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Configure desktop applications and install
updates

Microsoft Office 365 desktop setup installs updates and configures vour desktop
applications. When the installation is complete, wou may be asked to restart your
computer,

Select applications to configure: Mlierasst: ORline Serdass

7 Microsoft Outlook Sign-in Assistant

™ Microsoft SharePoint User credentials are managed by
Microsoft Online Services ID, To sign

T Microsoft Lync into and use your services, you rust

install Micrasoft Online Services
Sign-in Assistant,
MNumber of important updates: 1 Learn mare
Hide details &

Marne Size

=oft Online Service ! : 6 MEB

i Continue | Cancel |

7. The software update will now begin. If you accept the agreement, click on
I accept:

3 Microsoft Office 365 desktop setup [_[O[x]

7 Microselr . .
00 Office 365 Review and accept the service agreements
Review the service agreements. To continue, dick I accept.

Wiew the Microsoft Office 365 privacy policy.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT ONLINE SERVICES SIGN-IN ASSISTANT

These license terms are an agreement between Microsoft Corparation (or based on where you live, one
of its affiliates) and you. Please read them. They apply to the software narned above, which includes the
rnedia on which you received it, if any. The terms also apply to any Microsoft

e Lpdates,

s supplements,

s Internet-based services, and

*  sUppOrt services

for this software, unless other terms accormpany those iterms, If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the rights below. =

I decline
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8. (Click on Finish to complete the installation:

B2 Microsoft Office 365 desktop setup H[=] E3

6,0 Office 365 Your computer has been configured and
updated to use Microsoft Office 365

You are now ready to use Microsoft Office 365, A shortcut to the Microsoft Office 365
Portal has been added to the Start menu.

Shour rmore details W

Editing the hosts file

We need to edit the hosts file on the machine to ensure the ADFS proxy can
communicate with the ADFS internal and not rely on external DNS entries. To do
this, follow these steps:

1. Edit the hosts file and add an entry to resolve the federation server's URL to
the internal IP address of the internal.

External users should be directed to your ADFS proxy, when
/= reaching sts.yourdomain.com.
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2. To edit the hosts file, open Notepad as an administrator and find the hosts
file under c:\Windows\System32\drivers\etc:

.hosts - Notepad [_ (O] x|
File Edit Format Yiew Help

# Copyright (o) 1993-2009 mMmicrosoft Corp. =]
#

# This is a sample HoSTS file used by microsoft TCP/IP for windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entr¥ should be kept on an individual Tine. The IP address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

# Additiona11¥, comments (such as these) may be inserted on individual

# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94, 97 rhino. acme. com # source saerver

# 38.25.63.10 X.acme. com # x client host

# localhost name resolution is handled within ons dtself.

# 127.0.0.1 localhost

# il Tlocalhost

10.15%9,66.15 sts.pointaridgalab. comf|

<] '

Modifying the ADFS service

Let's now set the ADFS-Proxy account, previously created to log on to the ADFS
Proxy server:

1. Open the Service Management console (services.msc) and locate ADFS 2.0
Windows Service:

File Action  Wiew Help

Y EEEEN EIRCEE

£ Services (Local)

Description Skakus

Started fanual Local System
CLApplication Host Helper Service Praovides a...  Started Automatic Laocal Syskem

Chapplication Identity Determines. .. Manual Local Service

Processes ...

2. Go to the properties of this service and then click on the Log On tab.
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3. Change the Log on as account to your ADFS-Proxy account, then click
on OK:

AD FS 2.0 Windows Service Properties {Local Computer) |
"Gereral LoaOn | Hecaveryl Dependenciesl

Log on as:

= Local Syster account

[T Allaws service b interact with deskiop

I.\adfs-pn:n:-:_l,l Browse. .. |

PaSSWD[d: I...............

Corfirmn passwaord: I...............

Help me confiqure user account log on options.

0K I Cancel Apply

4. Now click on OK:

Services I

The account adfs-admini@pointbridgelab.com has been granted
! % the Log On As A Service right.

Importing the ADFS certificate

Users will be accessing the ADFS proxy and will require secure communications.
Follow these steps to apply the ADFS proxy certificate:

1. Export the certificate as a PFX file from your ADFS internal server. Ensure
that the private key is included.

2. Open Internet Information Services (IIS) Manager on the ADFS server found
under Administrative Tools in the Start menu.
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3. Click on the server name and open the Server Certificates window:

'!E Internet Information Services (I15) Manager
@ « 0 | %> sorseroxy >

File  Wiew Help

[Commmcions ] @1 ADFSPROXY Home
TR =)
;-----'h-rﬂ Start Page
Eﬂﬂ ADFSE (ADFSER = Filter: - Go - %Show All | P
: ,;* Bpplication Paols - L~ =] J |
@] Sites I54PT and CG1 ISAPI Filkers Logaging MIME Types
Restrickions
[ 3 '\ ‘é:
Modules Oukput Request Server
Caching Filkering Certificates

4. Click on Import in the Action Pane, found on the right side:

I Import. ., I

Create Certificate Reguest.

Complete Certificate Request. .,

Creake Domain Certificate. ..

Create Self-Signed Certificate, .

® Help

Zinline Help

5. Locate the exported certificate file and click on OK:

Import Cettificate K E3

Certificate file (. pFx):

IC:'I,Users'l,ADFS—Proxy'l,Desktop'l,sts_cert.pfx e |

Password:

v allow this certificate to be exported

oK I Canicel
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6. You should now see the new certificate listed, as shown in the
following screenshot:

qgl Server Certificates

Use this feature to request and manage certificates that the W

Mame =~ | Issued To
ists, pointbridgelab, com stz pointbridgelab, com

7. Next, you need to assign this certificate to Default Web Site. Navigate to
Default Web Site and click on Bindings... in the Actions pane:

"!-E Internet Information Services (IIS) Manager [ _ (O] x|
@.; 3y [0 b ADFSPROXY b Sikes b Defadl Web Site b | & e -

File  ‘Wiew Help

0 | 2= Default Web Site Home
@-H|# |8 L) Explare
-9 Stark Page Edit Permissions. ..
-5 ADFSPROKY (ADFSPROWIADFS) | Fter: - s - Gshow sl | —
-2} Application Paals ASP.NET N Edit Site
= stes
B/ Oefault eb Site E% é, _"J;)-.‘ 0 =] Basic Settings...
MET MET MET Error MET Wiew Applications

8. Click on Add... in the Site Bindings page:

site Bindings E
Type | Host Mame | Pork | 1P Address | Binding add. ..
hitp &0 *

Edit,..,

Remove

Browse

Close

il
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9. Select https from the Type drop-down menu and select the new certificate
from the list and make sure the port is 443. Click on OK and close the
window to save the settings:

Add Site Binding EHE
Twpe: IF address; Port:
|https j |F\II Unassigned j |443
Hask narne:
331 certificate:

sts, poinkbridgelab, com

814 I Cancel |

Adding the ADFS service account to the certificate

We need to ensure that the ADFS service account can access the certificate
successfully. Follow these steps to assign the service account permissions to
the certificate.

1. Inthe ADFS server, open the MMC (enter mmc in the Run prompt) and
add the Certificates snap-in under the computer account, then under
local computer.

2. Locate the certificate you installed under the Personal | Certificates store.
Right-click on the certificate and select Manage Private Keys....

= Consolel - [Console Root' Cettificates (Local Computer)'PersonalCertificates]  [l=] E3

File  Action Yiew Favorites  Window  Help | 2] =l
& Hml 4 XE = | H
| Console Root Issued To = Actions
= H Certificates (Local Com
=[] Persanal e —
_ ~| Certificates Open
| Trusted Rook Certil
| Enterprise Trust Cuk Request Certificate with Mew Eey...
| Intermediate Certif Copy Renew Certificate with Mew Key. ..
| Trusted Publishers Delete -
| Untrusted Certifica | e e
“| Third-Party Root C Properties Advanced Operatiohg 3
'__ Trusted People Help Expart...
ol D araska T Libme
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3. Add the ADFS-Proxy account with Read access. Click on OK:

. Permissions for sts.pointbridgelab.com private keys E I

Security I

Group or uzer names:
58 SYSTEM
t ADFS-Prosy [ADFSPROXWADFS -Proxy)
52, Admiristrators (ADFSPROMY\Administratars)
1? Account Unknown(5-1-5-5-0-580365]

Add... | Femaove |
Permizsions for ADFS-Prosy Allows Deny
Full control O O
Fead O
Special permizsions O O

Far special permizzions or advanced settings, Advanced |
click Advanced.

Lean about access control and permissions

0k I Cancel | Apply |

4. Finally, perform a iisreset/noforce operation from an administrative
command prompt:

Administrator: Command Prompt

Microzoft Windows [Version 6.1.76611
Copyright <c> 2887 Microsoft Corporation.

C:sWindowsnwsystem32>iisreset snoforce

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

Configuring the ADFS proxy server

Now that we have completed all of our preparation requirements, let's begin the
ADFS proxy configuration:

1. Open the ADFS 2.0 Federation Server Proxy Configuration Wizard from the
Start menu, found under Administrative Tools. Click on Next, to get started:

[168]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Chapter 8

"EEEAD FS 2.0 Federation Server Proxy Configuration Wizard

Welcome

Steps

. Welcome to the AD FS 2.0 Federation Server Proxy Configuration
@ Welcome Wizard
@ Specify Federation Service

Mame This wizard helps you configure Active Directary Federation Services [AD FS] 2.0 software on this

. computer, which sets up the computer as a federation server proxy. & federation server proxy redirects

@ Ready to Apply Settings requests from Intemnet clients ta federation servers that are behind a firewall on pour carparate nebwark.
@ Configuration Results Before you begin

{@'n A federation server and a federation server prozy cannot be configured on the zame computer.
[&) “You will need the name of the Federation Service that has already been deployed in pour
~ organization.

To continue, click Nest.

<Previ0us| Mext » I Cancel | Help |

2. Enter the federation service name, sts.yourdomain.com (in this example, it
is sts.pointbridgelab.com) and click on Test Connection:

a1

-~

If this step fails, check your hosts file or firewall rules to
ensure traffic can get through.

AD F5 2.0 Federation Server Proxy Configuration Wizard

Specify Federation Service Name

Sieps Specify the name of the Federation Service to which this federation server prosy will redirect client
@ “Welcome requests.
@ Specify Federation Service Federation Service name:

Mame

|sts.polntbrldgelab.com

® Ready to Apply Settings Example: fz.contosa.com

@ Configuration Results " . . .
= [T Use anHTTP prozy server when sending requests to this Federation Service

HTTP pro=y server address:

Example: hittp://prosy. contoso. com: 3000/

AD F5 2.0 Federation Server Proxy Configuration Wizard

) The specified Federation Service was contacked successfully,

< Previous | Next » | Cancel Help
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Deploying a Hybrid Infrastructure: ADFS

3. Click on Next. Enter the credentials that will be used to establish the trust.
Enter the domain account ADFS-Auth created in Chapter 7, Preparing for a
Hybrid Deployment and Migration. Click on OK.

1
‘Q If you receive an error, double check and ensure that the ADFS-Auth

account is a local admin on the ADFS internal server.

4. Now click on Next to apply the ADFS settings:

"EMD FS 2.0 Federation Server Proxy Configuration Wizard

Ready to Apply Settings

Steps The following settings will be configured for this federation server proxy:

@ “welcome

) . Stop the AD FS 2.0'Windows service
@ Specify Federation Service

Name Establish trust with the Federation Service

@ Ready to Apply Settings (E e

@ Configuration Results . ¢
g Deploy browser sign-in\w'eh site

Start the AD FS 2.0 Windows service

Ta begin configuring this computer with these settings, click Mext.

<F’revious| Mest » I Cancel Help

5. Once the configuration completes, click on Close.

"__ELAD F5 2.0 Federation Server Proxy Configuration Wizard

Configuration Results

The fallowing settings are being configured.

Compaonert Statuz
@ Specily Federation Service P
MHame

-

Stop the 4D F5 2.0 Windows service Configuration finished

@ Ready to Apply Setiings

-

Establish trust with the Federation Service | Configuiation finished

@ Configuration Results

-

Configure endpoints Configuration finished

~

Deploy browser sign-in Web site Configuration finished

-

Start the 4D F5 2.0 Windows service Configuration finished

“You have successfully completed the A0 FS 2.0 Federation Server Proxy Configuration Wizard

To close this wizard. click Close.

Clozse |

6. This concludes the configuration requirements for the ADFS proxy server.
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Chapter 8

Summary

In this chapter we learned how to build the first core integration point ADFS to
support authentication services with Office 365.

In our next chapter, we will focus on the build out of Directory Synchronization,
which is a critical component to the ADFS authentication. Directory Synchronization
allows us to leverage the ADFS deployment by synchronizing and informing the
service about who is federated and who is not.
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Deploying a Hybrid
Infrastructure: Directory
Synchronization

Now that we have deployed Active Directory Federation Services (ADEFS), let's start
to build out our next core service — Directory Synchronization. By now, you should
have the necessary physical or virtual servers ready or in place. As mentioned in
Chapter 8, Deploying a Hybrid Infrastructure: ADFS, Directory Synchronization is the
second service we need to build for our Office 365 integration.

In this chapter, we will look at the following topic:

¢ Deploying Directory Synchronization

Deploying Directory Synchronization
After both the ADFS internal and ADFS proxy servers are installed and configured,
we need to start the installation of Directory Synchronization, before we can start
testing whether ADFS was set up successfully. The following high-level steps will be
performed when installing the Directory Synchronization server:

e Confirming the preparation specifications

¢ Enabling and downloading Directory Synchronization

¢ Installing Directory Synchronization

e Configuring Directory Synchronization
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Deploying a Hybrid Infrastructure: Directory Synchronization

Confirming the preparation specifications

For this example, we are going to build the Directory Synchronization server with
the following specifications:

Windows Server 2008 R2 64-bit

4 GB of memory

Quad core 2 GHz

Active Directory joined

All of the latest Windows Updates applied

Computer Name —DIRSYNC (you will want to name this server based on
your standard AD object naming scheme)

There is a 10,000 object limit for Directory Synchronization but this can be
increased by opening a service request with Office 365 support.

SQL Server 2008 Express (An external SQL server may be necessary, based
on the objects' sync requirements. These requirements can be found here at
http://onlinehelp.microsoft.com/en-us/Office365-enterprises/
££652544 .aspx.)

Installing the Directory Synchronization tool creates the
o MSOL AD SYNC account in the standard Users organizational
~ unit of the local Active Directory. This account is used by the
Q Directory Synchronization tool to read the local Active Directory
information. Do not move or remove this account. Moving or
removing this account will cause synchronization failures.

Enabling and downloading Directory
Synchronization

We first need to start out by enabling the service within Office 365 and downloading
the initial software. This is a necessary step to start the Directory Synchronization
process.

1.

From the Directory Synchronization server, log in to the Office 365 Admin
Portal using an account with Global Admin credentials (https://portal.
microsoftonline. com/admin).

Locate the Management section on the left-hand side of the screen and click
on Users:
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Microsoft
Online Services

Grevelab

Admin Overview

Setup

Overview
Custom Plan

Management
Users

Security Groups
Domains

3. Click on Set up next to Active Directory synchronization.

4. Click on Activate under step 3. Now click on Activate in the dialogue box
that appears:

A Do you want to activate Active Directory
synchronization?

Activating Active Directory® synchronization allows you to
automatically copy users, security groups and other
objects from your local Active Directory to Microsoft
Office 365,

Important: After Active Directory synchronization is
activated, synchronized objects may only be edited on-
premises. Learn more

[ Activate ] [ Cancel ]
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Deploying a Hybrid Infrastructure: Directory Synchronization

5. Now, download the 64-bit version of Directory Synchronization:

Install and configure the Directory Synchronization tool
Download the Directory Synchronization tool and then configure it to set up
synchronization from Active Directory to Microsoft Office 365.

Read: Install the Directory Synchronization tool

T windows 32-bit version
E Windows 64-bit version

Installing Directory Synchronization

We will now install the Directory Synchronization software, in preparation to
configure our first synchronization to Office 365.

1. Launch the Directory Synchronization setup as an administrator and click
on Next:

: icrosoft Online Services Directory Synchronization Setup

Welcome

The setup wizard will guide you through the process of installing the Microzoft
M I’Crosoftx Dnlir_ne Services Directory _Synchlonization tool on this_ computer. _This t_ool

i provides regular synchronization between vour arganization's Active Directary
O N | i ne Sewmes directary service and Microzoft Onling Services. When installation is complete,
voul will have the option to start the Microzoft Online Services Directony
Synchronization Configuration twizard.

Click Mest to continue with setup or click Cancel to exit the setup wizard.

Back | RIS I Cancel
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2. The next screen will display the Microsoft Software License Terms. If you
agree with the terms, accept the agreement and click on Next:

crosoft Online Services Directory Synchronization Setup

Microzoft Software License Terms
1 o Ta install the Microsoft Online Services Dirsctory Synchronization toal, you
Microsoft ) !

gt accept the Microsoft Software License Temns. To accept the temns,

Or] | 1 ne Sew|ces zelect | accept'’, and then click "'Hewxt".

iz the Privacy Statement oline.

WICROSOFT SOFTWARE LICENSE TERMS 3

WICROSOFT DNLINE SERYICES DIRECTORY
SYNCHRONIZATION TOOL

These license terms are an agreement between Microsoft
Caorporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which

w1 raraivad it if are Tho tarre slen senbe o aese Bicroenft

& | accept

1 do not accept

Back | Mext I Cancel

3. Click on Next with the default installation directory selected:

Microsoft Online Services Directory Synchronization Setup

Select Installation Folder
To ingtall the Microzoft Online Services Directory Synchronization tool in the

M icrosoftx folder shawn belaw, click Next.

O n | | ne Sew|ces To change the installation folder. click Browse or type a news folder path in the
bow belaw, and then click Mext.

Inztallation falder:

IC:\F‘rogram FilesMicrozoft Online Directomy Sync

Browsze. .. |

Back | Mext I Cancel

[177]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING
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4. The installation may take some time. When the status bar is complete, click
on Next:

ctory Synchronization Setup

Installation

Fleaze wait while the zetup wizard installz the Microsoft Online Services
Directory Synchronization tool. Thiz may take 10 minutes or longer depending

MlcrOSOftl i upon the speed of your computer,
Online Services

Installation Complete

Back | Mext I Cancel |

5. Uncheck the Start Configuration Wizard now checkbox and click on Finish:

crosoft Online Services Directory Synchronization Setup

Finished

The Microzoft Online Services Directory Synchronization tool has been
MiCI’OSOft‘ ingtalled. You must configure it before synchronization can begin. To
configure the Directory Swnchronization tool, select Start Configuration

Online Services Wfizard mow.

Click Finish to exit the zetup wizard.

[ Start Configuration wizard now

Back | Finish I Cance|
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Configuring Directory Synchronization

Now that Directory Synchronization is installed, let's start the configuration for our
tirst synchronization. To do this, follow these steps:

1. Launch the desktop shortcut for the Directory Synchronization wizard and
click on Next:

M Microsoft Online Services Directory Synchronization Configuration Wizard

Welcome

Thiz configuration WWizard will guide pou through the configuration of the
Microzaft Online Services Directory Synchronization tool, which will establish
synchronization bebween your organization's Active Directary directory service
and Microsoft Online Services.
Welcome Ta run the wizard, you must provide the credentials of an account with
Microsoft Dnline Services administrator permissions for Microsoft Onling Services and the credentials of an
Credentials account with enterprize administrator permissions in your organization's Active

Directory directory zervice. The wizard will use these credentials to set the

Active Directon Credentials permigziong for the Microzoft Online Services Directory Synchronization service

Exchange hybrid deployment installed on this computer.
Configuration Click Mext o continue.
Firished

Back | Mext I Cancel |

2. On the Microsoft Online Services Credentials page, enter your Microsoft
Online Services Administrator Credentials and click on Next:

\ You may want to create a new account in the Office 365 admin
~ portal, exclusive for this service. Creating a separate account and
Q excluding it from your default password policy, will prevent Directory
Synchronization from halting, due to an expired account.

icrosoft Dnline Services Directory Synchronization Configuration Wizard

Microsoft Online Services Credentials

Provide the credentials of an account with administrator permizsions for
Microsoft Online Services. These oredentials will be saved and used to
synchronize changes from your arganization's Active Directary directory service
with Microsaft Online Services.

Welcome . .

i i i Important: When you change the password for the account with administrator
Mlcmso!t Online Services permissions for Microzoft Online Services, you must run this wizard again to
Credentials change the password used by the Directory Synchronization tool.

Active Directory Credenitials After providing the credentials, click Next to continue.
Exchange hybrid deplopment
Configuration

Finished
Microsoft Online Services Administrator Credentials

User name:[someone@example. com|
Idilsync@pointbridgelab.onmicrosolt.com

Password:

Help Back | Mext I Cancel
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3. On the Active Directory Credentials page, enter your Active Directory
Enterprise Admin Credentials and click on Next:

M Ensure that you have also logged on to this computer with
Q the same credential and that account is a member of the local
MIISAdmins group. If not, you may receive a registry write error.

:ll:Mil:rosofl: Online Services Directory Synchronization Configuration Wizard

Active Directory Credentials

Provide the credentials for an account with administrator permissions on your
organization's Active Directony directony service. These credentials will be used
to get the permizzion for the Directory Spnchronization tool, which wil
gynchronize changes in your organization's Active Directory with kMicrosoft

WWielcome Online Services. These credentials are not saved.
Microzaft Online Services After providing the credentialz, click Next to contitue.
Credentials

Active Directory Credentials
Exchange hybrid deplopment
Configuration

Finished

Active Directory Enterprise Admimistrator Credentials

User name: [zomeonei@example. com or erampletsomeane]

Ipointbridgelab\dirsyncadmirl

Pazsword:

Help | Back | Mext I Cancel |

4. Our objective is to take full advantage of the migration capabilities to Office
365. Check the Enable Exchange hybrid deployment checkbox and click
on Next:

a1

~ Enabling the Exchange Hybrid deployment allows you to share
information and migrate mailboxes to and from Office 365.
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:.lI:Microsoft Online Services Directory Synchronization Configuration Wizard

Exchange hybrid deployment
Exchange 2010 5P iz required to enable Exchange hybrid deployment.

If yiou enable Exchange hybrid deploprent

Welcame “Yiou can archive your on-premize mailboxes in the cloud.
You can off-board mailboxes from the cloud to on-premises.
Microsoft Online Services On-premises mail fitering software can take advantage of user made changes
Credentials to zafe and blocked zenders in the cloud.
Acti . . On-premises Exchange 2000 SPT will know when the user has a voice mail in
ctive Directory Credentials the cloud

Exchange hybrid deployment _ . . -

) ] To enable these scenarios you will grant the Microsoft Online Directony
Canfiguratian Synchronization tool write access to wour local Active Directony.
Finizhed ) .

Ene IF you wizh to allow these changes, check the "Enable Exchange hybnd
deployment” option below.

¥ Enable Exchange hybrid deployment

Back | et I Cancel

5. Once the configuration is complete, click on Next:

:H:Micrnsnft Online Services Directory Synchronization Configuration Wizard

Configuration

Pleaze wait while the wizand configures the Microsoft Online Services Directory
Synchronization tool,

Wwieloome

Micrasaft Online Services

Credentials Configuration complete,
Active Directory Credentials

Exchange hybnid deployment [t et i e i e e v

Configuration

Finished

Back | Mext I Cancel
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6. When we finish the configuration, the last step is to close the configuration
wizard and start Directory Synchronization. To close the wizard, click
on Finish:

[MMicrosoft Online Services Directory Synchronization Configuration Wizard

Finished
The Microsoft Online Services Directary Svnchronization tool haz been
caonfigured. |t will synchronize your organization's Active Directory directony
zervice with Microzoft Online Services once every three hours, Y'ou can force
immediate directory synchranization by selecting Synchronize directories now,
welcome and then chck Finzh,
Microzoft Online Services Click the Finish button ta exit this wizard.
Credentials

. . . v L .
Active Directory Credentials v Synchronize directones now

Exchange hwbrid deployment
Configuration
Finizhed

Back | Finish I Carcel

Directory Synchronization should now be running. Based on your organization size,
this could take a few minutes to a few hours. Check the Office 365 Admin portal,

to see if your accounts have synchronized. If after 24 hours you do not see the
synchronized accounts, you may have to troubleshoot for conflicts or restrictions in
the environment.

Once you have confirmed accounts and have been synchronized to Office 365,

you may want to take this time to validate authentication works properly. To do

s0, just take one of your synchronized accounts in Office 365 and try to log on to
https://portal.microsoftonilne.com. After you enter the user's UPN logon
(¥username%@domain.com), you should get either a logon dialog from your ADFS
internal server or a forms-based logon from your ADFS proxy. After you log on with
the user's Active Directory logon credentials (UPN), you should either receive the
message — You are not licensed to use Microsoft Office 365, or you will be provided
with options that your account has been enabled with. Either way, if logging on
from within your network and outside your network produce the same results, you
should be in a good shape to move forward.
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If you do not receive a logon dialog from the internal ADFS server or a forms-based
logon from your ADFS proxy, you may need to troubleshoot to find out why the
authentication is not working. Most commonly, authentication generally does not
work properly when Firewall rules are not specified properly, DNS records are

not created properly, or the install of ADFS and Directory Synchronization did not
complete successfully.

Summary

In this chapter we learned how to build the second core integration point, Directory
Synchronization, to support authentication services, address book synchronization,
and the future deployment of Exchange Hybrid with Office 365.

In our next chapter, we will focus on building out Exchange Hybrid, which is a
critical component of our migration to Exchange Online from Exchange on-premise.
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10

Deploying a Hybrid
Infrastructure:
Exchange Hybrid

Now that we have deployed Directory Synchronization, let's start to configure our
next core service, Exchange Hybrid. By now, you should have the necessary physical
or virtual servers, firewall, and DNS ready or in place. As mentioned in Chapter 8,
Deploying a Hybrid Infrastructure: ADFS, Exchange Hybrid is the third service we
need to build for our Office 365 integration.

In this chapter, we will look at the following topic:

e Deploying Exchange Hybrid

Deploying Exchange Hybrid
By now, ADFS and Directory Synchronization should be deployed and tested. Do
not proceed with Exchange Hybrid, unless Directory Synchronization has fully
synchronized your environment. The following high-level steps will be performed
when installing the Exchange Hybrid:

e Confirming preparation specifications

e Preparing the Exchange 2010 Server

e Creating a Hybrid configuration

e Configuring the Hybrid configuration
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Confirming preparation specifications

We will assume that you have already deployed an Exchange 2010 SP2 server within
your environment. It should meet the following requirements:

e Exchange 2010 Service Pack 2 deployed, with at least the Client Access Server
and Hub Transport Server roles deployed

e Existing Exchange versions within the same Exchange Organization can
communicate properly with the Exchange 2010 server deployed
e The Exchange 2010 server is externally accessible

e The Exchange 2010 server has a well-known public certificate for
Autodiscover and Exchange Web Services (EWS)

Preparing Exchange 2010 Server

As we prepare to create the Hybrid configuration, we need to ensure the Exchange
2010 server can connect properly to the Office 365 service. In order to achieve

this, we need to deploy the Office 365 Desktop Setup on the Exchange 2010 server
and add the Office 365 subscription as an additional Exchange Forest, within the
Exchange Management Console.

Installing the Office 365 Desktop Setup

To ensure proper communication with the Office 365 service, we need to deploy the
Office 365 Desktop Setup software. Follow these steps to install the software:

1. Signin to the Office 365 Portal, with your Office 365 admin account at

https://portal.microsoftonline.com.

2. On the Resources quick launch, found on the right side of the page, click on
Downloads (see the following screenshot):

Resources

How to import your contacts
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3.  On the Downloads page, move to step 3 and click on Set Up:

Set up and configure your Office desktop apps

Checks your PC for required updates and configures your Office desktop apps t

+ Send email from Outlook 2007 or 2010
+ Save files directly to SharePoint Online from your Office desktop apps

4. You may be prompted with a security warning. Click on Run:

Application Run - Security Warning E I

D EE thi lication? P/
o you want to run this application > i’
Name:
Cffice3650eskiop3etup

From {Hover over the string below to see the full domain):
bposast,vo.msecnd.net

Publisher:
IMicrosoft Corporation

Run | Don't Run I

™) While applications Fram the Internet can be useful, they can potentially harm your
computer, IF wou do not trust the source, do not run this software, More Information. ..

5. If you receive another logon prompt, enter the same admin credentials you
used to log on to the Office 365 Portal.
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6. This will bring up the Desktop updates screen. This screen will list Microsoft
Online Services Sign-in Assistant, which is a requirement for the upcoming
Federation Management tool. Uncheck any options that may be checked in
the Select applications to configure section. Click on Continue:

Configure desktop applications and install
updates

Microsoft Office 365 desktop setup installs updates and configures your desktop
applications, When the installation is complete, you may be asked to restart vour

computer.

Select applications to configure: Microsoft Orline Services

7 Microsoft Qutlook Sign-in Assistant

I~ Microsaft SharePaint User credentials are managed by
Microsoft Online Services ID. To sign

™ Microsaft Lync into and use your serdces, you must

install Microsoft Online Services
Sign-in Assistant,

Mumber of important updates: 1
Hide details &

Learn more

MNarne Size

¥ Continue | Cancel |

7. The software update will now begin. If you accept the agreement, click on
I accept:

2 Microsoft Dffice 365 desktop setup [_[O]x]

G0 Office 365 Review and accept the service agreements

Review the service agreements, To continue, dick I accept.

Wiew the Microzoft Office 365 privacy policy.

MICROSOFT SOFTWARE LICENSE TERMS I

MICROSOFT ONLINE SERVICES SIGN-IN ASSISTANT

These license terms are an agreement between Microsoft Corporation (or based on where you live, one |
of its affiliates) and you. Please read them. They apply to the software named above, which includes the
rredia on which you received it, if any. The terms also apply to any Microsoft

¢ Uupdates,

e supplements,

s Internet-based services, and

¢ sLpport services

for this software, unless other terms accompany those items, If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the
software.

If you comply with these license terms, you have the rights below. =

[188]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Chapter 10

8. (Click on Finish to complete the installation:

22 Microsoft Office 365 desktop setup [_[O0]

£0.0ffice 365 Your computer has been configured and
updated to use Microsoft Office 365

“You are now ready to use Microsoft Office 365. A shorteut to the Microsoft Office 365
Portal has been added to the Start menu.

Show more details ¥

Adding your Office 365 subscription to the

Exchange Management Console

The management interface for Office 365 should be added to Exchange 2010. The
benefits of adding your Office 365 subscription to the Exchange Management
Console (EMC) include ease of migrations, simplified management of your

subscription, and provisioning of accounts. Let's add the Office 365 Exchange
Organization; follow these steps:

1. Open the Exchange Management Console and then right-click on Microsoft
Exchange. Click on Add Exchange Forest...:

E:-:change Management Console

File  Ackion Yiew Help

&= = =

Microsoft Exch

Add Exchange Forest, ns

5

Help
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2. Now, add a name for the Exchange forest that is easily identifiable. In this
example, we will call it Office 365. Now choose Exchange Online from the
drop-down menu and click on OK:

Add Exchange Forest E3 I

Add a new Exchange ot-premizes or anline forest to the Exchange Management
Conzole.

Specify a friendly name for this Exchange forest;
|Office 365

Specify the FODN or URL of the server running the Remote PowerShell ingtance;
|E>:u:hange Online j
Far an on-premizes Exchange arganization, enter the server name or zerver URL

that iz running the Remate PowerShell instance,
Far an Exchange Online organization, select Exchange Online.

[ Logon with default credential

0k I Cancel | Help |

3. Now log on with an Office 365 Global Admin account. Try not to use a
synchronized account (also known as a federated account). Doing this can
help us to avoid troubleshooting ADFS versus Exchange problems that may
come up. If you use a federated account, you could be troubleshooting two
issues, if federation is really the only issue. Once you have entered your
credentials, click on OK:

Connecting to Office 365 EH
fr=
2
e\
User narme: Iﬂ dgreve@paintbridgelab.Drj J
Password: | sesnnene

¥ Remember my password

(0] 4 I Cancel
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4. You should now see your Office 365 subscription in the Exchange
Management Console:

i Microsoft Exchange
= ._i;_;| Microsoft Exchange On-Premises (g
|aas] Organization Configuration
;] Server Configuration
¥, Recipient Configur ation
=8 Toolbox
B JF Offics 365
[=] |sis| Crganization Configuration
4 Mailbox
|s¥] Client Access
% Hub Transport
|sl5 Unified Messaging
= ;_., Recipient Configuration
I ﬁ Mailbox
#2 Distribution Group
=21 Mail Contact
E:g Mowe Reguest
=8 Toolbox

S eI

Creating a Hybrid configuration

At this point we should now be prepared to create the Hybrid Configuration by

running the New Hybrid Configuration wizard. To do this, simply follow
these steps:

1. In the Exchange Management Console, click on the on-premise Organization

Configuration. In the Actions pane, click on New Hybrid Configuration:

Actions

Organization Configuration &

Modify Configuration Da.. .

IL;L:‘: e Hybrid Configuratio. ..

Mew Federation Trust, ..
Mew Organization Relatio, ..

Export Lisk...

Wigw g

" Ci=F |
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2. As this will be the first Hybrid configuration, click on New to create the
federation trust and a self-signed certificate:

New Hybrid Configuration

o Mew Hybrid Mew Hybrid Configuration

Configuration
Create a new hybnd configuration for zharing calendars, sharing contacts, acceszing
Completion freex’l:!us_l,! infarmation, and maving mailboxes between an-premizes and Office 365
organizations.

A hybrid configuration requires a federation bust with the Microzoft Federation Gateway and
a certificate. A federation trust and self-sighed certificate will be geterated automatically.

The default name of the hpbnid configuration i "Hybrd Configuration’’.

Help J } l Mew Cancel

3. Once this step is complete, click on Finish:

New Hybrid Configuration

o New Hybrid e omnlcton
! Configuration The wizard completed successfullp. Click Finish to cloze this wizard,
Elapzed time: 00:00:02

- ey Summary: 3 itemfz). 3 succeeded, O failed.

»

145 Mew-ExchangeCertificate \'.J

Exchange Management Shell command completed:

Mew-ExchangeCertificate -Domaint ame 'Federation’ -FrendlyM ame 'Exchange
Delegation Federation’ -K.eySize "2048" -Services 'Federation' -Subjectkepl dentifier
'ch0051 7987 cf 486327124557 811858fd" -Privatel eyE xportable ftue

Elapzed Time: 00:00:00

»

usm Mew-FederationTrust LV ]
Exchange Management Shell command completed:
Mew-FederationT rust -Mame "Microsoft Federation Gateway' -Thumbprint
‘BADEDEES7RATEE3989EAEF1F149EDADFACDBFBIE" -SuppressDing'w'aming

Elapzed Time: 00:00:01

»

145 Mesw-HybridConfiguration @

Exchange Management Shell command completed:
M ew-HybridConfiguration

Elapzed Time: 00:00:00

To copy the contents of thiz page, press CTRL+C.

| | ek |[_Fiish |
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Configuring the Hybrid configuration

At this point, we now need to configure the Hybrid configuration between your
Exchange Organization and Office 365. To do so, we will need a local account with
Domain Admin and Exchange Organization admin privileges. In addition, we will
need an Office 365 Global Admin account. You may want to create new accounts
specifically for this purpose, or use existing accounts in both systems.

1. Inthe Exchange Management Console, click on the local Exchange
Organization and highlight the Hybrid configuration. In the Actions pane,
click on Manage Hybrid Configuration:

Actions

Organization Configuration =«

. Modify Configuration Do...

4 Mew Federation Trust,.,

< Mew Organization Relatio..,

|5 ExportList...
Wigwm L4
| Refresh
E Help
Hybrid Configuration -

I‘E; Manage Hybrid Configura. .. I

E Help

2. Click on Next in the Introduction screen.
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3.

Now enter your local account name with both Domain Admin and Exchange
Organization Admin privileges and check the Remember my credentials
checkbox. Next, enter your Office 365 Global Admin account name and
check the Remember my credentials checkbox. Try to avoid using an

ADFS enabled Global Admin account as this may cause you to have to take
additional troubleshooting steps, if ADFS is not functioning properly. Click
on Next:

&I < Back, | Mest > I Cancel |

Cblim Manage Hybrid Configuration

L{i’ﬁ

[ Introduction Credentials

Enter credentials for your on-premises Exchange organization. The account must be a

[ Credentials member of the Organization kanagement role group.
4 Domaing IJzemame: [domainiuzername)
Diarnain Praaf of [ pointbridgelabE schédmin
= Ownership
Pagsward:
J Servers

I.........
| Mail Flow Settings

- )
3 Ml Flow Securly ¥ Remember my credentials

4 Progress Enter credentials for an Office 385 account in the Organization M anagement role group. Al

1 Completion Office 365 Global administratars are members of this role group by default,

|Jzemame: [usermame@domain. com]

Idgreve@pointblidgelab. onmicrozoft. com

Password:

¥ Femember my credentials

On the Domains page, click on Add and select all the domains that will be
used with Office 365. Click on Next:

PUBLISHING
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5o

| ’?f Manage Hybrid Configuration
1 Intraduction Domains
M Credentials Select the domains to configure as part of the hybrid configuration.
[ Domains gpadd.. X
Dormain Procf of Dom&in 0000000000000 |
* Dwinership pointbridgelab. com

Servers

I ail Flow Settings
il Flow Security
Progress

Completion

Help 1 < Back 1 Mest > | Cancel I

5. On the Domain Proof of Ownership screen, copy the contents and create an
external DNS record. Once created and verified, check the Check to confirm
that the TXT records have been created in public DNS for the domains
above checkbox. Click on Next:

CD,U}, Manage Hybrid Configuration

M Introduction Domain Proof of Ownership

1 Credentials “r'ou must create domain proof of ownership tokens as TXT reconds in public DMS for each
hybrid domain listed on this page. After ownership is verified, Exchange adds the domain to
[ Domains the Exchange federation trust.
n BomainhF_‘mof of Provisioning Status | [omain Mame | Fecord Value
R Pending pointbridgelab.com 100 PKisGIE THAISATLL
2 Servers

A Mail Flow Settings
| Mail Flow Security

! Progress ‘I I j

! Completion A provizioning status of “Pending” means the domain iz awaiting ownership verification and
| addition to the federation trust. A status of “Active” means domain ownership has been
verified and the domain has been added to the federation trust.

Llge copy and paste to create the record walue(z] above in your public DNS provider’s
system.

v Check to confirm that the 7T recards have been created in pubiic DRHS for the
aing above :

Learn mare...

To copy the contents of this page, press CTRL+C,

Help | < Back | Mext » I Cancel
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6. Let's now add the servers that will be managing the free/busy lookups,
mailbox moves, and mail flow between the environments. In our example,
we will only have one Exchange Hybrid server. Click on Next:

(=]
E?Jﬁ,‘ Manage Hybrid Configuration
O Introduction Servers
M Credentialz Select the Client Access server(z] to be uged for zharing and mailbox mowes,
O Domaing gEAdd... X
n Dormain Proof of Mame | Site | Role
Ownership ExCH2010 dgret.local/Configurations...  Mailbos, Client Access, Hu
3 Servers
. Mail Flaw Settings
- Mail Flow Security BEl | _’I
| Progress
: Select the Hub Transport zerver(z] to be uzed for hobrid mail flow.
| Completion
B Add...
Mame | Site | Role
E=CH2010 dgnet. local/Configuration/...  Mailbox, Client Access, Hy
| | B

Help | < Back | Mext > I Cancel
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7. Now enter the externally accessible IP address and name for this Hybrid
server. Click on Next:

. If you have not opened the firewall ports or assigned a record
> in DNS for your Hybrid server, be sure to do this now, based
Q on the guidance provided in Chapter 7, Preparing for a Hybrid
Deployment and Migration.

cbli-.. Manage Hybnd Configuration

|J_Eq

B | ntroduction Mail Flow Settings

1 Credentials Configure the Forefront Online Protection for Exchange hwbrid deployment inbound and
outbound connector settings.
[ Domainz
Darmait Proaf of Forefront Online Protection for Exchange Inbound Connector
B Ownership : .
Enter the public IP addrezzes of the hpbrid servers:
[ Servers faodd.. v fEdt.. X
[ #ail Flow Settings IP address(es]
| Mail Flows Security 38.38.142.106
~ Progress
| Completion

Forefront Online Protection for Exchange Dutbound Connector

Specify the FODM of the on-premizes hybrid Hub Transport servers:

rnail. poirtbridgelab. cor

Help | < Back | et » I Cancel
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8. At this point, if you installed your certificate properly, it should
automatically be listed. If you have more than one certificate, make sure
you select the proper one. You also now have an option on how you would
like to route mail traffic. For this example, we will have Office 365 route all
outbound traffic for Office 365 users. Click on Next:

\ You may want to route through your on-premise mail system,
~ for compliance reasons, maintaining existing banner messages
Q or to control on-premise routing rules—if you have not
already pushed them to Office 365.

[s]

CDF.‘. Manage Hybnd Configuration

L J‘#’
B |niroduction Mail Flow Security
M Credentialz Canfigure mail flows encryption and choose the path for Internet-bound e-mail zent from
Exchange Online,
[ Diomaing
Select transport certificate
n Dromain Proof of s : : :
Ownership Select the certificate to be uzed to encrppt on-premizes e-mail and authenticate the
connection between vour on-premizes Exchange organization and FOPE.
- B fIE=US. =L, L=Chicage, O=PaintBridge Lab, OU=IT R x| Yiew Certificate
[ Mail Flow Settings
3 Mail Flow Security Mail Flow Path
| Progress You can chooze whether Internet-bound messages fram Exchange Onling mailboxes are
: delivered directly to Intemet recipients or routed through your on-premises Exchange
. Completion ——

% Deliver Intermet-bound messages directy using the extemal recipient’s DNS settings.

' Route all Internet-bound messages thiough your on-premises Exchange servers.
Thiz iz typically done for compliance reazons.

Help | ¢ Back | Mext > I Cancel
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9. In the next screen that appears, click on Manage to set the configuration:

CDJJ?{ Manage Hybnd Configuration

Progress
The wizard will use the configuration below. Click Manage to continue.

M Intaduction

[ Credentials
B Domains Configuration Summary:
cha o & - - k
= Dorain Proof of [ Set-HybridConfiguration
Dwnership Features:
‘Movebailbox''Onlingsrchive’, FreeBusy', Mailtips', MeszageTracking','OwaR edirectio
O Servers n','Secureh ail
. : Comaing: ‘pointbridgelab. com'’
£ Mail Flow Settings ClisntaecessServers: 'EXCH2010"
1 Mail Flow " TranzportServers: 'EXCH2010'
s e ExtemallPAddresses: '76.234.46.147'
OnPremizezSmartHost 'mail pointbridgelab. com'
0 Progress SecurehalCertificataT humbprint:
1 Completion EDEE1EBSDFEAEFE139436BE1D 5B 2C0 BACOB 38370

»

23 Update-Hybrid Zonfigur akion

OnPremizesCredentials: 'System. M anagement Autamation. PS Credential
TenantCredentialy: 'System. M anagement. Automation, PS Credential

To copy the contents of this page, press CTRL+C.

&l < Back | tanage I Cancel

10. During the configuration:

o

Organization Relationships between on-premise and Office 365 are
created

°  FOPE Inbound/Outbound Connectors are created
° MRSProxy is enabled (required for mailbox moves)

o

E-mail alias is added to the default domain policy
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11. Now click on Finish, to complete the installation:

If configuration errors occur, check to ensure Autodiscover

is responding and your certificate is valid for Autodiscover.

One way to check Autodiscover would be to leverage an

~ Exchange testing site provided by Microsoft (https://www.

Q testexchangeconnectivity.com). In addition to certificates,

check to ensure that the two accounts you used have the proper
permissions. Finally validate that Outlook Anywhere access is
possible to this server from outside.

C?‘Jd Manage Hybnd Configuration
O Introduction Enmpletinn i S
The wizard completed successfully. Click Finizh to close this wizard.
[ Credentials Elapzed time: 00:00:45
M Domains Summary: 2 itemlz]. 2 succeeded, O failed.
lamainiE oo of :él Set-HybridConfiguration f‘ 3
B Ovanership i
Exchange Management Shell command completed:
B Corers Set-HybridConfiguration -Features
MoveM ailbox’, ' Onlinedrchive’, FreeBusy', Mailtips', Meszage Tracking', OwaR edirectio
; - n'’."SecureMail’ -Domaing ‘pointbridgelab. com'’ -ClientbccessServers EXCH2010
- PR TransportServers EXCH200"-Extemall Phddresses 75, 234.46.147"
P Mail Flow S i -OnPremisesSmartHost 'mail. pointbridgelab. com' -5 ecureM ailCertificateT humbprint
i bl '03E 852446E 50AFI5TA 265 39F FACOSE 987 23084AE
[ Progress )
Elapzed Time: 00:00:00
[ Completion

w

5] Update-HybridCanfiguration a

Exchange Management Shell command completed:
Update-HybridConfiguration -0nPremizesCredentials

"Syztem.h anagement Autaration. PSCredential' -TenantCredentials
"Syztem. M anagement. Autarmation. PS Credential

Elapzed Time: 00:00:44

Ta copy the contents of this page, press CTRL+C.

Help | < Back | Finizh I Canizel
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Chapter 10

12. Now verify the organization relationship was created. In the on-premise
Exchange Organization, navigate to Organization Configuration |
Organization Relationships. You should see a On Premise to Exchange
Online relationship, as shown in the following screenshot:

(5] Microsaft Exchange Organization Gonfiguration
[l {25 Microsoft Exchange On-Premises (e

[=] |s2e| Organization Configuration
s Mailbo }'l Create Filker
s Clierk Access
| Hub Transport Mame = | Domains | Shating Enabled | Calendar Enable
sl Unified Messaging —‘&On Premises to Exchange Online...  Grevelab.mail.onmicrosof...  True True

= ﬂ Server Configuration
iy Mailbio:
2 Clienk Access
T Hub Transpart
Zim Unified Messaging

?_, Recipient Configuration

=8 Toolbox
B 2P office 365
[=] |s2e| Organization Configuration

Hybrid Configuration I Federation Trust  Organization Relationships |

13. Now check the Office 365 organization configuration under your Office
365 subscription. Go to Organization Configuration | Organization
Relationships. You should see a Exchange Online to on premises...
relationship, as shown in the following screenshot:

(2] Microsoft Exchange Organization Configuration
=l {5 Microsoft Exchange Cn-Premises (g

[= |ss Crganization Configuration
| Mailbo }'l Create Filker
s Clierk Access
|4 Hub Transport
sl Unified Messaging

= ﬂ Server Configuration
iy Mailbio:
52 Clienk Access
= Hub Transport
Zim Unified Messaging

?_, Recipient Configuration

=8 Toolbox
B P Office 365

[=] a2 Organization Configuration

4 Mailba
2| client Arre:

Federation Trust  Organization Relationships |

Sharing Enabled

Domains
pointbridgelab.cam

Mame =

AExchange Orline ko on premi anization ...

14. Verify that MRSProxy is enabled. To do this, open the Exchange Management
Shell with an elevated prompt and enter the following command:

get-webservicesvirtualdirectory | £1 Name, MRSProxyEnabled
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The result of the preceding command is shown in the following screenshot:

LIPS 1 C:sMindowsssystem3dZ>get—webservicesvirtualdirectory | 1 Mame,. MHESProxyEnabled

Mame : EWE (Default Web Sited
MRS ProxuEnabled : True

15. Verify that the Forefront Online Protection For Exchange (FOPE) Inbound/
Outbound Connectors were automatically created. Log in to the Portal at
https://portal.microsoftonline.com/admin and click on Manage
Exchange Online, find Mail Control on the left quick launch. On the right-
hand side, select Forefront Online Protection for Exchange. You should
now see two Hybrid connectors, inbound and outbound, as shown in the
following screenshot:

Eé'lzefront __EXCHANGE__282661_Grevel ab.onmicrosoft.com

Online Protection for Exchange

Information ["Ad stration | My Reports | Tools

Company Settings __ EXCHANGE__ 282661 _Grevelab.onmicrosoft.com
- il t
Preferences Edit Mail Delivery Settings
Language: English Mail Server Multi-SMTP Profiles: & Add
Time zone: uTC

Service Subscriptions

Embedded Filtering

Channel Exchange Online bound Mail dd .
Service Plan  Office 365 Enterprises OuthoandiMadl Servess IS resses:
Status Provisioned
Start date 10/31/2011
Seat count 1
Total seat count 0
Connectors
Contacts = Add
Inbound Connectors: &b Add
(¥ Hybrid Mail Flow Inbound Connector - ID 13508 = = 4 Enforce
Qutbound Connectors: &b Add
[¥) Hybrid Mail Flow Qutbound Connector - ID = = 4k Enforce
13509

This completes our Exchange Hybrid configuration. If you were able to validate all
settings, no additional steps are required for the Hybrid configuration.
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Summary

In this chapter we learned how to build our third core integration point, Exchange
Hybrid, to enable rich coexistence and simplify the migration to Office 365. This key
integration point will allow us to leverage Office 365, as if it were an extension of our
on-premise Exchange Organization.

In the next chapter, we will learn how to leverage all the integration points to start
migrating mailboxes from on-premise to Office 365.
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11

Performing a
Hybrid Migration

Now that we have implemented all of the core integration components for Office
365, it's time to start testing and performing the migrations of mailboxes. There are
many ways to perform migrations or even account provisioning. Our focus will
be to perform migrations from the Exchange Management Console or by running
PowerShell cmdlets. Before we get started, let's make sure your end users are ready
for the migration. Once we validate the end users' readiness, we will perform both
types of migrations. Specifically, we will cover the following:

e Preparing the end user for Office 365

e Performing a migration from the Exchange Management Console

e Performing a migration using PowerShell cmdlets

Preparing the end user for Office 365

There are two primary ways to deploy updates to the end users, in preparation for
Office 365. Those two ways include:

¢ End user self-deployment

e Distribution from a software deployment service
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End user self-deployment

In the end user self-deployment method, the end user navigates to the Office 365
portal and runs the Office 365 Desktop Setup:

1. To simplify the process, you would provide your users with the URL
(https://portal.microsoftonline.com/download) that takes them
directly to the Downloads page. The user will have to log on with their
Active Directory account, as the Portal will now be using ADFS for all user
accounts that were synchronized to Office 365. Please note that local admin
privileges will be required to run the desktop setup.

2. Once the users enter this page, they will be able to see what is available
for installation. If you have not altered the user's licenses, prior to the user
navigating to this link, the user will see only the Office 365 setup wizard:

5,3 Office 365 Home

Downloads

Set up and configure your Office desktop apps
Checks your PC for required updates and configures your Office desktop apps to work with Microsoft Office 365, After setup, you will be able to

= Send email from Outlook 2007 or 2010
= Save files directly to SharePoint Online from your Office desktop apps

3. If you plan to deploy the Office suite from Office 365 and Lync, then you may
want to license the users you are migrating for those services. By doing this
the user will have more installation options as they prepare for Office 365.
To assign licenses, let's log on as an admin to the portal (https://portal.
microsoftonline.com/admin). Navigate to Management | Users:

Admin Overview

Custom Plan
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4. Click on the user you wish to enable. On the Licenses tab, enable all the
licenses you plan to assign to this user:

Details | Settings | Licenses | More

Assign licenses
Microsoft Office 365 Plan E3

Office Professional Plus
Lync Online {Plan 2)
Office Web Apps
SharePoint Online (Plan 2)

EEEEE

Exchange Online (Plan 2)

5. Now navigate to the Settings tab and set the user's location:

Details | Settings | Licenses | More

Assign role

Do you want this user to have administrator permissions? Learn more about administrator roles
@ No

@ ves

(Select a role)
Set sign-in status

@ Allowed
User can sign in and access services.

Blocked
User cannot sign in or access services.

Set user location

The services available vary by location. Learn more about licensing restrictions

* Required

Wl United States n

Save Cancel
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Performing a Hybrid Migration

6. Once you have completed these steps, click on Save. You should get a
warning that the user will not show up in Exchange Online, until the user is
migrated. If you do not get this warning, this user may not have a mailbox on
premise or you may have enabled an account that is not synchronized.

In this example, we enabled a user with all licenses in the E3 plan. When the
user navigates to this page now, he/she will see more install options:

Downloads

Install Microsoft Office Professional Plus

A Upgrading to Office Professional Plus

Installing thiz product will upgrade the current version of Office on your computer to
Office 20010 Profes | Pluz. If you're not guite ready to upgrade all your programs,
choose Customize during installation and select which of your programs you want to
upgrade and which you want to keep without upgrading. Click Install to get started.

Get more information about installing and upgrading Office.

Microsoft Office Professional Plus is a complete suite of Office desktop apps that you install on your PC.

Language: Wersion:

English (United States) |z| & 32-bit [recommended)
64-bit
Install Which version?

Install Microsoft Lync

Usze Lync to connect with colleagues through instant messaging. audio, video, and onling mestings.

Language: Version:
Eneglish (United States) |Z| @ 3Z-bit

2 64-bit
| Install Which version?

Set up and configure your Office desktop apps

Checks your PC for required updates and configures your Office desktop apps to work with Microsoft

Send email from Outlook 2007 or 2010
Save files directly to SharePoint Online from your Office desktop apps

Set up

ffice 365. After setup, you will be able to:

7. At this point, the user can install Office Pro Plus, Lync, and Office 365
Desktop Setup. Our focus in this example will be on the Office 365 Desktop
Setup's step 3, Set up and configure your Office desktop apps.

Prior to running this setup, it's highly recommended the user runs all of the
latest Windows updates. In addition, the user will need local administrative

access to their computer.
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8. Once this is done, the user can run the Office 365 Desktop Setup found in
step 3, Set up and configure your Office desktop apps. As you start to run
through the install process, the user will be presented with configuration
and install options. If you have enabled all licenses, the user will be able to
configure each application within the Office 365 Desktop Setup:

£aOffice 365 Configure desktop applications and install
updates

Microzoft Office 365 desktop setup installs updates and configures your desktop
applications. When the installation is complete, you may be asked to restart your
computer.

Select applications to configure: Configure Microsaft

Microseft Qutlook {manual steps reguired) SharePoint

Microsoft SharePoint Micrasoft SharePaint will be

configured for use with Microsoft

Microsoft Lync Office 365, Your Office applications
wiill be able to access documents on
your organization's SharePoint site,

Murmber of important updates: 1 Learn mare

Hide details &
Narne Size
Microsoft Online Services Sign-in Assistant 6 MEB

I@ Continuel I Cancel l

9. As the mailbox has not technically been migrated to Exchange Online, you
will notice Manual steps required listed in the installation. You can safely
ignore this, if your end users are running this step before they have been
migrated. This installer will also apply necessary updates for Office, Outlook,
and Lync. In addition, a Sign-in Assistant will be installed for Office 365.

10. Once an administrator migrates these users' mailboxes, the end users will be
notified when their Outlook client is ready to be reconfigured for the
new services.
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Distribution from a Software Deployment
Service

Larger organizations typically do not allow local administrative access to
workstations. Because of this, Microsoft has provided a list of required updates for
the end user's workstation. These updates can be found here at http://community.
office365.com/en-us/w/administration/manually-install-office-365-
desktop-updates.aspx. Specifically for Exchange Online, it's important that Office/
Outlook has the most recent service pack applied. Validation of the Office and
Outlook updates listed in the preceding link and the deployment of Microsoft Online
Sign-in Assistant. Some methods to deploy these updates can be deployed through:

e Group Policy Object (GPO)
e System Center Configuration Manager (SCCM)

e Related software management/deployment software

These updates can all be applied anytime prior to the migration of these users.

Performing a migration from the
Exchange Management Console

Performing a migration from the Exchange Management Console (EMC) is
relatively simple, as long as the Exchange Hybrid configuration has been validated
and is functional:

1. To get started, connect to the Exchange Hybrid server you set up for Office
365. Open the EMC on this server. You should see both your on-premise
organization and the Office 365 organization you created for the
Hybrid configuration:

{22] Microsoft Exchange

= .;53 Microsoft Exchange On-Premises (&
<24 Organization Configuration

= Server Zonfiguration

Recipient Configuration
= Toolbox
= g Office 365
_i: Organization Configuration
& Recipient Configuration
=8 Toaolbox

H E @
) {Emi
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Ensure both organizations can be expanded.

2. Now navigate to the on-premise Organization and navigate to Recipient
Configuration | Mailbox. Find a mailbox you would like to migrate. Right-
click on this mailbox and click on New Remote Move Request...:

L2l Microsoft Exchange P Mailbox - Entire Forest

=] ;_3 Microsoft Exchange On-Premises (g [ ;
582 Organization Configuration I Create Fiter
g Server Configuration

= Recipient Configuration

23 Mailbox

< & Cisable
#2, Distribution Group Hag Disable Archive
] Mail Contact PEA D Mailboee]...
B ] 3 Remaove
) Disconnected Mailbox !:& & Enable Unified Messagin
4 Move Request JQM ang...
i Toolbox !Jé Mil - mew Local Move Request. ..
B P Office 365 _
.i.-\ Organization Configuration !1& Sh 1
?_) Recipient Configuration !3& Td Manage Send As Permission. ..
=8 Toolbox ' Manage Full Access Permission. ..
Send Mail
Properties
Help

3. If the user has an Exchange archive and you plan to move this archive with
the Exchange mailbox, be sure to select the Move both the mailbox and
the archive option. Otherwise, ensure that Move only the User mailbox is
selected and click on Next:

o New Remote Move Request
o F 4
B Introduction In.tlm.:luctiun : .
Thiz wizard moves the selected mailboxes to a different farest,
Connecti
. ngggurl;t?cns & new move request will be placed for the following mailboxes:
" Setti D_isplay [REN | Organhizational it | Databaze
it s Iﬁ Chriz Prewitt dgnet local/CorporatesUzers  Mailbox Databaze 100326
MNew Remote Move
~ Reguest
| Completion
4] | ]
Specify what to move:
 Maove only the user mailbox
" Move only the archive mailbox
& Move both the mailbox and the archive
Help | < Back | Nest » I Cancel

[211]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING



Performing a Hybrid Migration

4. Ensure the Target forest field lists the Office 365 forest you created for the
Hybrid configuration within the EMC. Now enter the FQDN of your local
Exchange 2010 hybrid server, you set up the Hybrid configuration with. In
our example it is mail.pointbridgelab.com. Additionally, if you did not log
on to the Exchange Management Console as an on-premise organization
admin, you will need to enter those credentials by checking the Use the
following source forest's credential. Click on Next:

A

A
[ il New Remote Move Request
B iniroducion Eonrlecliun Cnnl‘.igura_liuns :
Specify the connection point and credential
Connection : 2
8] Configurations Source forest: Microzoft Exchange On-Premise
Target forest: Office 365 ot
1 Move Settings g J
FODM of the Microzoft Exchanges Mailbox R eplication service prosy server in the source
New Remote Move forest:
" Reguest r——T
Ima||.p0|ntbndgelab.coni
| Completion
[~ Use the following source forest's credential
Uszer name:
Pagsword:

Help | ¢ Back | Mest » I Cancel |

5. Now select the target delivery domain by clicking on Browse. This domain
is not your on-premise domain, but your remote domain starting with
<subscription name>.mail.onmicrosoft.com. It's also similar to the Target
Delivery Domain:

-.E'* Select Target Delivery Domain
File  Wiew
Search: Find Mow  Clear
Mame = | Dlomaing | T arget Deliverny Domain |
=8 Hybrid Dornain - pointb... pointbridoelab. mail onmicrosoft, Troe |
f_’j Hybrid Diomain - pointbr..  pointbridgelab. com Falze
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6. Once the target domain is selected, click on Next:

&
il New Remote Move Request
o ' 4

Move Settings

B Introduction " . :
Specify the settings used to move the selected mailboxes.
Connection ; ;
A Configurations Target Delivery Domain;
B Move Settings Ipointbridgelab.mail.onmicmsoﬂ.con‘l Brawse.. |
MNew Femote Maove Archive Domain:
: Mg I Browse. |
1 Completi
oo Target Database:

E Suspend thiz move when it iz ready to complete

Help | < Back | Mext > I Cancel

7. Validate the remote and target domains and click on New:

l‘:. i .
aphl New Remote Move Request

nf p

New Remote Move Request

A Introduction : s : : . :
The wizard will use the configuration below. Click New to continue.
m Connection
Configurations | Configuration Summary:
[ Move Settings | &3 Chris Prewitt %
O Mew Remate Move Remaote:
Reguest RemateHoztN ame: 'mail pointbridgelab com'

T argetDeliveryDomain: 'pointbridgelab . mal. onmicrasaft com'

[ Completion

To copy the contents of this page, press CTRL+C.

Help | < Back | Mew Cancel
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Performing a Hybrid Migration

8. If you get prompted for authentication, enter your global admin or
organization admin account for your Office 365 subscription. If the process
fails, go back and consider adding source forest credentials. Click on Finish:

£
1Al New Remote Move Request

(28 4 f‘

3 Introduction [anpletinn S T
The wizard completed successfully. Click Finish to cloze thiz wizard,
n Eonpectin_n Elapsed time: 00:00:05
onligurations Summary: 1 item(z). 1 succeeded. O failed.
£ Move Settings &3 Chris Prewitt @ 2
n H::’ugstmote Move Exchatige Management Shell command completed:

‘2aBac3ec-b7hl-4f44-b0BE-AIF 790754 | Mew-toveR equest -Remote
-RemoteHoztM ame 'mail pointbridaelab.com'’ -T argetD eliveryD omain

£ Completion ‘paintbndgelab. mail. onmicrozoft, com'’

Elapszed Time: 00:00:05

To copy the contents of this page, press CTRL+C.

&l < Back | Finigh I Cancel |

9. To view the move process, go to Office 365 organization in EMC, expand the
Recipient Configuration, and click on Move Request. In this window, you
can view the migration process and see whether it is complete:

1] Microsoft Exchange = Move Request 3 objecty
= 5 Microsoft Exchange On-Premises (e [
|ss) Organization Configuration | Create Filter
;I Server Configuration - -
= &, Redpient Configuration %EM? - I Alias | Mave Request Status | Move Request Type
3 Mailbox Chiris Premitt ChirisPrewitt Completed Remate
103. Distribution Group r"‘éfDavid Greve DavidGreve Completed Remate
5] Mail Contact r@ShaIin\ Pasupneti ShaliriP asuprieti Completed Remate
< Disconnecked Maibox
3 Monwve Request
= Toolbax

E Jp Office 365
[=] |ssa| Organization Configuration
4y Mailboz
E?J Client Access
| Hub Transport
|sf%) Unified Messaging
= a_, Recipient Configuration
2 Mailbox
¥ Diskribution Group
=] Mail Contack

il
&= Toolbox
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10. Once the move request is complete, you can check that the end user was
migrated properly by having them logged on to Outlook or Outlook Web
Access. If the user logs on to Outlook, he/she will notice they are in a
disconnected state. After a short period of time, usually seconds, the user will
get prompted to authenticate to his/her mailbox. It's critical they enter their
UPN for logon (for ADFS) and their Active Directory password:

o] |+ Inbox - CPrewitt@pointbridgelab.com - Microsoft O
Home Send / Receive Faolder e
= Ignare x : . A% Mowe ta; 7 = To Mana
1 | “ il il Meeting |14 = 4
N G S e & (3 & o
Mews  Mlew Windows Security :
E-mail Items~ &Junk - KCreate Me
LiEw Pel  Microsoft Outlook F
4 Favotites 1 Connecting to CPrewitt@pointbridgelab.com
[ Inbox ct Age
[ SentItems
@ Deleted Tems | cprewitt@pointbridgelab.com | 47 Pr
""""""""""""""""""""" |Fassword |
4 CPrewitti@pointbridgelab -
[Tl Remember my credentials
L Inbox
A Drafts b for the
=3 SentItems [ aK l ’ Cancel
@ Deleted Items
L gl Junk E-hdail *  Preparing communid

11. Once they enter their credentials and click on OK, they will receive a
message that an administrator made a change and that Outlook will need to
be restarted:

Microsoft Outlook @

|_ The Microsoft Exchange administrator has made a change that requires

_I you quit and restart Outlook,

[215]

This material is copyright and is licensed for the sole use by Alan Purchase on 29th May 2012

834 Plodder Lane, Bolton, Lancashire, BL5 1AN
PUBLISHING
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12. Once the user restarts Outlook, they should be connected to their Exchange
Online mailbox. In some occasions, if the user had Outlook open during the
migration, the user may have to restart Outlook more than once (they may
get prompted that an administrator made a change, twice.)

13. If you would like to validate that the Outlook client is connected to the
Exchange Online mailbox, you can do so by looking at the account server
settings. An example of these settings is as follows:

Change Account @

Server Settings
Enter the information required to connect to Microsoft Exchange or & compatible service.

Type the server name For vour account, IF yau don't know the server name, ask vour
account provider,

Server: || . nailbox. outlook. com
Use Cached Exchange Mode

Type the user name For vour account,

lUser Mame: | CPrewitt@pointbridgelab.com

| More Setkings ... |

|. Cancel ]

14. You can repeat this process and perform bulk migrations by selecting
multiple users. To do so, just select multiple users before you right-click
and select Remote mailbox move. When migrating in a scale, you should
consider an array of Client Access Servers to boost migration speeds.

15. Finally, if you have not already done so, apply the appropriate Exchange
licenses to the mailboxes you migrated. The mailboxes will function in Office
365 for a short period of time, without those licenses. However, it is very
important that you apply the appropriate licenses right away, so the users
receive the services they expect in Office 365 and are not locked out.
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Pe

rforming a migration using

PowerShell cmdlets

The move process from the Exchange Management Console (EMC) is technically all
PowerShell driven, on the backend. The EMC allows administrators to simplify the
process of performing quick migrations to Office 365. As all of these commands are

PowerShell driven, let's review how to perform a migration without the EMC. We
will cover the following areas:

e Assigning a license to a user with PowerShell
e Migrating a user to Office 365 with PowerShell
e Migrating users in bulk to Office 365 with PowerShell

Assigning a license to a user with PowerShell
Let's first look at applying licenses through PowerShell:

1. Todo so, start by installing the Online Services Module found at http://
onlinehelp.microsoft.com/en-us/Office365-enterprises/f£652560.

aspx
2. Go to step 2, Download the Microsoft Online Services Module, and either
install the 32-bit or 64-bit version:

2. Download the Microsoft Online Services Module

The Microsoft Online Services Module for Windows PowerShell is a download that
comes with Office 365. This module installs a set of cmdlets to Windows PowerShell:
you run those cmdlets to set up single sign-on for Office 265. Before you set up
single sign-on in your full production environment, you can also run a single sign-on
pilot. See Run a pilot to test single sign-on before setting it up (optional).

= Download the 32-bit module

= Download the 64-bit module
Mote:

® For more information about a cmdlet that you can run in Windows PowerShell,
at the Windows PowerShell command prompt, type Get-help and the name
of the cmdlet.

® For more information about single sign-on cmdlets, see Use Windows

PowerShell to manage Office 365.
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Performing a Hybrid Migration

3. Now connect to your Office 365 subscription by running the following
cmdlets:

°® $cred=get-credential

Al

~ Enter your Office365 administrator credentials
when prompted.

Windous PowersShell Credential Request -@

-3

2\ {

Enter ywour credentials,

User name: ﬂ dgreve@pointbridgelab.ar «

Password: sesnenne

[ Ck ] | Cancel

° Connect-msolservice —credential Scred

4. Let's capture the licenses that are assigned to your tenant by running the
cmdlet to gather those licenses:
Get-msolsubscription | select skupartnumber, totallicenses | ft -

autosize

PE C:xWindowsssystem3Z2> Get—msolsubscription | select skupartnumber, totallicens
es | ft —autosize

SEkuFPartMumber TotalLicenses

ENTERPRISEPACK

5. In our example, the ENTERPRISEPACK licenses are available, which is an E3
license. Now let's assign a license to a user. To do so, we need to first assign
the country location. The following syntax shows how to do this:

set-msoluser -userprincipalname "UPN of User" -usagelocation
"Country Code"

[218]
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For example, see the following command:
set-msoluser -userprincipalname "dgreve@pointbridgelab.com" -
usagelocation US

6. Now we can assign the license by using the following syntax:
set-msoluserlicense -userprincipalname "UPN of User" -addlicenses
"TenantName:License Name"
For example, see the following command:
set-msoluserlicense -userprincipalnamedgreve@pointbridgelab.com -
addlicensesPointBridgeLab: ENTERPRISEPACK

7. To verify that the license was applied properly, run the following command:
get-msoluser -userprincipalname "UPN of User" | select
Licenses, IsLicensed | fl

The returned results should show the license you assigned to the user:

PE C:> get—msoluser —userprincipalname dgrevelpointbridgelab.com | select Licen
ses, . IsLicensed | f1

Licenses : {GreveLah:ENTERPRISEPACK>
IsLicenzed : True

Now you can apply licenses to users in bulk by using a CSV method for importing
user names to PowerShell cmdlets.

Migrating a user to Office 365 with PowerShell

Let's now perform a migration from on-premise to Office 365. To do so, follow
these steps:

1. Let's connect to a PowerShell session on a computer you have administrative
access to.

M If you run this from the Exchange Hybrid server, be sure to
Q unload the Exchange snap-in for PowerShell. If you do not, these
cmdlets will not function properly.

Ensure that you are running the PowerShell session as an administrator.

2. Now, let's connect to the Office 365 subscription. Enter the following
commands in the command prompt:

° set-executionpolicy unrestricted

SLiveCred = Get-Credential

o
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Al

~Q Enter your Office 365 global admin credentials

Windows PowerShell Credential Request
\
H;_(}
S
A

Enter your credentials,

User name: dgreve@pointbridgelab.or +

Passwoard: ooo...ool

[ Ok, ] l Cancel

$Session = New-PSSession -ConfigurationNameMicrosoft.
Exchange -ConnectionUri https://ps.outlook.com/
powershell/ -Credential $LiveCred -Authentication Basic
-AllowRedirection

Import-PSSession $Session

SRemoteCredential= Get-Credential

31
~
Q Provide your on-premise organization admin credentials.

Weindows PowerShell Credential Request -
FE’:)\
Enter vaour credentials.

User name: € pointbridgelabidgadmin - -

Password: sssssssesl

[ Ok ] [ Cancel
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3. Now let's start the actual migration of a mailbox:

New-MoveRequest -Identity (UPN of User) -Remote -RemoteHostName
(your on-premise Exchange Hybrid Server) -TargetDeliveryDomain
(Hybrid Subscription Domain) -RemoteCredential $RemoteCredential

P8 C:sWindow ysten32> New—MoveRegquest —Identity tgolden@pointbridgelab.com —Remote —RemoteHostHame mail.pointbridgelal
.com —TargetDeliveryDomain grevelah.mail.onmicrosoft_com —RemoteCredential %RemoteCredential

StatusDetail TotalMailbox8ize TotalfirchiveSize PercentComplete
Todd Golden Queued 2@.63 KB <21.129 hytes>

4. To verify the progress of a mailbox, you can run the get -moverequest
cmdlet to determine if the migration is complete:

PS5 C:“Windows“system32> get—moverequest
Etatus

InProgress
Shalini Pasupneti Completed

If you did not assign a country code or license to this user, prior to migration, you
should now apply the appropriate licenses to the users you migrated.

Migrating users in bulk to Office 365 with
PowerShell

Now that we learned how to migrate users with PowerShell, let's perform these same
steps, but now migrating users with a CSV file for bulk migrations. As always, when
migrating in scale, you should consider an array of Client Access Servers, to boost
migration speeds:

1. To get started, let's first create our CSV file. To do so, create a file with a
header, Alias and add the identity for each user you choose to migrate
in each row:

File Edit Forrmat  Wiew Help

lTias
tﬁu'l dengpointbridgelab. com
shalinig@pointhridgelab. com
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2. Now, create a PS1 file in Notepad and insert the following lines in it. The
highlighted part will differ as per your settings:

Smbxlist = Import-CSV c:\csv\migrationbulk.csv

foreach ($line in $mbxlist)

New-MoveRequest -Identity $line.alias -Remote -RemoteHostName
mail.pointbridgelab.com -TargetDeliveryDomain pointbridgelab.mail.
onmicrosoft.com -RemoteCredential S$RemoteCredential

}

3. Now follow all the steps in the previous section, up to new-moverequest.
Instead of running new-moverequest, call the PS1 file you created with
the preceding step. Once you call this file, you will see each mailbox move
process start until the last alias in your CSV file is complete.

Additionally, you can also add all the previous commands to connect to
the service, right to this PS1 file, making it easier to quickly execute bulk
migrations to Office 365.

Summary

Throughout this chapter we reviewed the various ways to license and migrate users
in an Exchange Hybrid configuration, from on-premise Exchange to Exchange
Online. We learned about migrations from on-premise while leveraging the
Exchange Management Console, as well as through PowerShell cmdlets.

In the next chapter, we will learn about cleanup activities we can perform, after we
complete all migrations to Office 365 from Exchange on premise.
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12

Post Migration
Considerations

By now we have a good understanding of how to prepare for, deploy, and start the
process of migrating mailboxes. Before we get too far down the path of migrations,
let's consider some additional changes that may be required to either support a
complete move to Office 365 or a long-term coexistence strategy.

As we approach finalizing our migrations to Office 365, let's review some on-premise
changes that may be necessary. These may include:

e On-premise resources changes

°  Shared mailboxes

[e]

Conference rooms
°  Public folders

e Changing your MX record in a Hybrid configuration

On-premise resource changes

With most Exchange Organizations, we may be leveraging various types of resource
mailboxes or Public folders. When you start migrating users to Office 365, your Office
365 users will lose access to these delegated resources. If the resource is a conference
room, the user will still be able to book time on that conference room and view the
existing schedules; however, that's the extent of management for those resource
objects. Public folders are completely inaccessible from an Office 365 mailbox.
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While you migrate on-premise mailboxes, you may need to consider moving these
resources with the users moving to Office 365. Let's cover these various resources
and how you need to prepare for their moves to Office 365. The resources we

will cover are:

e Shared mailboxes
e Conference rooms
e Public folders

Shared mailboxes

If you are leveraging on-premise shared mailboxes today, then you may want, or
need, to migrate them to Office 365. Typically, if the shared mailbox is accessed

by other users, and not an application, you should consider moving the shared
mailboxes with those users accessing them. Before you move the mailbox, it's
important that we confirm that the shared mailbox is actually listed as a shared
mailbox and not a standard user mailbox. To set an on-premise mailbox to a shared
mailbox, simply run the following PowerShell cmdlet from an Exchange 2010
Management Shell:

Set-mailbox Alias -type:shared

Once you have confirmed that the mailbox is set to shared, perform a standard
mailbox move to Office 365, as you would do for any other user mailbox. The reason
why this step is important is that the shared mailbox will not require a license. If you
move a shared mailbox to Office 365, as a user mailbox, it will require a license to

be used. After you move the mailbox to Office 365, consider setting a quota on the
mailbox. An example quota would be as follows:

Set-Mailbox Alias -ProhibitSendReceiveQuota 5GB -ProhibitSendQuota 4.75GB
-IssueWarningQuota 4.5GB

In order to set this quota, you need to load the Microsoft Online Services Module for
PowerShell.

Alternatively you can create shared mailboxes directly in Office 365. You may want
to do this after you have completely moved off of Office 365 or to simplify from
creating mailboxes on-premise. You have to create a shared mailbox for the Microsoft
Online Services Module for PowerShell. To do so, enter the following cmdlet:

New-Mailbox -Name "Display Name" -Alias Alias -Shared
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Now that you have created the shared mailbox, think about applying a quota to it:

Set-Mailbox Alias -ProhibitSendReceiveQuota 5GB -ProhibitSendQuota 4.75GB
-IssueWarningQuota 4.5GB

After creating the shared mailbox, you can now manage and assign users from
PowerShell or the Exchange Management Console.

Conference rooms

Conference rooms are very much like Shared Mailboxes. It's important that we
ensure the conference room is listed as a room object prior to migrating the mailbox.
If you do not list the conference room as a room object, you will require a license on
the Conference Room Mailbox. To set the Conference Room as a room object, simply
run the following PowerShell cmdlet from an Exchange 2010 Management Shell:

Set-mailbox Alias -type:room

Once you have confirmed that the mailbox is set to room, perform a standard
mailbox move to Office 365, as you would do for any other user mailbox.

Alternatively, you can create a conference room directly in Office 365. You can do so
through either PowerShell or the Exchange Control Panel (ECP). The following steps
demonstrate how to create a room object directly in the ECP:

1. Go to Users & Groups, click on New Room Mailbox, under Mailboxes:

E;Dgl;ange Server 2010

Aa Options: Manage My Organization ~

Users & Groups & c@ % %

Roles & Auditing Mailboxes  Distribution Groups External Contacts  E-Mail Migration
Mail Contral
Phone & Voice Mailboxes

Select view: All mailboxes

&P New... ~ | @ Import users... 24

(]

= User Mailbox

=] Room Mailbox

“ Mailbox Type
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2. Enter all the details for this room. If you plan to receive e-mails on a specific
domain for this room, be sure to select the correct domain alias:

MNew Room 7]
*Required fields

* Room name:

Conference Room 3C

* E-mail address:

ConfRoom3C @ pointbridgelab.com -
Location:

Chicago

Phone:

312.334.1900

Capacity: Automatic
10
In Outlook Web App =
Booking requests: Options » Settings for
) f.n'-‘\utomaticall}f accept or decline boaking this room, you can set
requests detailed options,

including scheduling
limits, permissions, and
text to be included in
responses to meeting
requests,

_ Select delegates to accept or decline booking
requests

Learn Maore

S save | ¥ Cancel

At this point, you have a bit of flexibility in how you want to configure the room.
From the number of attendees in the room, to who can book it and how meetings get
approved. Be sure to set the appropriate settings for your organization.
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Public folders

Public folders are not supported in Office 365. In addition, any mailboxes or
resources moved to Office 365 will no longer have access to public folders in a
Hybrid environment. It's important that you evaluate how public folders are

used and how to convert them, as referenced in Chapter 7, Preparing for a Hybrid
Deployment and Migration. If you decide to migrate public folders to shared
mailboxes, be sure to create those mailboxes as either on-premise shared mailboxes
or in Office 365. If you create them on-premise, then you can use Outlook 2007 or
2010 to drag the contents from the public folder to a shared mailbox.

Changing your MX record in a Hybrid
configuration

At some point you will want to consider moving your inbound mail routing

from your on-premise mail system to Office 365's ForeFront Online Protection

for Exchange (FOPE) If you do not have any on-premise gateway mail routing
requirements, you may want to consider this move when most of your mailboxes are
in Office 365. If you plan to do a flash cutover, then you may want to consider the
MX change right away.

Moving your MX record does not mean on-premise mailboxes will stop receiving
e-mails, this is why the Hybrid option is available for Exchange on-premise
organizations. You may have other on-premise mail routing requirements, which
should be evaluated before changing your MX record.

To get started, you first need to set up your Office 365 FOPE settings to receive
e-mails. Go to the Office 365 Admin Portal at https://portal.microsoftonline.
com. Click on Manage under Exchange Online:

Admin shortcuts

Microsoft Office 365

Exchange Online
CQutlook settings and protection.

Instant messaging with audio and video and online meetings.
Manage
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1. Now, go to Mail Control and click on Configure IP safelisting, perimeter
message tracing, and e-mail policies.:

ey "
Exchange Server 2010 sign out | David Greve
Mail > Options: Manage My Organization v My Mail 0 M
P 3 A
Users & Groups 1=1] i i
Roles & Auditing Rules  Domains & Protection  Joumaling  Delivery Reports
Mail Control
Phane & Voice Rules Additional Security Settings
Use rules to control the flow of e-mail messages in your organization. If you Forefront Online Protection for Exchange
don't want a rule to run, you can turn it off or delete it. Learn more... =
+ Configure IP safelisting, perimeter
B message tracing, and e-mail policies.
= New...

2. To start, we need to review how the Hybrid inbound connector was created.
Locate the Hybrid connector under Inbound Connectors and expand it. If
the Sender Domains is set to *.*, we may have to disassociate it from the
service and create a new one. In the following screenshot, our domain

shows *.*:
Connectors
Inbound Connectors: &= Add
(%] Hybrid Mail Flow Inbound Connector i = &k Enforce
- ID 13508

Description: The Hybrid Mail Flow inbound connector was created when hybrid mail
flow was configured. This connector cannot be modified.
| Sender Domains: *.* |
Sender IP Addresses:
Transport Layer Security (TLS) Settings:
Forced TLS, and certificate matches specified domain
The recipient certificate matches: mail.pointbridgelab. com
Filtering Settings:
Add these IP addresses to the safelist and only accept mail from these IP
addresses for the domains specified above
IP Reputation Filtering: Disabled
Spam Filtering: Disabled
Policy Rules: Disabled

3. To disassociate the inbound connector, click on + Enforce, then click
on - Release, to disassociate it from all the domains in your tenant.

4. Now, let's create a new Hybrid Mail Flow Inbound Connector. To do so,
click on + Add besides Inbound Connectors:
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Connectors
Inbound Connectors: =k Add
[¥] Hybrid Mail Flow Inbound Connector - = = 4k Enforce
1D 13508

Now, create the new connector with the name of your choice. Copy the
configuration of the existing Hybrid Mail Flow Inbound Connector, except,
instead of adding Sender Domains: *.*, change Sender Domains to all the
Domains you host in your on-premise Exchange organization. You may
create your new connector, as shown in the following screenshot:

Add Inbound Connector

Name:
Hybrid Inbound Mail Flow - Domain Specific

Description:
Beplaces the auntomatically created Hybrid Mail Flow
connector, with specific inbound domains.

Connector Scope

Specify sender domains and IP addresses. For domains, use a comma to separate multiple
domains or specify *.* for all domains. For IP addresses, use a comma to separate multiple
IP addresses or use CIDR ranges.

Sender Domains:

pointbridgelab.com -‘_
Sender IP Addresses:
() Add these IP addresses to the safelist for the domains specified above

@ Add these IP addresses to the safelist and only accept mail from these IP addresses for
- the domains specified above

Connecto
Transport Layer Security (TLS) Settings:
© Opportunistic TLS
@ Force TLS
Sender certificate matches: mail.pointbridgelab.com

Filtering:

[T apply 1P reputation filtering
[C] apply spam filtering
pply policy ules

Save Cancel
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6. Once the new connector is created, click on + Enforce to associate it to the
domains you specified:

G ct ]
onnectors Only Enforce the new connector
—— -ALAcrd

Inbound Connectors:

[¥) Hybrid Inbound Mail Flow - Domain = Edit = = = Release
Specific - 1D 14913

[¥) Hybrid Mail Flow Inbound Connector - B = 4k Enforce
ID 13508

Inbound Hybrid mail flow should be functional again.

7. We now need to create an Internet mail flow connector. To do so, click on +
Add besides Inbound Connectors.

8. On the new connector, let's configure it for all inbound mail. The following
example demonstrates the configuration of a general inbound
internet mail:

Add Inbound Connector

Name:
Inbound Internet Mail

Description:
211 non-Hybrid internet mail.

Connector Scope

Spedfy sender domains and IP addresses. For demains, use 3 comma to separate multiple
domains or specify *.* for all domains. For TP addresses, use a comma to separate multiple
IP addresses or use CIDR ranges.

Sender Domains:

=, =

Sender IP Addresses:

Connecto
Transport Layer Security (TLS) Settings:

ngs

@ Opportunistic TLS
© Force TLS
Sender certificate matches:

Filtering:

Apply TP reputation filtering
Apply spam filtering
Apply policy rules

@
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9. Once the new connector is created, click on + Enforce to associate it to
all domains.

10. Now, the only connectors that should be enforced are the two new
connectors we created. To validate if your domain(s) have the inbound
connectors associated to them, go to Administration | Domains:

- Forefront
Online Protection for Exchange

11. Now select your primary e-mail domain. You should only see the two new
connectors associated to it under Inbound Connectors:

Connectors
Inbound Connectors: 4 Select
[¥] Hybrid Inbound Mail Flow - Domain =
Specific - ID 14913
[¥] Inbound Internet Mail - ID 14914 =

At this point,  would consider waiting up to 24 hours, before changing your MX
record. This way you allow FOPE to replicate to all FOPE datacenters. Ensure that
you perform testing to validate that the inbound/outbound Hybrid mail continues
to work.

Once you are ready to change your MX record, the process is somewhat simple.
Go to the Office 365 Admin Portal at https://portal .microsoftonline.comand
follow these steps:

1. Click on Domains in the left navigation:

Admin Overview

ustom Plan

C
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2. Now select the domain you want to change your MX record for and click on
View DNS Settings:

Admin Overview
Your Microsoft Online Services account comes with a domain name—contoso.onmicrosoft.com

Setup Microsoft Online Services services too. To add your domain, click Add a domain.

Overview
Custom Plan

Management Add a domain | Remove || View DNS settings || Troubleshoot

Users_ Domain name a Status
Security Groups

Domains 8] onmicrosoft.com Active

If you don't already own a domain name, you can purchase one from a domain registrar, and t

Subscriptions pointbridgelab.com Verified

Manage —

3. On the new page, you should see what your MX record should be changed
to. Update your external DNS settings to this new MX record:

Domain properties | DNS settings

DNS settings

To use this domain with Microsoft Online Services, configure these DNS settings at your registr|

Exchange Online

These DNS records will enable Exchange Online to handle email for your domain. Note: If you
system, you may want to have a shared address space. Learn maore about shared namespaces.

Type Priority Host name Points to address TTL
MX 0 @ pointbridgelab-com.mail.e.outlook.com 1 Hour
CNAME - autodiscover autodiscover.outlook.com 1 Hour
Type TXT Mame TXT Value TTL

TXT @ v=spfl include:outlock.com ~all 1 Hour

Microsoft Lync Online
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After you update your MX record wait for DNS to replicate, and then start testing
the mail flow from Internet e-mail accounts to your Office 365 and on-premise
mailboxes. If you set up the connectors properly and DNS has had a chance to
replicate, all mail should be going through Office 365 and either delivered to an
Office 365 mailbox or traversed over the Hybrid connectors and to your
on-premise mailboxes.

Summary

Resources play an important role in any migration or move to Office 365. This role
includes how users leverage these resources. We learned how to migrate these
resources to Office 365, allowing users to continue to leverage these resources and
minimizing the downtime while the users are in transition.

In the next chapter, we will provide references to materials that support and provide
additional information on your move to Office 365.
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References

Whether we are a Small Business or an Enterprise, we learned how to perform
migrations by leveraging various scenarios our business state may be in.

From simple to rich integration with Exchange Online, Office 365 offers many
opportunities for our organizations to quickly integrate and deploy services. As our
business grows, the services enables us the flexibility to take advantage of small or
large rapid growth, offering federation with other businesses, rapid licensing of a
small or large number of mailboxes to quick acquisition provisioning. We can apply
the information that we gained from what we have learned to management and
future growth of the new service.

Much of what we learned was from a combination of experience, existing
documentation, and knowledge sharing. In the following sections, you will find
references to further reading or the supporting documentations.

Office 365

Service descriptions (for all Office 365 services): http://www.microsoft.
com/download/en/details.aspx?id=13602

e Office 365 support: http://community.office365.com/en-us/default.
aspx

e Microsoft Online team blog: http://community.office365.com/en-
us/b/office 365 technical blog/default.aspx

e  Microsoft Office 365 Readiness Tool: http://community.office365.com/
£/183/p/2285/8155.aspx#8155

e Office 365 Integration Module for Windows Small Business Server
2011 Essentials: http://www.microsoft.com/download/en/details.
aspx?id=28566

e Setting up a shared mailbox: http://technet .microsoft.com/en-us/
exchangelabshelp/ee441202
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References

Exchange

Microsoft Exchange Server 2010: http: //technet .microsoft.com/en-us/
library/bbl24558.aspx

Microsoft Exchange Server team blog: http://msexchangeteam.com

Prepare Active Directory and domains: http://technet.microsoft.com/
en-us/library/bbl125224 . aspx

Office 365 synchronized attributes: http://support.microsoft.com/
default.aspx?scid=kb;en-US;2256198

Exchange Server Active Directory Schema Changes Reference,
November 2011: http://www.microsoft .com/downloads/
en/details.aspx?FamilyID=3d44de93-3£21-44d0-a0al-
35ff5dbabd0b&displaylang=en

Using Windows PowerShell to manage Office 365: http://onlinehelp.
microsoft.com/office365-enterprises/hh124998.aspx

Th|rd -party tools or add-ons

Quest Migration Manager for Exchange (when you cannot perform a
Hybrid integration): http://www.quest.com/migration-manager-for-
exchange/

MigrationWiz (migrating from multiple messaging systems): http: //www.
migrationwiz.com

Exchange Hosted Encryption: http://www.microsoft.com/online/
exchange-email-encryption.aspx

Right Management Server: http://technet .microsoft.com/en-us/
library/ccl179103.aspx

Exchange Online Archive: http://technet.microsoft.com/en-us/
library/hh529934 .aspx

Proofpoint Data Loss Prevention (DLP): http://www.proofpoint.com/
products/privacy/index.php

Migrating from Lotus Notes

o

Quest: http://www.quest.com/notes-migrator-for-exchange/

° Binary Tree: http://www.binarytree.com/Solutions/Lotus-
Customers/Migrate-to-Microsoft-Online/Weekend-Express.
aspx

Migrating from GroupWise: http://www.quest .com/groupwise-
migrator-for-exchange
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79

summary 80

Exchange Hybrid deployment

about 185

Exchange 2010 Server, preparing 186

Hybrid configuration, configuring 193-202

Hybrid configuration, creating 191, 192

preparation specifications, confirming 186

requisites 186

Exchange Hybrid, deployment considera-
tions

about 74

Exchange schedule Free/Busy store 76

existing messaging system, locating 75

hybrid server, scaling 76

migration bandwidth, for hybrid server 75

Exchange Hybrid design, examples

about 77

Centralized Exchange organization 77

Distributed Exchange organization 78

exchange organization, disconnected 78, 79

non-Exchange messaging environment 78,
79

Exchange Hybrid server

about 119-121

physical server, requisites 119

virtual server, requisites 119
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users & group section 38
Exchange Online Archive

URL 236
Exchange schedule Free/Busy store 76
Exchange Server 2003

permissions, accessing 102
Exchange Server 2003 or 2007

about 87

cutover migration 87

requisites for 90-93

staged migration 87
Exchange Server 2007

permissions, accessing 103
Exchange Server, migrating from

about 102

Exchange Server 2003, permissions

assigning in 102
Exchange Server 2007, permissions
assigning in 103

mailboxes access, granting 102

mailbox migration, performing 103, 105
Exchange testing site

URL 200
Exchange Web Services. See EWS

F

F5
URL 65
farm, ADFS 63
FOPE
about 10, 202, 227
settings 227
Forefront Identity Manager 2010 (FIM)
based 57
Forefront Online
URL 121
Forefront Online Protection For Exchange.
See FOPE
forest/domain structure, AD 113

Exchange Management Console. See EMC
Exchange Online
connecting to, PowerShell used 54
Exchange Online administration interface
about 37,38 G

mail control section 38 GAL 80
phone & voice section 39 Global Address List. See GAL

Free/Busy store 76
fully qualified domain name (FQDN) 99
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Gmail
about 86
requisites for 90
Group Policy Object (GPO) 210
groups, AD 114
GroupWise
URL 236

H

hosted exchange
about 86
requisites for 90

hosts file, ADFS proxy server
editing 162

Hybrid configuration
creating 191, 192
MX record, changing in 227-229
steps 193-202

hybrid server
migration bandwidth 75
scaling 76

Identity Lifecycle Manager 2007 (ILM)
based 57
IMAP
about 86
migration 98, 99
requisites for 90
infrastructure design requisites, ADFS
about 66
base global infrastructure, to support local
regional logons 70, 71
base infrastructure 67
base infrastructure, with redundancy 67, 68
base infrastructure, with redundancy and
disaster recovery site 68-70
infrastructure, preparation
Active Directory Federation Services
(ADFS) 116,118
Directory Synchronization server 115
Exchange Hybrid server 120, 121
internal server, ADFS 67-69
Internet Information Services (IIS) 133

L

license
assigning to user, with PowerShell 217-219
licenses, subscription section 32
local regional logons
base global infrastructure, for supporting
70,71
Log on as account 142
Log On tab 141
Loryan Strant
URL 237
Lotus Notes
migrating from 236

mailbox content
importing 98
mail control section, Exchange Online ad-
ministration interface 38
Mail eXchange. See MX
management section, Administration
Overview interface
domains interface 29, 30
security groups area 28
users page 28
manage page, subscription section 30, 32
member attribute 58
Microsoft
working with, on license agreement
(through licensing reseller) 14
Microsoft deployment partner
working with 15
Microsoft Exchange Server 2010
URL 236
Microsoft Exchange Server team blog
URL 236
Microsoft Office 365 Readiness Tool
URL 235
Microsoft Online Portal
used, for managing user accounts 48, 49
Microsoft Online Services Identity Federa-
tion Management Tool
URL, for downloading 133
Microsoft Online Services Module, ADFS
internal server
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installing, for Windows PowerShell 139,
140, 141
Microsoft Online Services Sign-in Assistant
160
Microsoft Online team blog
URL 235
Microsoft Remote Connectivity Analyzer 91
Microsoft Small Business Server 2011 Es-
sentials. See SBS2011E
migration. See also simple migration
migration
performing, from EMC 210-216
performing, PowerShell cmdlets used 217
migration bandwidth 122,124
migration process
bandwidth evaluations 122
defining 121
migration bandwidth 122-124
user bandwidth 124-127
MigrationWiz
URL 236
MRSProxy 199
multiple farms
versus single ADFS farm 63
MX 88
MX record
changing, in Hybrid configuration 227-229

N

New Hybrid Configuration wizard. 191
New-Mailbox -Name 225
Non-Exchange messaging systems
about 80
Active Directory readiness 80
coexistence options 81
migrating from 82
non-Exchange Server systems, migrating
from
about 95
IMAP migration 98-101
mailbox content, importing 98
user accounts, creating 96, 97

(0

OAB
scaling 76

object management process
simplifying 59, 60
Office 365
Administration Overview interface 26
admin portal 108
directory synchronization, advantages 58
domain, adding 22-26
end user, preparing 205
for education 8
for enterprises 11
for small businesses & professionals 8
individual plans, URL 8
MX record, changing 231-233
on-premise resource changes 223
plans 7
plans, need for using 12
pointbridgelab.com domain, converting to
153,154
purchasing, ways 8
Readiness Tool, URL 112
SBS2011E, connecting 44-47
sign-up process 15-19
subscription, preparing for 107-112
subscription type, selection criteria 12, 13
user count, limited 9
users managing, via Microsoft Online Portal
48, 49
users managing, via SBS2011E Dashboard
49-53
users managing, via Windows PowerShell
54
Office 365 admin account
URL 136, 186
Office 365 admin portal
URL 15
Office 365 Desktop Setup
installing 186-189
Office 365 Desktop Setup, ADFS internal
server
installing, steps for 136-139
Office 365 Desktop Setup, ADFS proxy
server
installing, steps for 159-162
Office 365, for enterprises
about 11
El bundle 11
E2 bundle 11
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E3 bundle 11
E4 bundle 11
individual components, for purchase 11
K1 bundle 11
K2 bundle 11
Office 365, for small business & profession-
als
about 8
Active Directory Synchronization, not sup-
ported 9
Blackberry Enterprise Server, not supported
10
e-mail archiving, not included 10
Forefront Online Protection for Exchange
(FOPE) console, unaccessible 10
license choice, limited 10
phone/ticketed support by Microsoft, not
included 9
SharePoint, limitations 9
Office 365, integration
server, working with 42, 43
Office 365 Integration Module for Windows
Small Business Server 2011 Essentials
URL 235
Office 365, integration reasons
ageing server 42
remote workplace 42
staff expansion 42
Office 365 subscription
adding, to EMC 189-191
Microsoft working with, on license
agreement (through licensing
reseller) 14
Microsoft deployment partner, working
with 15
service, signing up for 15
starting, options 14
Office 365 support
URL 235
Office 365 synchronized attributes
URL 236
Offline Address Book. See OAB
on-premise resource changes
about 223
conference rooms 225, 226
public folders 227
shared mailboxes 224

Outlook Web App. See OWA
Outlook Web Apps. See OWA
overview page, setup section 26
overview page, support section 34
OWA 72,128

P

PFDavAdmin 127
phone & voice section, Exchange Online
administration interface
features 39
planned maintenance menu item, support
section 36
POP e-mail 86
PowerShell
bulk users, migrating to Office 365 221
Exchange Online, connecting to 54
license, assigning to user 217-219
used, for performing migration 217
user, migrating to Office 365 219-221
working with 54, 55
Prepare Active Directory and domains
URL 236
Proofpoint Data Loss Prevention (DPL)
URL 236
provisioning process
simplifying 59, 60
proxy server, ADFS 67, 69
PST-based migrations 90
public folders 127
public folders, on-premise resource changes
227
purchase, subscription section 32, 33

Q

Quest
URL 236

Quest Migration Manager for Exchange
URL 236

R

Readiness Tool 112

rich coexistence 81

Right Management Server
URL 236
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roles & auditing section, Exchange Online
administration interface 38

S

samAccountName attribute 58
SBS2011E
about 43
Office 365, connecting to 44-47
SBS2011E Dashboard
used, for managing user accounts 49-53
security groups area, management section
28
Select applications to configure section 138,
160
service account
ADFS-Admin 117
ADFS-Auth 117
ADFS-Service 117
service descriptions
URL 235
service health page, support section 36
Service-level Agreements. See SLA
service requests page, support section 35
Set-Mailbox Alias -ProhibitSendReceive-
Quota 5GB -ProhibitSendQuota
4.75GB -IssueWarningQuota 4.5GB
224
Set-Mailbox Alias -ProhibitSendReceive-
Quota 5GB -ProhibitSendQuota
4.75GB -IssueWarningQuota 4.5GB,
shared , mailboxes 225
Set-Mailbox Alias -ProhibitSendReceive-
Quota 5GB -ProhibitSendQuota
4.75GB -IssueWarningQuota 4.5GB,
shared mailboxes 224
Set-mailbox Alias -type:room, conference
rooms 225
set-mailbox Alias -type:shared, shared
mailboxes 224
setup section, Administration Overview
interface
about 26
custom plan section 27
overview page 26
shared mailbox

URL 235
shared mailboxes, on-premise resource
changes
about 224
New-Mailbox -Name 225
Set-Mailbox Alias -ProhibitSendReceive-
Quota 5GB -ProhibitSendQuota
4.75GB -IssueWarningQuota 4.5GB
225
Sign-in Assistant 114
sign-up, Office 365
process 15-19
simple migration
about 85
environment, preparing for 89-93
options 86
people considerations 89
planning for 88
process, in nutshell 88
technical considerations 88, 89
simple migration, options
comparing 87, 88
Exchange Server 2003 or 2007 87
Hosted Exchange or Gmail 86
IMAP 86
POP e-mail 86
single ADFS farm
versus multiple farms 63
Site Bindings page 147
SLA 66
Software Deployment Service
distribution from 210
SQI cluster server, ADFS 69
SSL certificate drop-down menu 147
staged migration
about 87
versus cutover migration, requisites 93
standard X.509 certificate 118
Start the ADFS Management snap-in when
this wizard closes checkbox 136
subscription
preparing 107-112
subscriptions section, Administration
Overview interface
licenses section 32
manage page 30, 32
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purchase section 32, 33
support section, Administration Overview
interface
overview page 34
planned maintenance menu item 36
service health page 36
service requests page 35
System Center Configuration Manager
(SCCM) 210

T

Target forest field 212
third-party SSL certificate 118
third party tools

URL 236
training 128,129
Type drop-down menu 167

U

unified address book 58
Update cmdlets 154
Update Rollup 1
URL, for downloading 133, 156
UPNs 66,107, 108
user
bulk user migrating to Office 365, with

PowerShell 221
migrating to Office 365, with PowerShell
219-221
user accounts, managing
via Microsoft Online Portal 48, 49
via SBS2011E Dashboard 49-53
via Windows PowerShell 54
user bandwidth 124-126
user name field 96
User Principal Names. See UPNs
users, AD 114
users & group section, Exchange Online
administration interface 38
users page, management section 28

w

WID 63,131
Windows Internal Database. See WID
Windows PowerShell. See also PowerShell
Windows PowerShell
used, for managing user accounts 54
Windows PowerShell, ADFS internal server
Microsoft Online Services Module,
installing 139-141
Windows PowerShell to manage Office 365
URL 236
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